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TEXHUYECKHUE HAVKHU

BAI'MAHOB Maromen Maxup or/ibl
MarucTpaHT, AsepbaiiIsKkaHCKIi TOCy1apCTBEHHBI YHUBEPCUTET HEDTH U ITPOMbIIIIEHHOCTH,
Asepbaitmxan, . baky

OB30P COCTOSIHUS IMTPOBJIEMbBI ITAPAJIIEJIbHBIX BBIYVCJIEHUI

AHHOmauusa. B amoii cmamee NOKA3aHa axkmyaabHOCMb NPobJemMbsl 8bICOKONPOU3B00UMENBHBIX B8bIUUCTU-
MenbHbIX CUCEM, KOmopble He06X00UMbl 8 pasniudHblx 00J1ACMAX MAKUX Kak: o6pabomka uzobpaxceHuti, euoeo
nomokoe, 6onvluux OaHHbIX u Opyaue. JJaH aHANU3 0CHOBHbIX MEXHOJI02ULI Napaiieaudayuu spiuucaeHuti. Iloka-
30Hbl OCHOBHbIE NPeUMYUecmed u HedoCmamxu yKa3aHHoix n00xo00os.

Kntouesnle cnosea: napasjejibHbsle 8blHUC/IEHUS, napadljesibHOCMb aaHHle, napa’ijiejibHoCmo 3a6aq, OpenMP,

MPI, Cuda.

BBegenune

CerogHsa CUCTEMBI BHICOKOIIPOM3BOAUTEIbHbBIX
BBIUVCJIEHUI SIBJISIIOTCSI YpEe3BBIYAIHO aKTyaslb-
HbIMM, MHOrMe 3agauM TakuMe Kak o6paboTKa
1300pakeHMii B OTpaHMYEHHOE BpeMsl, pabora C
60]'[I)IJ_U/IMI/I JAaHHbIMU 1 OpyIrre BO3MOXXHbBI TOJIbBKO
TIPU VUCIIO0/Ib30BAHUM BBICOKOIIPOM3BOIUTETbHBIX
BBIUMCIUTENbHBIX CUicTeM. [ToBBIIIeHM e TPOU3BO-
IUTENbHOCTM B IEPBYIO Ouepeab BO3MOXKHO 3a
CUeT MOIepHMU3aLUM TEXHMUECKUX PeCcypcoB, MUC-
M0JIb30BaHMSI HOBBIX (PU3MUECKUX HPUHIUIOB. K
COKaJIeHMIO, 3[eCh UMEeIOTCsI pMU3UUYeCcKye OTPaHm-
yeHus. [pyroit Moaxon — 9TO Mapajuieamsalius,
KOTOpas B MPUHI[MIIE He OTpaHMYeHa.

PaccMOTpMM OCHOBHbIE MeXaHM3MbI peajnsa-
LM Tapajie/IbHbIX BBIUMCAEHMIT Ha PasHbIX
YPOBHSIX.

OnHOBpeMeHHOe BBITIOJIHEeHMe MHOIMX 3aJau
WM TIPOLIECCOB C MCITOJIb30BAHMEM Pa3JINUYHbIX
BBIUMCIUTENIbHBIX PECYPCOB, TAKMX KaK HECKOJIBKO
MIPOIIECCOPOB MJIM KOMITbIOTEPHBIX Y3JI0B, IJIS pe-
HIEeHMS BBIUMC/IUTEIbHOM 3a[aul Ha3bIBAETCS Ia-
paJUIeIbHBIMY BBIUMCIEHUSIMU. ITO METOZ, ITOBbI-
HIEHUST TTPOU3BOAUTENBHOCTY U 3(PPEKTUBHOCTU
BBIUMCJIEHUI TyTEeM pa3feeHus CJI0XKHOM 3aaaun
Ha Oojiee MeJKMe IIOM3aJauM, KOTOpbIe MOTYT
ObITh BBIIIOJIHEHBI OJTHOBPEMEHHO.

3agauy pa3buBaTCS Ha 60jIee MeIKye KOMITIO-
HEHTBbI B Iapa/l/IeJIbHbIX BBIUUCIEHUSX, TPUUYEM
KaXIblii KOMIIOHEHT BBITIOJTHSIETCSI OJHOBpEe-
MEHHO Ha OTAeJIbHOM pecypce KOMITbIoTepa. DTU
pecypcbl  MOTYT COCTOSTh M3  OTAEIbHBIX

MPOLIECCOPHBIX SIIEP B OAHOM KOMIIbIOTEpE, CEeTU
KOMITbIOTEPOB MJIM CHEeNMaIN3UPOBAHHBIX BBICO-
KOTTPOU3BOAUTENbHBIX BbIUMCIUTENbHBIX IIIAT-
dbopm.

MeToapl obecreyeHMsI Mapa/ieTbHbIX BbI-
YUCIeHUN

Bbinu co3ganbl pa3inuHbie GpeiiMBOPKY U MO-
Ieau TporpaMmmupoBaHus. [IpoekTupoBaHue u
peanm3anus mapasuieabHbIX aTOPUTMOB ObJerya-
I0TCSl aOCTPAKIMSIMM Y MHCTPYMEHTAMM STUX MO-
nesneit. YacTo ucmonb3yeMble MOAEIN Mporpam-
MUPOBaHMS BKIIOUAIOT:

1. HWurepdeitc mnepemauu COOOGIIEHMIT
(MPI): UnTtepdeiic nepegaun coobiennit (MPI) —
MIOIYJISIPHBINA TTOAXOM, K pa3paboTKe Mapasuiesib-
HbIX BBIUMC/IUTENIBHBIX CUCTEM, OCOOEHHO B CUTY-
anusaxX C pacrpeneneHHOM namsiaTblo. bnaropmaps
nepemaue COOBIIEHMIT OH 0OeCIieunBaeT CBSI3b U
COTPYAHMYECTBO MeEXAY pasaMuHbIMU Mpoliec-
caMu.

2. CUDA: NVIDIA paspa6orama CUDA,
matGopmy IJiS TapaiiebHbIX BBIUYMCIEHUI U
s13bIK MTporpamMmMupoBanusi. OHa JaeT NporpaMmu-
CTaM BO3MOKHOCTb MCIT0/Ib30BaTh MapasijieabHble
BBIUMCJIEHNS OOIIIero Ha3HAYEHUS B TIOJTHOM O6'b-
eMe ¢ IOMOIbI0 TIpadUUecKux IPOIecCOpOB
NVIDIA.

3.  OpenMP: [Ins napanjienbHOTO MPOrpam-
MUPOBaHMs ¢ 001eit naMmsAThio. OpenMP siBisieTcs
MOMYJ/ISIPHBIM TOAX0A0M. OH MTO3BOJISIET ITPOTPam-
MUCTaM OIpenesaTh IMapasjiejbHble YacTU B
CBOEM KOJe, KOTOpble 3aTeM 00pabaThIBAaIOTCS
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HECKOJIbKMMM TTOTOKaMM, paboTaouMMM Ha pas-
HBIX TIpOlieccopax.

CyiecTByeT 4 Tulla napajniejbHbIX BbIUMCIIE-
HUI, M K&KIbI TUII IIapayieJIbHbIX BbIUMCIEHUN
OTMCaH HUXKe.

1. MMapasnenusm Ha ypoBHe O6uTOB: OIHO-
BpeMeHHOe BbITIOJTHEeHMe oTlepalinii Haj, HECKOJb-
KUMM OMTaMM WIM OBOMUYHBIMU LMbpamMu 3je-
MeHTa JAaHHBIX Ha3bIBAaeTCsl MapasieiM3MOM Ha
ypOBHe OMTOB B TapasuleibHbIX BbIUMCIEHUSIX.
OTO TUN Napajjaenn3mMa, KOTOPbIM MCIOIb3yeT
BO3MOSKHOCTM TapalyIeJIbHO 00paboOTKM arimna-
PaTHBIX APXUTEKTYP [IJISI OMHOBPEMEHHOI paboThI
C HECKOJIbKMMM OMTaMM.

IMapannennsm Ha ypoBHE OGUTOB oueHb 3¢ dex-
TUBEH J,J1s1 oTiepaluii ¢ IBOMYHBIMU JaHHBIMM, Ta-
KIX KaK CJI0KeH!e, BbIYMTaHMe, yMHOXEHME U JIO-
rmyecKkye omnepanyu. Bpems BbITTOTHEHUS MOKET
OBITh 3HAUMUTETBHO COKpAIlleHO ITyTeM BBITIOIHE-
HUSI 3TUX JEeNCTBUII HaJ HECKOJbKUMMU OUTaMU
OJHOBPEMEHHO, YTO MPUBOAUT K TOBBIIIEHUIO
MPOM3BOAUTENBbHOCTH.

Hampumep, paccMOTpUM CJIOXKEHME IBYX JBO-
nuHbIX umcesn: 1101 1 1010. B pamkax nociaemoBa-
TeJbHOM 06pabOTKM CJIOKeHMe 6yaeT BBIIOJ-
HSITbCS TIOOMTHO, HAaUMHas ¢ Miiaaero 6ura (LSB)
" TlepeMeInast Bce 6GUTHI MepeHoca B CJIeIyIONniA
6uT. CrioXkeHMe MOXKET BBIOJHSITHCS OHOBpE-
MEHHO JIJIsI KaXKI0Ji ITapbl CBSI3aHHBIX OUTOB, KOTIA
MCITO/Ib3yeTCS TTapajuieM3M Ha YpOBHE OUTOB, UC-
MOJIb3ySI BO3MOSKHOCTM TapalIesibHOV  0bpa-
60TKM. B pesynbTaTe BO3MOKHO O0jiee OGBICTpOE
BBIMTOJTHEHME, U TMPOU3BOAUTENbHOCTh B I[€JIOM
TTOBBINIAETCS.

CneuyanuM3upoBaHHble  ammapaTHble  3Jje-
MEHTBI, KOTOpbIE MOTYT paboTaTh C HECKOJbKMMMU
6uTaMy OIHOBPEMEHHO, TaKue KakK Iapasuiesib-
Hble CYMMAaTOPbI, YMHOXUTEIU WU JIOTUUECKMe
BEHTWIM, YaCTO MCIIOAb3YIOTCS IJISl peanusaiun
napajuienmM3Ma Ha ypoBHe 6uToB. COBpeMeHHbIe
MpOLIeCCOpPbl TakKKe MOTYT MMeTb MHCTPYKLMUU
SIMD (Single Instruction, Multiple Data) mau Bek-
TOpHbIE TIPOLIECCOPbI, KOTOPbIe TO3BOJISIIOT BbI-
MOJTHATD OTepaluy ¢ HeCKOJbKUMU KOMITOHEH-
TaMy TaHHBIX, BK/II0Uast HECKOJIbKO OMTOB, Iapasi-
JIeJIbHO.

2. IMapamnennsMm Ha ypOBHE MHCTPYKIIMIL:
ILP, nnu mapasiienn3M Ha ypoOBHE MHCTPYKIINUIA, —
3TO KOHUEMIMS TTapa/ljieJlbHbIX BbIUMCIEHU, KO-
Topast GOKyCupyeTcs Ha BBITIOJTHEHUY HECKOTbKIUX
MHCTPYKLMII OJHOBPEMEHHO Ha OAHOM ITpoliec-
cope. BMecTo TOro 4TOOBI MMOJIAraThCsi HA MHOTO-
YlCJIeHHbIe TIPOIeCCOPbl MM BbIUMCIUTEIbHbBIE
pecypcbl, OHa  CTPEMMUTCS  MCII0JIb30BaTh

eCTeCTBeHHBIN Mapajiean3M, PUCYTCTBYIOLINI B
MporpamMmmMe Ha yPOBHE MHCTPYKLIUIA.

VHCTpYKUMM BBINIOJHSIOTCS MOCAeL0BaTEIbHO
TPaAUIIMOHHBIMM MpOIleccopaMy, OAHA 3a ApPY-
roii. Tem He MeHee, MHOTMe IIPOrpaMMbl COLEp-
>KaT He3aBUCUMbIe MHCTPYKLUM, KOTOpble MOTYT
BBIMIO/THATBCS OOHOBPEMEHHO, He Mellasi IpyT
Opyry. [1ns noBsllIeHKsI IPOU3BOAUTEIBHOCTH Ma-
paiien3M Ha YPOBHE WMHCTPYKUMIA CTPEMUTCS
pacmo3HaBaTh U MCIOJb30BaTh 3TU OTAe/IbHbIE
MHCTPYKLUMN.

[Tapannennsm Ha ypOBHE MHCTPYKLMI MOXET
OBITb JOCTUTHYT Pa3IMYHBIMU METOIAMM

° Kouseiiepusanus: Kouseiiepusamus ae-
JIUT TIPOLIECC BBIMIOJIHEHUS MHCTPYKIMIT Ha He-
CKOJIBKO I1aroB, KaXXAbI 13 KOTOPBIX MOKET BbI-
MIOJTHATDH 60Jiee OJHOI KOMaHAbl OZHOBPEMEHHO.
DTO MO3BOJISIET MEePEeKPhIBATh BHITIOJHEHVE MHO-
TUX UHCTPYKIMIA, TIOKA OHY HaXOZASTCS HA Pa3sHbIX
CTaAuSIX BbIMOJHeHMS. KaskAplii 1Iar BbIMOJIHSIET
OT[eJIbHYIO 33/1a9y, HAI[pUMeD, BLIOOPKY, JeKOIM-
poOBaHMe, BBIMIOJHEHNE ¥ OOPATHYIO 3aIMCh MH-
CTPYKLIUIA.

e BaInmosHeHUe BHe ouepenu: B 3aBUCU-
MOCTHU OT JOCTYITHOCTU BXOJHBIX JAHHBIX U PeCyp-
COB BBITIOJTHEHUS IIPOLIECCOP AMHAMMUUYECKU Iepe-
CTpauBaeT MHCTPYKUMM BO BpPeMS BBIIOTHEHWUS
BHe ouepeny. JTo ToBbiniaeT 3hGeKTUBHOCTD UC-
MTOJIb30BAaHMST UCITOJIHUTETbHBIX 6JIOKOB M COKpa-
1jaeT Bpemsi IIPOCTOsI, [T03BOJISISI BBIMIOJIHSITD He3a-
BUCMMbIEe MHCTPYKLMYM BHE TOTO MOPSIAKA, B KOTO-
POM OHM OBV M3HAYATBHO 3aKOAMPOBAHBI.

3. I[Tapannenusm 3azau

Unesa napamnenusma 3ajad B Iapasie/ibHbIX
BBIUMCJIEHUSIX OTHOCUTCS K pasfeneHuio IMpo-
rpaMMbl MM BBIUMCIIEHUSI HA MHOXECTBO 3azad,
KOTOPbIE MOTYT BBIMIOJHATHCS OAHOBPEMEHHO.
Kaskmast 3ajava sIBsIeTCSI aBTOHOMHO M MOSKET
BBITIOIHATBCS HA OTAEAbHOM IPOLIeCCOPHOM
6J10Ke, HAaITpuMep, Ha HECKOJIbKUX SIAPAX B MHOTO-
spepHoM LIT mam y3nax B pacIipefeneHHON Bbl-
YUCJIUTENIbHOI CUCTEeME.

PasgesneHne paboThl Ha OTHENIbHBIE 3amaun, a
He pasjieJieHe JaHHbIX, SBJSETCSI OCHOBHBIM (O-
KyCcOM Iapasuienusma 3azad. [Ipu ogHOBpemeH-
HOM BBITIOJTHEHUM 3aJaHUSI MOTYT MCIIOJIb30BaTh
IOCTYITHbIE BO3MOXXHOCTM MapaljieibHOi o6pa-
OOTKM ¥ 4acTO paboTaIOT C PasTIMUHbBIMM ITOAMHO-
’KeCTBaMM BXOJIHBIX JAHHBIX. JTa CTpATerusi 0Cco-
O6eHHO TTOJIe3HAa, KOTAA 3aayM aBTOHOMHBI WIIA
MPOCTO C1a60 3aBUCSIT APYT OT ApYTa.

OcHoBHa# 1eb Mapaienn3Ma 3aau — MakCu-
MaJIbHO UCTO/b30BAaTh AOCTYIHbIE BIUMCIUTEb-
HbIE pecypcel " MOBBICUTD 00611yI0
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MPOU3BOJIUTE/IBHOCTh MPOTPAMMBbI UM BBIUNCIIE-
Huii. [lo cpaBHEHMIO C MOC/IefOBAaTeNbHbIM BbI-
MOJITHEHMEM, BpEMS BBIIIOJIHEHUS MOXKET ObITh
3HAUUTEJbHO COKpallleHO IIyTeM OAHOBpPEeMeEeH-
HOTO 3aITyCKa MHOXeCTBa MPOIeCCOB.

IMapannennsm 3agad MOKET GbITh peann30BaH
PasIMYHBIMU CITOCO6AMM, HEKOTOPBIE 113 KOTOPBIX
OTIMCaHbI HIKE:

e Ilapannennsm Ha OCHOBe IIOTOKOB: 3TO
MoipasyMeBaeT pa3bueHne OHOI ITPOrpaMMBbl Ha
HECKOJIbKO TIOTOKOB BbiNoJiHeHMs. [Ipu ofHOBpe-
MEeHHOM 3amyCKe Ha Pa3HbIX SApax MK MPOLecco-
pax Kaxaplii TTOTOK OTBedaeT 3a OTHEJbHYH 3a-
nmauy. O6BIYHO pasnesseMasi MaMsTh CUCTEMBI OC-
HOBaHa Ha MOTOKe Mapasuiean3mMa.

o JTlapamirennsm Ha OCHOBe 3azad: B sToit
MOJeNN 3aJlauM SIBHO OmpeJeieHbl U 3aIlJlaHupPO-
BaHbI /15 BbINIOJIHEHMS. [ITaHMPOBLIMK 3a8,a4 AU-
HaMMUeCcKM Ha3HavaeT 3aaul JOCTYIIHbIM pecyp-
caM 00paboTKM, IPUHMMAST BO BHYUMaHMe 3aBUCH-
MoCTM ¥ 6GajaHC Harpysku. Ilapamiennsm Ha OcC-
HOBe 3a7ay — 3TO VHMBEPCATbHbINA U 3PheKTUB-
HbIJ METO/I BbIPaKeHMS Mapaiein3Ma, KOTOPBI
MO3KeT MCIIOJIb30BaThCs C IPYTMMU ITapagurMmamum
napasielbHOTO TpOrpaMMMpPOBaHMSI.

e IlapannenusM Ha OCHOBE IIPOLECCOB:
3TOT MeTO[i MOoJpa3yMeBaeT pasfejieHKue Tpo-
rpaMMbl Ha MHOXECTBO MPOLIECCOB, KasKIbII U3
KOTOPBIX ITpeJCTaB/sIeT OTAeNbHYIO 3aauy. B pac-
npeAeNeHHON BbIUMCIUTENIBHON CUCTEME TIpo-
1IecChl MOTYT paboTaTh Ha Pa3HBIX BbIUMCIUTETb-
HBIX y371aX OAHOBpPEeMeHHO. B cucTtemax c pacripe-
JeJIeHHOV MaMSThIO YaCTO MCIONAb3yeTCs mapai-
JieJin3M Ha OCHOBE MPOIIeCCOB.

4. Ilapannenns3M Ha YPOBHE cyIep CJIOB

MMapannenu3m Ha YpOBHe CyIlep CJioBa — 3TO
KOHILIeMIMS MapasiiebHbIX BBIUUCIEHUIT, KOTOpast
KOHLIEHTPUPYETCS Ha MCIOAb30BAaHUM Tapajie-
JiM3Ma Ha YPOBHE CJIOBA MM BEKTOpa IJis1 MOBbI-
HIeHUSI TPOU3BOAUTENBHOCTM BbIUMCIEHUN. Ap-
XUTEKTYpbl, KOTOpble moaaepskuBawT SIMD
(Single Instruction, Multiple Data) miu BeKTOpHbIE
omepaimu, 0CO6eHHO MOAXOISIT OISl UX UCITOIb30-
BaHMS.

IMouck ¥ KnaccuduKaLusl OEHCTBUIA C OaH-
HBIMM B BEKTODHbIE MM MACCUBHbIE OIlepaiuu
SIBAISIETCSI OCHOBHOV KOHLEMNIMeN Mapaienmsma
Ha ypoBHe cymnepcioB. [lapannennsm, BCTPOeH-
HbIll B TaHHbIE, MOXKET OBbIThH ITOJTHOCTHIO VCIIO/b-
30BaH IyTeM MNpoOBeJeHMs BbIUMC/IEHUII Haf, He-
CKOJIBKMMM (pparMeHTaMy JaHHBIX B OJHOW MH-
CTPYKLUMU.

Ha ypoBHe cynep ¢JIoB 0CO6EHHO I0JIe3€H IJIsS
TIPUJIOKEHU C ITPeICcKasyeMbIMU Ia6TI0HAMM [10-
CTYyIIa K JAHHBIM ¥ JIETKO [Tapajuie/ii3yeMbIMU BbI-
yycaeHusiMu. OH 4acTO UCIIOIb3YeTCs B IPUJIOXKe-
HUSIX, TJIe MHOTO JaHHBIX MOTYT 06pabaThIBAThHCS
OHOBPEMEHHO, HAalpUMep, IIPM HAYYHOM MOJe-
JIMPOBaHMUM, 0OpPabOTKe M300pakeHMii U BUIEO,
06paboTKe CUTHAJIOB U aHaJIM3e JAaHHbIX.

I[IpuMmeHeHMe napajiebHbIX BBIUMCIEeHUN

[MapasieNbHbIe BBIUMCIEHUS IIUPOKO IMpUMe-
HSIIOTCSI B Pa3IMUHBIX 00JIaCTSIX, ¥ HEKOTOPBIE U3
UX MIPWIOKEHUI YIIOMSIHYThI HUKE:

1. ®uHaHCOBOe MOJeJIMpPOBaHVE ¥ aHa-
JIN3 PUCKOB: B GDMHAHCOBOM MOIENIVPOBAHUU U
aHa/IM3€e PUCKOB Mapajule/ibHbIeé BbIYMCIEHUS UC-
TTOJIb3YIOTCS IJ151 BBITIOJTHEHMSI CJIOXKHBIX BBIUMCIE-
HUIA ¥ MOJENMPOBAHMUS, HEOOXOOVMBIX B TaKMUX
067acTIX, KaK aHaJIu3 PUCKOB, ONTUMM3AINS
mopTdens, leHooOpa3oBaHye OMIMOHOB U MOJe-
nupoBaHue MoHTte-Kapio. B Gb1HaHCOBBIX TPUIO-
SKeHUSIX — Mapaiie/ibHble  aJTOPUTMbI  CITOCOG-
CTBYIOT 60Jj1ee ObICTPOMY aHaIU3Y U IPUHATHIO pe-
11(307078

2. AHaIUMTMKA JAHHBIX ¥ 00padGoTKa
6OJMBIINX MNAHHBIX: 11 3bdeKTUBHON 00pa-
O0TKM U aHa/IM3a 60/IbIINMX HA6OPOB JAHHBIX B CO-
BPEMEHHYIO 310Xy GOMbIINX JaHHBIX Mapasiesib-
Hble BBIUMCJIEHUST CTa/IM peIlaoiuMu. Jjis yCKo-
peHust 06paboTKY TaHHBIX, MAIIMHHOTO 00YUeHMS
M IOObIYM HAaHHBIX TapajiejbHble HpeiiMBOPKH,
Takue, Kak Apache Hadoop un Apache Spark, pac-
MpenessaioT JaHHbIe ¥ BBIUMCIEHUS TI0 KIacTepy
KOMIIbIOTEPOB.

3. IapaiegbHbIe CMCTeMbI 0a3 JaHHbBIX:
Iyist 6BICTPOIT 06PAabOTKM 3aIIPOCOB U YIIPABIEHUS
60BIIMMM 06beMaMy TaHHbIX ITapaljiebHbIe CH-
cTeMbl 6a3 JAHHBIX MCIIONb3YIOT IapasijiebHble
BbIUMCIEeHNSI. [IJIsI TIOBBIMIEHMUS ITPOMU3BOIUTEND-
HOCTM 6a3bl JAHHBIX ¥ 06eCIeYeHNsI OMHOBPEMEH -
HOTO JIOCTyHa K JAHHBIM MCIIOJb3YIOTCS METOMBI
napaJiiem3aniu, Takye Kak rnapauiean3M 3arpo-
COB ¥ CEKLIMOHUPOBAHME TaHHbIX.

IMpeumyiiiecTBa NapalyIeIbHbIX BBIUMCIIN-
TeJbHBIX CUCTEM:

e DdderTuBHOCTL 3aTpar: Ilapaniesns-
HbI€ BBIUMCIEHNSI MOTYT IIOMOYb BAM CO9KOHOMMUTD
IeHbI'Y, VICIIOb3YsI OOBIYHOE 060PYIOBaHME C He-
CKOJIBKMMM TIPOLIECCOPAMU WIIM SIAPaMU BMECTO
IOPOTOCTOSIIErO CITEIMATV3UPOBAHHOIO 060pY-
IOBaHMS. ITO JeaeT napaielbHble BIUMCIEHNS
60J1ee JOCTYITHBIMU U SKOHOMMUUYECKU 3(PheKTUB-
HBIMM [JIsSI Pa3JIMYHbBIX TTPUIOKEHMUIA.
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° OTKa3oycToitunBOCTb: CHCTEMBI IJIS Ma-
pajUTebHbIX BBIYMCAEHMI YaCcTO MOTYT OBbITh I10-
CTPOEHBI TaK, YTOOBI OBITH OTKA30YCTONUMBBIMMU.
Cucrema MOKeT MPOAOJIKATh (QYHKIMOHUPOBATD
M OBITh HANEXHOW, Jaxke ecjau IIPOIeCccop WK
SIAPO BBIXOISIT U3 CTPOS, TTOCKOJIbKY OHA MOKET
MIPOJIOJIKATDh BBIMIOHSTh BBIUMCIEHUS HA APYTUX
MIPOIIeCCopax.

e  DddderTuBHOCTL pecypcoB: [Tapaniesnb-
HbI€ BbIUMCJIEHUS VICTIONIb3YIOT pecypchl 6oee a¢-
dbexTUBHO, paspgesnsis pabouyio HaArpys3Ky MEXIY
HECKOJIbKMMM TIpolieccopaMy uiau sigpamu. Ila-
pajutesbHble BBIYMCIEHUST MOTYT MaKCUMMU3UPO-
BaTh MCIIOJb30BaHME PECYPCOB ¥ MUHUMM3UPO-
BaTh BpeMs MPOCTOSI BMECTO TOTO, YTOOBI IOJIa-
raThCsl VICKTIOUNTEIBHO HA OOMH IPOIEeCCop, KO-
TOPBIVi MOYKET OCTaBATbCS HENOMCITONb30BAHHBIM
IIJISI HEKOTOPBIX 3a7ay.

e PemreHue KpymHOMACHITAOHBIX 3amadu:
KpyIMHOMacITabHble 3aJauM, KOTOpble HEBO3-
MOXHO 3(pGeKTUBHO pelMTh Ha OJHOI MalluHe,
JIyJIlle BCErO pelllaTh C MOMOIIbIO TapajllebHbIX
BBIUMC/IEHUI. DTO MO3BOJISIET pasfeuTh 3amauy
Ha 6ojiee MeJIKMe YacTy, paclpeIeIUTh STU YaCTU
IT0 HECKOJIBKMM ITPOIeCCOpaM.

e  MacmTabupyeMocThb: 006aBsIst 60blie
MIPOIIECCOPOB MU SAeP, Mapasiie/ibHble BhIUMCIIU-
TeJIbHbIE CCTEMbI MOTYT YBEJIMUUTD CBOIO BbIUMC-
JIUTEJbHYI0 MOIIHOCTb. DTa MacIITabMpyeMOCThb
MTO3BOJIIET YCIIENIHO peniaTh 6ojiee KpyIHbIE U
CJIOXKHBIE P06 1eMbl. [Tapasiie/bHble BIUMCIEHNS
MOTYT IMPEeIJOKUTb Pecypchl, HeOOXOAMMbIE IS
3 deKTUBHOrO pelleHus MpobaeMbl 10 Mepe ee
pocra.

HepmocTaTky mapauie/IbHbIX BBIYUC/IUTEIb-
HBIX CUCTEM:

e IloBblmIeHHBIE TPEOOBAHMS K IAMITU:
pervMKanyMs JaHHBIX Ha HECKOIbKUX IMPOIeCCco-
pax, KoTopas 4acTo MPOUCXOANUT IIPU Tapasiiesib-
HBIX BbIUMCJIEHMSIX, MOXKET IIPUBECTHU K 6oJiee BbI-
COKMM TpeboBaHMSIM K MmaMsaTu. O6beM MmaMsITH,
HeOOXOOMMBIi KPYITHOMACIITAOHBIM ITapalljiesib-
HBIM CHCTeMaM JJIsI XpaHeHUs U YIIPaBJIeHUs pell-
JIUUMPOBAHHBIMM JAHHBIMM, MOXKET MOBJIUSTh Ha
CTOMMOCTb U UCITOJIb30BaHME PECYPCOB.

° OTtinagka u TectupoBaHue: OTiagKa na-
pajUteIbHbIX TTPOrPaMM MOKET OBbITh CJIOKHEE,
yeM OTJajka Ioc/iefoBaTe/NbHbIX. COCTOSIHUSA
TOHKM, B3aMMOOJIOKUPOBKM U HPOo6IeMbl Herpa-
BWJIbHOV CMHXPOHM3ALMY MOTYT ObITh CJIOKHBIMMU
" TPeOYIOIMMM MHOTO BpeMeHU I1s1 BBISIBIIEHUS U
ycTpaHeHUs. Takke C/IOKHee TILATENIbHO TeCTHU-
pOBaTh MapasiebHbIe TPOTrPAMMBI, YTOOBI TApaH-
TUPOBAaTh HaEXXHOCTh U TOUHOCTb.

e  CiaoxkHocTs: [IporpammupoBaHue mmapai-
JIeJTbHBIX CHCTEM, a TAaKKe pa3paboTKa mapaienb-
HBbIX QJITOPUTMOB MOKET ObITh HAMHOTO CJIOJKHEe
MOC/Ief0BaTe/IbHOTO MPOrpaMMMUPOBaHMS. 3aBU-
CMMOCTY ITaHHBIX, 6aTaHCUPOBKA HATrPYy3KM, CUH-
XpOHM3aLUMsI U CBSI3b MEXIY MPOLieccopamu
IIOJIKHBI OBITH THIATEIBHO YUTEHBI ITPYU UCIIOIb30-
BaHMM Mapajlie/ibHbIX aITOPUTMOB.

3akimoueHue

BricOKOMTPON3BOAUTE/IbHBIE BHIUMCIUTENbHBIE
CUCTEMbI CEeroJiHSI SIBJISIIOTCSI OJJHUM U3 CTpaTeru-
YyeCKMX HarpaBjeHUit pasBUTUS TIPUKIIATHONM
Hayku. ViIMeHHO mapa/ienn3anus 3afaud MO3BO-
JIIeT CEeroJiHs pelaTh 3aaui, KOTOpbie ObUIN He-
IOCTYIIHBI paHee. CrielManuCT, penawiuii mpu-
KJIaAHYIO 3a/1auy, AOJDKeH BlafeThb 3HAHUSIMU O
pPasIMUHBIX TEXHOJIOTMSX OpraHuM3auy Iapai-
JIeJIbHBIX BBIUMCIEHNI. B 9TOM KOHTEKCTE CUCTEM-
HOe pacCMOTpeHMe pPas3IMYHbIX acleKkTOB IMapa-
JIeJIbHBIX BBIUMC/IEHUI MMeeT BaXKHOe 3HaUeHMe.
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necessary in various fields such as image processing, video streams, big data, and others. The analysis of the main
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T'TOJIbAXMEJIOBA Haprus 3evigy/ia roi3bl
MarucTpaHTKa, A3epbaimKaHCKIi TOCYIapCTBEHHbI YHUBEPCUTET He(TH U ITPOMBIIIIEHHOCTH,
Asepb6aiimkaH, I. Baky

CPABHUTEJIbHBIV AHAJIV3 TPAIUIIVMOHHBIX METO/IOB
IMPOIrHO3MPOBAHNS 1 METOJ 0B MAIIMHHOI'O OBYYEHUS

AHHOmMauus. B amoli cmamve nokazama akmyauibHoCMb NPodieMbl NPOZHO3UPOBAHUS 8 PA3AUUHBIX 0071ACNAX
IKOHOMUKU: 00pa308aHust, MeduyuHsl. JJaH aHanu3 0CHOBHbIX MpaAGUYUOHHBIX MemMO0008 NPOZHO3UPOBAHUSL: CKOTb-
3aujee cpedHee, IKCNOHEHYUAILHOE C2LaXUSaHue, Mooeay asmopezpeccuu, modens ARIMA. Boisi/ieHbl 0CHOBHbLE
Hedocmamxu YKa3aHHblx Memodos. TIoka3aHsl 0CHOBHble NpeuMyluecaa memodos MAauluHH020 06yUeHUsl.

Knrouessle cnoea: npozHo3uposarue, depeso pezpeccuu, MauiuHHoe obyueHue.

BBenmenmue

[TporHo3MpoOBaHMe C IIOMOIIbI0O MAIIMHHOIO
00yYeHUS] — 3TO IMPOLIECC, KOTOPBI MCIIOIb3YyeT
CrieaJibHbIe aJITOPUTMbI JIJIT OOYy4eHMs] Ha OC-
HOBE TAaHHBIX ¥ COCTaBJIEHMS TIPOTHO30B O Oymy-
LIMX COOBITUSX.

Takue kommanmm, Kak Walmart, IBM u npyrue
MUCTIO/Nb3YIOT TIPOTHO3MPOBaHMe [Jis BCEro: OT
MPOTHO3UPOBAaHMS CITpoca A0 MPOTHO3UPOBAHMUS
IIEHOBBIX TeHJIEeHLMii. Momenu MalulMHHOTO 00y-
YyeHMsI, TaKue KaK HeJipOHHbIE CEeTU, MOTYT YUUThI-
BaTh TOpasao 60Jibllle JaHHBIX, UYTO ITO3BOJISIET CO-
37aBaTh 60JIee TOUHbIE TPEIUKTUBHBIE MOIEIIN.

B 3T0J1 cTaThe MBI PACCMOTPUM OCHOBHBbIE TTPU -
YMHBI, 10 KOTOPbIM MallMHHOE O6yueHue SIBJIsI-
eTCsl JIVUIIMM IIpeicKa3aTesieM, YeM TPagUIIMOH-
HbIE€ METO/BbI.

MamHHoe o6yuyeHyue — 3TO IOAMHOXKECTBO
MUCKYCCTBEHHOTO MHTEJIJIeKTa, KOTOpOe onpezesis-
eTcsl Kak Ipoliecc 06ydyeHus KOMIIbIoTepa o0yue-
HMIO Ha OCHOBe JaHHbIX. OH Je/TaeT 3TO ITyTEeM BbI-
SIBJIEHMSI 3aKOHOMEPHOCTEelM U B3aMMOCBSI3€l B
06yJaloyX TaHHbIX, YTO6bI KOMIIBIOTEpP MOT Je-
JIaThb TPOTHO3bI O GYOYIIMX 3HAUEHUSX U COOBI-
TUAX. B TO Bpems Kak TpaguLMIOHHbIe METOIbI MC-
TOJIb3YIOT HabOp mpegorpeae/IeHHbIX TPaBU IS
COCTaBJIEHUSI TIPOTHO30B, MaIlIMHHOE O6yJyeHue
CIIOCOOHO YUMThCS M aJalTUPOBAThCS Ha OCHOBE
JII060T0 00beMa TaHHbIX.

MammHHOe 06yUeHMe MOXKET MCII0Ib30BaThCS
IIJIST pa3/IMUHbIX I1eJiell, TaKuX KaK MPOrHO3MPOBa-
HUe MOoBeJeHMs MoTpebuTeneil, MOHMMaHUe PbI-
HOUYHBIX TeHIeHIMii, IIPOTHO3MPOBaHMe MPOIaK
WM Ja’ke IPOTHO3MpPOBAHME TOrO, KOI/a cepBep
MOKET BBIATU U3 CTPOSl. DaKTUUECKM, €TO MOKHO
MCITONIb30BaTh HJIS JIF060J IpoO6JIeMbl, TOe eCTh

IaHHble BpeMeHHOTO psifia U 1iefib IpeAcKa3aTb
Oymyuee.

TpaguIIMOHHBIE METOIbl IIPOTHO3MPOBA-
HUSA

YTo6bI TOHSTD, ITOYEMY MalIMHHOE 06yUYeHMe
JIy4iiie MOAXOOUT JIJIsl TPOrHO3MPOBaHMS, CHavaIa
paccMOTpUM HEKOTOpbIe TPagULIMOHHbIE METOLbI
IIPOTHO3MPOBAHMSI BpEMEHHBIX PSIZIOB, TaKMe KakK
CKOJIb3SIIlee CpelHee, SKCIIOHEHIMa/JbHOEe CIJIa-
skuBaHue u ARIMA.

CKob3s1Ias CpesHsIsE

Cxosb3siiiee cpeiHee — 3TO CIIOCOO CrIaKMBa-
HMSI TaHHBIX TTyTeM BbIUMC/IEHUS CpeJlHeB3BellleH-
HOTO 3Ha4YeHMSs MPOILIbIX 3HaYeHUI. ITO MOXeT
OBITH TTOJIE3HO MIJIST YCTPAHEHMST IIyMa M3 TaHHbBIX
U BBISIBJIEHUS] TeHAeHLMi1. OJHAKO OHO TaKKe MO-
SKeT ObITh BOCIIPMMMUMBO K BHIOPOCAM U HE MOXKET
YUUTHIBATH CE30HHOCTb.

[Ipexrmonoxkum, y HaC eCTb JaHHbIE O ITPoAaKax
3a 5-y1eTHMI1 mepuox;:

e 2020 $3 mutH.

e  2021: %6 MmuH.

e 2022:$7 MuH.

e  2023: $8 miH.

e 2024:%$11 muH.

ITporHo3 Ha 2025 rox coctapnsieT $7,2 MIH, 10-
JIyYeHHbIN 13 IIPOCTOTO CpeIHero 3HaYeHMs 3a I10-
crnegHue OaThb jeT. OQHAKO 3TO He YUYMTHIBAET TOT
daxT, YTO MPOJAKM PACTYT C KAKAbIM T'OIOM.

CKOJb3s1Iast CpemHsst OOBIYHO MCIIOIb3YeTCs
IJIS CTAIakMBaHUS psana gaHHbiX. CylecTByeT He-
CKOJIBKO PasIMYHbIX TUIIOB CKOJIb3SIINX CPEIHUX,
B TOM 4MCJIe:

o TIpoctoe Ckonb3sinee CpegHee (SMA).

o  CriaxkeHHOe Ckonbssiiiee  CpenHee
(SMMA).
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e  BspemeHHOe Cronb3guiee  CpenHee
(WMA).

° JKcrioHeHIManbHOoe Ckonb3siiee Cpepn-
Hee (EMA).

CaMblit 6a30BBI TUII CKOJIb3sINel cpeaHeit —
3TO IPOCTas CKoJb3sas cpenuss (SMA), kotopast
pPacCUMTHIBAETCS MTyTEM B3SITUS CpeJHero 3Haue-
HMA 3aJJaHHOT'O KOJIMYeCTBa TOYEK OJaHHBIX, IIPO-
IJIBIX M HaACTOSAIIMX. B3BellleHHAasi CKOJIb3SIIas
cpenssisi (WMA) yuuTbIBaeT OTHOCUTEIbHYIO BasK-
HOCTb K&K 0/ TOUKM JAHHBIX, IpMaaBast 6oJibliee
3HaUYeHNue HeJaBHYM TOYKAaM OJaHHbIX.

OHM 06BIYHO MCIOJB3YIOTCS HAa (PMHAHCOBBIX
PBIHKAX JIJISI CTIaKMBAHMS KOJIeOaHMIi LIeH Y ITOJTy-
yeHMs 60J1ee YeTKOM KapTUHBI TPeHAa.

JKCIIOHEeHIIMAIBHOE CIIa)KMBaHUe

DKCIIOHEHUIMATbHOE CTIAKMBAHME — 3TO METO]L
MPOTHO3MPOBAHMS, KOTOPbI YUUTHIBAET KakK Mpo-
Iible TaHHble, TaK U HedaBHMe TeHIeHIUU. OH
UCIIONb3yeT CpeJlHeB3BellleHHOe 3HaueHue [IJis
pacueTa MpoTHO3a, IIPU ITOM 60JIbIlIe Beca Ipua-
eTCsl HeTaBHUM JTaHHbIM. DTO Ha3bIBAETCSI SKCIIO-
HEeHIMATbHBIM CIJIaKMBaHMEM, IIOCKOJbKY OHO
TpUcBauBaeT 3KCIIOHEHIMaNbHO MeHbIlIe Beca
60oJ1ee cTapbIM HAGTIOAEHUSIM. TO MOKET ITOMOYb
yCTpaHUTh 3P GeKThI BHIGPOCOB.

OGBIYHO 3TO WCIOJIb3YETCS MIJIST MPOTHO3UPO-
BaHMs OJisKaiiiiero 6ymyIiero, ¥ CylmecTBYyeT
Takke HEeCKOJIbKO TUIIOB 3KCIIOHEHLIMAIbHOTO
CTJIaKMBaHMS, B TOM UMCIIE:

e IIpocTtoe 3IkcroHeHIManbHOe Criaxkupa-
Hue (SES).

° JBoiiHOe DKcroHeHIManbHoe CriaskuBa-
Hue (DES).

e  TpoitHoe DKcrmoHeHIMaIbHOe CriaskuBa-
Hue (TES).

ARIMA

ARIMA (Autoregressive Integrated Moving
Average) — elie ofHa MOJie/ib, KOTOpas MUCIOJb-
3yeT IMPOILJIbie JaHHbIE AJIsI TPOTHO3UPOBaHMS OY-
IVIIUX COOBITHUIE. DTO 6oJlee CJIOKHBIA MeTO, KO-
TOPBIN BKIIOYAET B Ce€0SI BHITIOJIHEHVE BHYTPEHHEI
perpeccuu B Ipefiejiax TOTO ke BpeMeHHOT0 psiia
BMECTO TIPOTHO3UPOBAHUS OPYTroro BPEMEHHOTO
psna.

OTU TpagulLIMOHHbIE METOIbl TPEOYIOT Iju-
TEJIbHO PY4YHOJ pabOThl M MHXKXEHEPUM ITAHHBIX,
YTO MOXeET 6I)ITI) CJIO’KHBIM U OJOPOTIMM. MammH-
HOe 00y4YeHMe, C APYTOii CTOPOHBI, CITOCOOHO aBTO-
MaTUYEeCKM YUUTHCS Ha JAHHBIX U JiejaTh MpPo-
THO3bI 6e3 Kakoro-i1nbo BMeIIaTelbCTBa YeJo-
Beka.

OHO MoOsKeT Jierko 006pabaThIBaTh OOJbIINE
06beMbl  TAaHHBIX ¥  MOXET  OIpenesiTh

3aKOHOMEPHOCTU U B3aMMOCBSI3U, KOTOPbIE JIIOIU
HUKOTZA He cMOTyT HaiTu. Pacmimpenue ARIMA,
Ha3piBaemMoe SARIMA (mnm Seasonal ARIMA),
MOAJep>KMBAET ONHOMEDPHBIE BpPEMEHHbBIE PSIIbI
IAHHBIX C CE30HHBIM KOMITOHEHTOM.

MeToapl MAIIMHHOTO O0YYeHUS

IaBaiiTe pacCMOTPUM OCHOBHbIE TPUUMHBI, 110
KOTOPBIM MaIllMHHOE 00YUYeHME SIBJITETCS JTYUIIUM
MpejickasarejieM, YeM TPagUIMOHHbIE METOIbI.

1. MamHHOe OGy4eHUE MOJKET BBISIB/ISTH
3aKOHOMEPHOCTH, KOTOpPbIe CIMIIKOM CJIOKHBI
JJISI HAO/TIOAeHUS YeJI0BEKOM

OIHMM M3 KITIOYEBbIX MPEUMYIIeCTB MalliH-
HOTO OOyUeHUS SIBISIETCSI TO, YTO OHO MOXKET BbI-
SIBJIATb 3aKOHOMEPHOCTM, KOTOpbIe CIMIIKOM
CJIOKHBI JIJIST HAOMIOJeHNST YesIoBeKoM. Tpamniim-
OHHble MeTOAbl IPOTHO3UPOBAHUS OTPaHMUEHBI
06beMOM JAHHbIX, KOTOPbIE MOTYT ObITh 06pabo-
TaHbI ¥ MMPOAHATN3UPOBAHbBI UEJIOBEKOM.

Hampumep, mpenmosioXkumM, YTO MbI XOTUM
CITPOTHO3MPOBATh IIeHbI Ha (OHAOBOM pBIHKE.
TpaauuMoHHbIe METOZbI ITOIAraloTcsl Ha aHAIUTH -
KOB, KOTOpPbIe BBISB/SIOT 3aKOHOMEPHOCTM Ha
PBIHKE U [ieIaloT ITPOTHO3bI Ha OCHOBE MCCIe0Ba-
Huit. OgHAKO JIOASM YacTO CJIOXKHO ONpeenuTb
Bce (haKTOPHI, BIAMSIONIME Ha IIeHbI aKiuii. Ma-
IIMHHOE OOyuYeHMe MOXET OUeHb ObICTPO aHaM-
3MpoBaTh GoJbIMEe 06EMbBI JAHHBIX U BBISIBJISITh
3aKOHOMEPHOCTH, KOTOpbIe He BUIHBI JTIOSIM. DTO
MOXXeT IPpUBECTU K 6011ee TOYHBIM IIPpOTHO3aM,
YyeM TPaAULMMOHHbIE METObI.

2. MammHHOe OOy4YeHMe MOXKeT JejaTh
TMPOrHO3bI HAa OCHOBE TroOpa3fio OoJbIIero
Ha0Oopa JaHHBIX, YeM TPAAUIMOHHbIE METONbI

MammHHOe OOyueHMe TakkKe MOXET [eJlaTh
MPOTHO3bl HAa OCHOBE ropasnio 6oJbIIero Habopa
JAaHHbIX, YeM TpaAMIIMOHHbIE€ METO/bI.

PaccmoTpum 3ajiady MpOTrHO3MPOBAaHUS IPO-
nax. TpaguMIMOHHBIN MeTOH, TaKolM KaK aHaiu3
TeHAEHIMI, MOKET YUUTHIBATh TOJBKO IPOIIIbIE
IaHHbIE O MpoAakax JJisl COCTABIEHMS MTPOrHO3a.
C mpyroit CTOpOHBI, MAlIMHHOE OO0yUYeHME MOKET
aHaIM3MpOBaTh JAaHHbIE U3 COLMATBHBIX CeTeil,
OT3bIBOB KJIMEHTOB U APYTUX UCTOUHUKOB [IJIsI CO-
cTaBJieHMsI 60Jiee TOYHOTO ITPOrHO3a.

B momonHeHMe K JaHHBIM BpPEMEHHBIX PSIOB
MOJ €M MaIllMHHOTO 06YUYeHMSI MOTYT YUUTHIBATh
JlaHHbIE O 11elI0YKe MOCTAaBOK U Apyrue peajbHbie
Tokasarenu, obecreunBasi OOJBIIYI0 TOYHOCTb
MMPOrHO3MPOBaHUS cIipoca. TpaauIMOHHOE IPOo-
rHO3MPOBaHME BPEMEHHBIX DPSIZOB HEe OIpaB.ibl-
BaeT OXWUAAHMIA, KOTAa MeJI0 KacaeTcsl OOJbIINX
IIaHHBIX.



AKTYyaJbHbIE UCCIeOBAHUS ¢ 2025. N214 (249)

& Texapaeckye HaykH | 13

3. MammHHOe OOyYyeHHMe He TaK IoJBep-
JKEHO BAUSHUIO UejOoBe4YeCKMX 3MOLUI MiIu
CyO'beKTUMBHBIX MHEHUI

OIHUM U3 caMbIX 6OJIBIIMX HEJOCTATKOB Tpa-
JOULIMOHHBIX METOAO0B IPOTHO3UPOBAHUS SIBJISI-
eTCsl TO, UTO OHU MpPeIB3SThI 13-3a UeJIOBeUeCKMUX
SMOILMIT U CYOBEKTUBHBIX MHEHUIL. DTO MOXKET
MPUBECTM K HETOUHBIM IIPOTHO3aM, ITOCKOJbKY
JIIO[IY YaCTO HaXOSITCS MO, BAUSIHMEM CBOUX JINY-
HBIX TIpeayoeskaeHnit ¥ aMo1uii. MamuHHOe 06y-
yeHMe He TaK MpeJB3sATO M3-3a 4YeJ0BeuecKux
SMOLMI MM CyObeKTUBHBIX MHEHUI, UTO MIPUBO-
INT K 60Jiee TOUHBIM ITPOTHO3aM.

PaccmoTpum npumep KOMIIaHUM, KOTOPAsi pac-
CMaTpUBaeT BO3MOXKHOCTb OTKPBITUSI HOBOTO Ma-
rasmHa. TpaaulMOHHble METOAbl MPOTHO3MPOBA-
HUSI MOTYT OBITb IPEIB3SITHIMM ¥3-3a JIMUHBIX
npeayoeskaeHnit Toeit, menalomyX TPOrHO3bl.

HampuMmep, oHM MOTYT ¢ GOJIbIlIEei BEpOSITHO-
CTBbIO TIpeJCKa3aTh, YTO MarasmH OyIeT yCIell-
HbIM, €CJIM OHM JIMYHO B HErO BJIOKU/INChH, He3aBU -
CUMO OT JIOKa3aTeJbCTB. MalIMHHOe 0Oy4yeHue, C
IPYTOJi CTOPOHBI, He OyIeT MOABEPSKEHO BIMSIHUIO
3TUX JIMYHBIX IIpeaybexkmeHnii 1 6ymeT genaTsb 60-
Jiee TOYHbIe MTPOTHO3bI

Koneuno, momemu MO Takke MOTYT ObITh
NpeAB3SIThIMHU, €C/IM JaHHbIe, UCIIOMb3yeMble JIJisi
obyueHus Mopeseii, UMeIT MpeaB3saToCcTb. Of-
HaKo, y6eaMBIINCh, UYTO BbI UCIIO/Ib3yeTe HEMPe/I-
B3SIThle JAHHbIE, BbI MOXKETe MOJIOKUThCS Ha Tiepe-
KPeCTHYIO IIPOBEPKY, UTOOBI Y3HATD, SIBJISIETCS JIN
Mofesib, KOTOPYIO BbI CO3/laeTe, TOUHOIA.

4. MammHHOe O0OyYeHMe MOJKEeT OBICTPO
amanTUPOBaTHCS K MU3MEHEHUSIM

MarHHoe 06yueHye TakKe MOKeT afarTupo-
BaTbCs K M3MEHEHMSIM B Habope NaHHBIX, TOTHA
KakK TpaguIMOHHbIE METOAbl MOTYT CO BpeMeHeM
CTaTb MeHee TOYHbIMU. [I0 Mepe WM3MeHeHWUS
Habopa MAaHHBIX MAaIIMHHOE OO0y4YeHMEe COOTBET-
CTBYIOIIMM 00pa3oM afgalTUpPyeT CBOU ITPOTHO3BI.
DTO TrapaHTUpPYeT, UTO MPOrHO3bI Bcerma OymyT
TOUYHBIMM M aKTyaJbHbIMU. TpamguLMOHHbIE Me-
TOIBI, C APYroii CTOPOHBI, MOI'YT CO BpeMeHeM
CTaTb MeHee TOYHBIMM II0 Mepe WM3MeHeHUS
Habopa JaHHbIX.

Hanmpumep, mpenmonoXmum, 4TO y Bac eCTh
HabOp JaHHBIX, COCTOSIIINI U3 JaHHBIX O MOKYII-
Kax kiauMeHTOB. Co BpeMeHeM KJMEHTbl B 3TOM
Habope JTaHHBIX MOTYT U3MEHUTHCS. TpaguLoH-
HBII MOAXO0J, 3aK/IIYaeTcsl B MepecTpolike mpo-
THO3a C HOBBIM HA6OPOM [TaHHBIX, UTO 3aTEM AACT
HOBbIe TipeacKa3aHyus. OHaKO, eCcau Bbl UCIIO/b-
3yeTe MallMHHOE OOyYeHMe, MOJelb MOKeT

aBTOMAaTUYECKM aJalTUPOBATbCI K HOBOMY
Habopy JAaHHbIX.

5. MaumMHHOe O0y4YeHMe He TaK JIETKO IO -
JaeTcd MaHMIOYISHUAM, KaK TPagUIMOHHbIE
MEeTO/IbI

MaiurHHOe 06yueHe TakKe MeHee JIErKo 101 -
IaeTCsl MaHMITY/ISILMSIM, YeM TPaIuIMOHHbIE Me-
Tombl. IIOCKONIbKY MalllMHHOE O06yueHue OoImmpa-
€TCST Ha aJITOPUTMBbI IJISI COCTaB/IE€HMS IIPOTHO30B,
MaHUITYIMPOBATh IIPOTHO3aMM TOPasao CIOXKHee,
yeM MaHMITYIMPOBATh MPOTHO3aMMU, CAETaHHBIMMU
TPaAUIIMOHHBIMM METOaMM. DTO MPUBOAUT K 60-
Jiee TOYHbIM IIPOTHO3aM.

6. MammaHoe oOyueHue - Gosee 3ddek-
TUBHOE MCII0JIb30BaHMe PecypcoB

MammHHOe obydeHue — 6Gosee 3¢pdeKTUBHOE
MCIIO/Ib30BaHMe PEeCypCoB, YeM TPaAMUIVOHHbIE
MeTonbl. TpaguLIMOHHbIE METOIbI YaCTO TPEOYIOT
60JBIIIOTO 060beMa PYUYHOI paboOThI, KOTOpast MO-
KeT BbITh TPYIOEMKOIi U moporocTosiieit. CoBpe-
MEHHbIIi PYKOBOIMUTEIb MOHUMAET, UTO [JISI CO-
XpaHeHUs KOHKYPEHTOCIIOCOOHOCTY eMy Heo6Xo-
IVMO COCPeIOTOUYUTHCS HA VMCIIOJb30BAHUM TeX-
HOJIOTMI [JI1 TIOMyYeHUS] KOHKYPEHTHOTO IIpe-
MMyllecTBa. MamMHHOe 0o6yuyeHre MOXKET aBTO-
MaTU3UPOBATH MPOLIECC COCTABIEHMST TIPOTHO30B,
yTO sIBJIIeTCs Gosiee 3(pPeKTUBHBIM MCITOIb30Ba-
HI€M PecypCoB.

7. MamuHHOe oGyuyeHue 0oJiee TOCTYIHO,
yeM TPagULMMOHHbIE METOAbI

MaiHHoe o0yuyeHue Takke 60jiee JOCTYITHO,
yeM TpagULUMOHHbIE METOAbI. TpaagULIMOHHbIE Me-
TOJIBI YACTO TPEOYIOT CITeNaabHbIX 3HAHU U 00Y-
yeHus. MalmHHOe 06yueHme, C JPyroi CTOPOHBI,
CTAaHOBUTCS 60Jj1ee HOCTYITHBIM 110 Mepe pa3BUTHUS
TexHosoruit. Ceiiyac CyILIeCTBYeT MHOKECTBO
MPOrpaMMHBIX IIaTGOPM, KOTOpbIE IIO3BOJISIOT
J1060MY UeI0BEKY CO3/1aBaTh MO/IE/IM MALIMHHOTO
obyueHust 6e3 KaKMX-AMOO TpeaBapUTETbHBIX
3HAHMI U OIIBITA.

Ipoitecc MPOTHO3MPOBAHMS C TIOMOIIbIO Ma-
IIMHHOTO OOYYEeHUSI COCTOUT M3 YeThIpeX OCHOB-
HBIX 9TaloB: cO0p JaHHBIX, IpeIBapUTeIbHAS 06-
paboTKa JaHHBIX, 00yUYeHY e MO 1 OlleHKa MO-
TeJn.

EcTecTBeHHO, TepBbIM IIATOM SIBJISIETCS CHOP
IaHHbIX, [TOCKOJIbKY JaHHbIE MMATAIOT BCE MOIEIN
MaIIMHHOTO 00ydeHMs. [oOblua JAHHBIX OTHO-
CUTCSI K TIpolieccy c6opa 1 aHaam3a UCTOPUUECKUX
IaHHBIX M3 Pa3IUYHBIX MCTOUYHMKOB, 6YIb TO
scraping B MIHTepHeTe, u3BjIeueHMe MHPOpMAIIUN
13 GOpM WIM IMPOCTO COOTBETCTBYIOUIUX TaGIMII
Excel. Mopeny BpeMeHHBIX PSIIOB TPEOOBATE/TbHBI
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K (OpMaTHPOBAHUIO JAHHBIX, IO3TOMY B TaHHBIX
IOJKHBI OBITh YETKIE «BpeMeHHbIE Iarm».

ITpegBapuTenbHas 06pabOTKAa JAHHBIX OYM-
IIaeT ¥ MOATOTaBAMBAET JaHHbIe 1)1 MCII0/Ib30Ba-
HUSI B @JITOPUTME MALIMHHOTO O6ydYeHMS. ITOT
IIar BK/IIOYaeT B ce0d Takue Belly, Kak yajaeHue
IIYMHBIX JaHHBIX, CTaHOAPTU3alMs JaHHbIX, IIPO-
eKTHpOBaHle IPU3HAKOB 1 IIpeobpa3oBaHe JaH-
HbIX B (opMaT, KOTOPBIi MOKET IOHSITH aJro-
puTM. Jlaske TpaaUIIMOHHbIE CTATUCTUUECKIE Me-
TOIbI TPEOYIOT ITPeABapPUTEIbHO 06PabOTKM TaH-
HBIX.

TpaguMIIMOHHO [J11 BBINOJHEHUS TIpeaBapu-
TeJbHOM 06pabOTKY MaHHBIX C ITOMOIIBIO TaKUX
MHCTPYMEHTOB, Kak Python, Tpe6oBanych TexHU-
yeckue TajaHTbl. OOHAKO C TOSBJAEHMEM IIIaT-
(hopmM caMo06CITy>KMBaHMSI, OM3HEC-TI0JIb30BATENN
Ternepb MOTYT JIETKO OUMINATh U MOATOTABIMBATH
CBOM AaHHble 6e3 momony UT-oTaena. ITO yBeau-
YMJI0 BHEJpPEHME MPOTHO3MPOBAHMS MAIIVMHHOIO
ob6yueHMs B 6M3HEC-Cpemax.

Kak TO/NIbKO [JaHHble T'OTOBBI, aJTOPUTM Ma-
MIMHHOTO 06yUeHMsT 00yJIaeTcsl Ha HUX. DTO BKITIO-
yaeT BbIOOP THUIIA MOJENM M HACTPONKY ee mapa-
MeTpoB. Ilocse 06ydeHMs] MOIEeNb MCITIOMb3yeTCs
ILJIST TIPOTHO3MPOBAHMS OYAYIINX COOBITUIA. 3aTeM
MIPOVU3BOAUTENBHOCTh MOMENIM OIEHMBAETCS ITy-
TEM CpaBHEHMSI ee TMPOTHO30B € (aKTUUECKUMU
pes3yiIbTaTaMu.

CoBpeMeHHbI€ CHCTEeMbI CO3[AI0T PSiI Mo eseit
MAaIIMHHOTO 06yuyeHus B (GOHOBOM peXMUME IJIst
J1106071 3aJaHHOIi TPOGIeMbI, UTOObI MAKCUMMU3U-
pOBaTh TOYHOCTD. B 3aBMcHMMOCTM OT HabOpa JaH-
HbIX 3TO BKJIIOYAET JEePeBbs peIIeHMil, MOAEIN
ARIMA, ceTu ¢ 1oaroBpeMeHHO} KPaTKOCPOUYHO
MaMsITblI0, pEeKyppeHTHble HeHpOHHbIE CeTU
(RNN), LSTM u npyrue MeTombI IJTy0GOKOro o6yue-
Husl. PasmuyHbie METOIbI ONMTUMM3AIUU UCTIOIb-
3YIOTCSI B 9TMX METOAAX MAIIMHHOTO O0y4eHUs,
obecrieurBasi GOJIBIIYI0 TOYHOCTb, YeM IIPU MUC-
MT0JIb30BaHUU TOJIBKO OJTHOI MOZEJN.

PaHbIlle KOMITAHUSAM TMIPUXOIWIOCH HAHMMATD
CTIEUMATMCTOB TI0 JAHHBIM, YTOOBI MCITOJIb30BATh
Takue MHCTpyMeHThI, Kak TensorFlow u Keras gjist
CO3IaHMS STUX MOJIeJIelt, HO Terepb 1000 HeTeX-
HUYECKUi O6u3Hec-mpodeccuoHans MOKET COo37a-
BaTh ¥ Pa3BepPThIBATh MOIEIM B HECKOJIbKO K-
KOB.

[Ipenronoxkum, Mbl XOTUM CIPOTHO3UPOBATH
IOXOM, KOMITaHUM. DTall IpeABapuUTeIbHOM 06pa-
OO0TKM JaHHBIX OYAET BKIIOUATD yaaJeHNe JTI0ObIX
IIYMHBIX NAaHHBIX, TAKMX KaK O]J.II/I6KI/[ B JAaHHBIX O
MpojJaskaxX, M CTaHOapTU3aLMUI0 AAHHBIX, UTOOBI
BCe 3HAUEHMUs MMeIM OAVHAKOBYIO IIKaTy. JTall

0byJeHMs] MoJeny OymeT BKIIOUYATh IMOUCK 3aKO-
HOMEPHOCTE B TaHHBIX JIJISI IOCTPOEHMS MO EeJIN,
KOTOpPAast MOKET IMpeICKa3bIBaTh OYAYIINil TOXO/,.
DTall OIIeHKM MOJIe/ OyIeT BKIIOUaTh CpaBHEHME
MPOTHO30B MOJe/NM ¢ (PaKTMUeCKMMM pe3yJbTa-
TaMM I10 TOXOMY.

MainHHOe OOyueHye CTaHOBUTCSI Bce Goiee
Ba)KHBIM MHCTPYMEHTOM MpPOrHO3MpoBaHus. Ilo-
HMMasl, Kak OHO paboTaeT, Bbl MOXKETE BOCITOJIb30-
BaThCSl €r0 BO3MOXHOCTSIMM [Ji1 00Jiee TOUHBIX
MIPOTHO30B JIJIs1 Balllero 6M3Heca.

3aKkioueHmue

[TporHo3MpoBaHMe C IIOMOIILI0O MAIIMHHOIO
00yJeHMSI MOKET Je/IaTh IIPOTHO3bI O OYAYIINX CO-
OBITMSIX, KOTOpBbIE TOpa3m0 TOUYHee, UeM IIpO-
THO3bI, cAe/aHHbIe J10abMM. Kai0u K 3TOI TOUHO-
CTU — CIIOCOOHOCTH MAIIVHbBI YUUTHCS HA OTPOM-
HbIX 0O0beMax JaHHBbIX.

MamHHoe o6ydueHMe MOKET IpeicKa3bIBaTh
TeHAeHIMM (OHIOBOTO PbIHKA, MOTOAHbIE YCJIO-
BUSI WM Jaxke pacIipocTpaHeHue 3ab6oyieBaHMIA.
ANTOpUTMBI MallIMHHOTO OOYYEHMSI MOTYT aHaJIM-
3MPOBATh JaHHBIE U3 COLIUATbHBIX CETei U IPYTUX
MCTOYHMKOB [IJISI BBISIBJIEHUSI 3aKOHOMEPHOCTel
nmepemaun 3abosieBaHMit. ITO IO3BOJISIET IOJIK-
HOCTHBIM JIMIIAM 3ApPaBOOXpaHeHMs pa3pabaThl-
BaTh IMOJAPOOHBIE IIJIAHBI IO CMSTYEHUIO PACIIPO-
cTpaHeHUs 3a60/1eBaHMiA.

PasnuuHble MpeArpuUsITASI TakKKe MOTYT WUC-
MT0JIb30BaTh MAIIMHHOE 00yYeHMe [JISl YITyUIIeHUS
MpOTHO3UpPOBaHMs. Hanpumep, po3sHUUHbIN OU3-
HeC MOXKET MCIO0JIb30BaTh MAIIMHHOE OOydYeHMe
IIJISI TPOTHO3MPOBAHMSI TOT'O, CKOJIBKO 3a11acoB eMy
MMOHATOOUTCS IJISI YIOBJIETBOPEHMS CIIpOCa K-
€HTOB. DTO MO3BOJIUT MPEATIPUITUIO U30EKaATh Ie-
buiTa ¥ yIyIeHHbIX TPOgakK.
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COMPARATIVE ANALYSIS OF TRADITIONAL FORECASTING METHODS
AND MACHINE LEARNING METHODS

Abstract. This article shows the relevance of the forecasting problem in various fields of economics: education,
medicine. The analysis of the main traditional forecasting methods is given: moving average, exponential smooth-
ing, autoregression model, ARIMA model. The main disadvantages of these methods have been identified. The main
advantages of machine learning methods are shown.
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Hayunslii pykosodumens — HAUAILHUK (QaKylbimema iemamesibHblX annapamos
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KaHoudam mexHuueckux Hayk, doyenm Masiykuti Cepeetli AnekcaHoposuu

HEMPOHHAS CETb HA SI3bIKE IPOTPAMMMNPOBAHMUS C++

AHHOmMauus. B cmamee npedcmasnexst 00wjue ceedeHus 00 apxumeKkmype HelipOHHbIX cemeli, HANUCAHHBIX
a3bike npoepammuposarus C++. HeliponHas cemos, HanucanHas Ha C++, nokassieaem 6 noJiHoli Mepe ee 00yueHue

mem uau UHsiM 0eticmsusim.

Knroueebnle cnoea: HelipoHuas cemo, o0yuerue, C++.

HeﬁpOHHaH ceTb (TaKke MCKYCCTBEHHAas
HelipoHHass ceTb, WHC, wim npocro
HelpoceTh) — MaTeMaTu4eckasi MoJesb, a Takxke
€€ IIporpaMMHO€e MM allapaTHOe BOIUIOIIEHMUE,
MTOCTPOEHHAs 10 IPUHIMITY OpraHmM3auuy 61ono-
rMYEeCKMX HEMPOHHBIX CeTeil — ceTeli HepPBHBIX
KJIETOK KMBOTO OpraHu3Ma.

HejipoHHast ceTb COCTOUT 13 GOJIBIIOTO UMCIA
HEJIPOHOB, CIIOCOOHBIX BBIMOJNHATh PasIUUYHOTO
poa U CIOXHOCTM 3amauu. Tak, Ha pPUCYHKe 1,
npefcTaBjieHa mpocreiimas apxutekrypa WHC,
COCTOSIIIEI OOHOTO HEVPOHA BXOJHOTO C0SI, TPEX
HEPOHOB CKPBITOTO CJIOS, & TAKKEe HEMpPOHAa BbI-
XOJJHOTO CJIOS.

Puc. 1. Apxumexkmypa npocmetiuleti HelipoHHOU cemu

OpyH HeMPOH MOXET BBITIONIHSTh MPOCTENIINe
BBIUMC/IEHNSI, HO OCHOBHbIe QYHKIMM HelipoceTu
00ecITeunBaloOTCsl He OTAEeIbHBIMM HeipoHaMMu, a
coeaVMHeHUSIMM Mexay HuMu. OLHOC/IOHbIN Iep-
LIENITPOH TPeCTaB/sIeT cO60Ji MPOCTENMIIYIO CETh,
KOTOpasi COCTOMT M3 TPYIIIIbI HEPOHOB, 00pa3yIo-
IIUX C0¥. BxomHble JaHHbIe KOAUPYIOTCS BEKTO-
POM 3HaUeHMI1, KasKIbIli 3/IeMEeHT ITI0JaeTcCs Ha CO-
OTBETCTBYIOLINI BXO, K&XKA0T0 HEMIpOHa B cjoe. B
CBOIO OUepeib, HEMPOHbI BBIUMCIISIIOT BBIXO, He3a-
BUCUMO APYT OT Apyra. PasmMepHOCTh BbIXOAa (TO
€CTh KOJMYECTBO 3JIEMEHTOB) paBHa KOJINYECTBY

HEPOHOB, a KOJMYECTBO CMHAIICOB Y BCEX HEIPO-
HOB J0J/DKHO OBITh OAMHAKOBO ¥ COBITaAaTh C pas-
MEepHOCTBI0 BXOJTHOTO CUTHAa.

O6yueHe HEPOHHOM CeTU — 3TO Ipolecc, B
KOTOpPOM ITapaMeTpbl HEVPOHHOM CeTU HacTpau-
BAlOTCSl MMOCPENCTBOM MOJENUPOBaHUS CpPelbl, B
KOTOpYIO 3Ta CeTh BCTpoeHa. Tum o6ydeHust omnpe-
JleIsieTcsl  Croco6oM TOACTPOIKM TapaMeTpOB.
PasnuyaioT aaropuTMbl OOYUeHUS C YUUTETEM U
6e3 yumtens. IIpomecc 0OOGyYeHUSI C YUUTETEM
MpeACTaBisieT CO00V TpembsIBIEHME CETU BbI-
6opku obyuarouiux mpumepoB. Kaxmsiii o6paser
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MOJIaeTCsT Ha BXOMBI CETH, 3aTeM MPOXOIUT 0bpa-
060TKy BHYTpU CTPYKTYpbl HC, BBIUMCIISIETCSI BbI-
XOOHOM CUTHAJI CeTU, KOTOPbI CpaBHUBAETCS C
COOTBETCTBYIOIIUM 3HaYeHUEM LIeJIeBOTO

BEKTOpa, MpeACTaBJAOIero coboii TpebyeMbrit
BBIXOJ, ceTu. JIlaHHAsI cxeMa OOydJeHUs MpefCcTaB-
JIeHa Ha pUCYHKe 2.

HC

Brmog

AO

Puc. 2. Cxema o6yueHus HelipoHHoli cemu, 2de HC — HelipoHHas cemb, AO — aHanuzamop ouu6ox

OCHOBHBIM METOJIOM OOYUYEeHMUS SBJISIETCS IPa-
OVIEHTHbIN CIIYCK, KOTOPBI UCITOAb3YeTCS OIS MU-
HUMU3ALNUY OIMOGKY, CKOPOCTb KOTOPOIt 3aaeTcs
HEeMoCcpeACTBEHHO BPYUYHYIO (0603HAYAIOT ee a).

YToO6bI HEIIPOHHAS CETh HaUaja CBOe 00yueHue
IIJIS 9TOT0 HeoOxoauMa (PyHKIIMS aKTUBaIlUN.

OYHKIMSI aKTUBALMMU B HEMPOHHBIX CETIX —
3TO MaTeMaTuuyecKas MoJelb, 3aJaHHas B
BUae QYHKUMM, MPUMEHsSIeMasi K BBIXOZHOMY
CUTHaJIy HelipoHa. Ee 11e/ib — BHECTU HeIMHEN-
HOCTb B MOJI€JTb, UTO ITO3BOJISIET CETY 00YUaThCS U
MpeACTaBSATh CJI0KHbIE 3aKOHOMEPHOCTU B JaH-
HbIX. Be3 HeIMHeMHOCTY HelipOHHAas CeTh BeJia Obl
cebsI Kak JuHeiHas QyHKINSI, He3aBUCUMO OT KO-
JIMYEeCTBa CJIOEB.

@OyHKUMS aKTUBALMM pellaeT, caeLyeT JU aK-
TUBUPOBATh HEVIPOH U/ HET, yTEéM BbIUUC/IEHUS
B3BeIlIeHHOI CYMMBbI U Ja/lbHENIIero 1o6aBaeHs
K Helt cmenieHus1. CylleCcTBYIOT pas3auyvHble Bapu-
aHTBl (YHKIMM aKTUBAIMM, HAMPUMEP: CUTMO-
BuAHas GyHKIMSI sigmoid, QyHKUMsST rurnep6oam-
yecKoro TaHreHca tanh, GyHKIMS MakCMMU3aAUK
3HayeHni ReLU.

/i

#include "math.h"
#include "ctime"
#include "fstream”
#include "iostream”
#include <vcl.h>

#pragma hdrstop

#include "Unitl.h"

#pragma package(smart_init)
#pragma resource "*.dfm"
TForml *Forml;

using namespace std;

Beca w; u cmelieHusi b B HelipOHHOJ ceTH —
3TO peryjaupyemble apaMeTpbl, KOTOpbIE ONpene-
JITIOT, KaK ceTb oOpabaTbiBaeT HaHHble. Beca
OIpele/siioT CUIy CBS3eil MeXAy HelipoHaMu u
(OUKCUPYIOT B3aMMOCBSI3Y MEKAY BXOOHBIMM Xa-
paKkTepUCTUKaMM U LieJieBbIMM BBIXOAHBIMM 3Ha-
yeHussmMu. CMmemeHus o6ecIieunBalT I'MOKOCTh
3aJjaHHOM (QYHKIMM, YTO IIO3BOJISIET HeipoHaM
aKTUMBUPOBATHCS B OTBET Ha Pa3aMyUHble BXOJHbIE
ycnoBus. Takum ob6pa3om, 3HAS BXOAHbIE 3HAUe-
HUS X;, MOSKHO COCTaBUTh (PopMysTy AJisl ompeze-
JIeHMSI BBIXOOHOTO 3HAa4yeHUs yAjsi HelipoHHO
CeTU, COCTOSIIIeN 13 n KOIMUUeCcTBa HelfPOHOB.

y = Xi—oXxiw; + b, (€))

C++ gaBsieTCs KIaCCUKOM NpOrpaMMUpPOBaHMS,
6e3 KOTOpOi HM OgMH MPO(eCcCMOHAIbHbINA MPOo-
IPaMMMCT He MOXKeT BbITIOTHSTh 3ajauy ITporpam-
MupoBaHus. Ha Heit Takske BO3MOKHO HallcaHue
IpOCTeIIed HelMpOHHOI ceTu, KoTopas Mpeq-
CTaBjieHa HIKe.

Iyist paboOThI HEMIPOHHOJ CeTH, HATIMCAHHO Ha
C++ Builder, TpebyeTcsl MOAKIIOUEHME HYKHBIX
61mbmmoTek, a uMeHHo: math.h, ctime, fstream,
iostream (puc. 3).

Puc. 3. [Tooknwouaemsie 6ubnuomexu C++
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I[anee, BBOIMATCS 3Ha4Ye€HM:, HeOﬁXO,HI/IMbIe OJis1 NMIpOrpaMMMpPOBaHUSA U 06yquM${ HEVIpOHHOVI CceTu

(puc. 4).

float nin, n[188], nout;
float wl2[188], w23[1688];
float b[1686], bout;

float alph;

float y[1@8], x[188];
float grnin, grnout[188];
float outt, out[l88];

int i;

bool 1l=true;
bool flag=true;

Puc. 4. 3nauenus, Heob6xodumbie 0 pabomal HelipoHHOTI cemu

3a nin o603HavaeTcss HEMIPOH BXOIHOTO CJIOS,
n[100] — 100 HeVpOHOB CKPBITOrO CJ10s, nout —
HeJpOH BbIXOJHOrO ¢1os, w12[100] — nHunmanu-
supyembie 100 BeCcOB CBSI3UM MEXKAY BXOOHBIM U
CKPBITBIM C105IMU HeIpOHOB, w23[100] — naunma-
nusupyembie 100 BeCOB CBSI3U MEXAY CKPBITBIM U
BBIXOJHBIM CJIOSIMM HEIPOHOB, b — MHULIMANTU3K-
pyemble 100 cmelieHMSI BeCOB CBSI3UM MEXOY

void readF()
{

BXOJIHBIM M CKPBITBIM CJIOSIMM HepoHOB, bout —
CMellleH/e BeCOB MEeXAY CKPBIThIM U BBIXOOHBIM
ctoeM, alph — ckopocTs (11ar) 06y4eHusI.

Hamee, mummiercs: 6e3pasmepHas QYHKIUA
readF(), MO3BOJISIONIAS] CYMTHIBATH 3HAUYEHMS C He-
Kotoporo daiina iksiki.txt, sBasoNIMecs BXoH-
HbIMU X[i] ¥ BBIXOJHBIMMU 3HAUEHUSIMU Y][i], KOTO-
PBbIM JO/KHA OOYUUTHCS HeIIPOHHAs ceTh (puc. 5).

ifstream X ("C:\\Users\\Admin329\\Desktop\\IskIntel\\iksiki.txt");

if(X.is_open())

int i=8;
for(i=0; i<160; i++)

Keex[ile»y[i];

¥

X.close();
}

Puc. 5. @yHKkyus 0aa cuumsléaHus mexkcma c ¢atina

Cama HelipoOHHasl CeThb IIpeACTaB/ieHa B BUIeE
(yHKIIMM IEeCITUUHBIX YMCENl, pacCUMThIBaeMast
3HaueHus nin, n[100] 1 nout, paccunMThiBaemas ye-
pe3 GYHKLOMIO aKTMBalMM Tuia tanh, Tak Kak

float network (float x1)

1

nin=tanh(x1);

SIBJISIETCSI CaMOJi ONTUMAaJbHOM Cpefy BCex mpeq-
CTaBJIEHHBIX BbIIIE (PYHKIMI ¥ MOKET OXBAThIBATh
6OJIBIINIE IYaMTa30H 3HaYeH M. OyHKIIMS BBIBOAUT
3HaueHue nout (puc. 6).

for (i =8; i < 188; i++)

1

n[i]=tanh{nin®*wl2[i]+b[i]);

for (i =8; i < 188; i++)

nout=tanh{n[i]*w23[1]);

¥

nout=tanh{nout+bout);

return nout;

¥

Puc. 6. DyHkyus HelipoHHoU cemu
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s Hanboslee KaueCTBEHHOIO 00yUeHMsI, Tpe-
6yeTcsl MHMLIMAMM3AIMS BecoB. MHMUIManM3anms
MpeacTaBlieHa Ha pUCYHKe 7 depes (YHKINIO

void ini()

{

rand(), reHepuUpys «CJTydaitHble» 4ncia, B 6e3pas-
MepHO¥ QYyHKIMK ini().

srand(time(8));
for (i = 8; i < 180; i++)

{

wl2[i]=rand()%266-108;
w23[i]=rand()%200-100,;
b[i]=rand()%106-50;
wl2[i]=w12[i]/100;
w23[i]=w23[i]/100;
b[i]=b[i]/108;

¥
¥

Puc. 7. DyHKYUSA uHUYUAIU3AUUU 8ECO8

O6yueHIe HEMIPOHHOI CeTU IPeICTaB/IeHo ye-
pe3 dyHkIiMIo mecsaTuaHbIX umcen teach(floaty ns,
floaty zad) B Buze rpaieHTHOTO CITycKa. JlaHHast
(byHKIIMS Takke OOHOBJISIET Beca, eC/i 3HAUeHUS],
MOCUYMTAHHbIE HEPOCeThlO, HE COBMAJAIOT C 3a-
IaHHBIMM BbIXOJHBIMM 3HaUEeHUSIMU. JIIs1 OOHOB-
JIEHUSI BeCOB TpebyeTcsl TMpou3BOAHAS (DYHKIMU

aKTUBaLUM, KOTOPAsi PACCUUTHIBAETCS IO CJIeNyI0-
et hopmyie:
fO) =1-=f(x)?(2)
3Hasl TpoU3BOAHYI0 GYHKLIUY aKTUBALUU KaXK-
JTOTO CJIOST U 33J]aB CKOPOCTh 00yueHus alph, hyHK-
1[Mss OOHOBJISIET ¥ MHULIMAIMU3UPYET HOBBIE Beca
(puc. 8).

float teach(float y_ns, float y_zad)

{

int i=0@;

grnin=(y_zad-y_ns)*(1-pow(nout,2));

for{ i=0; i<l188; i++)

1

grnout[i]=1-pow{nout,2)*grnin*w23[i] ;

¥

for (i =8; i < 108; i++)

1

wl2[i]=wl2[i]+grnout[i]*nin*alph;
w23[i]=w23[i]+grnin®*n[i]*alph;

¥
¥

Puc. 8. ®yukyus o6yuerus HHC memodom zpadueHmHozo chycKka

ITocne co3ganus KHOMNKY Buttonl, B Hee 3akia-
IBIBAETCS pacueT U IOCTPOeHMe TpadMKOB, BbIBe-
peHHbIe uepe3 Te (PYHKIMM, KOTOPbIE HAXOMOSTCS
BHe JaHHOJ1 KHOIKM. [IJIs1 BBIBOZA 3HAUEHMS (QYHK-
muu network mobGaBisieTcs mepeMeHHas outli].

Yepes Hee crtpouTcst rpaduk Seriesl, KOTOpPbIi
oIpeneysieTcsl HeMpOHHOM CeThio, Korma Series2
CTPOUTCS TIO TlepeMeHHO# Y[i], ABsioeics 3a-
IaHHO GyHKIMel (puc. 9).
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ff e
_ fastcall TForml::TForml(TComponent® Owner)
: TForm(Ouner)
{
¥
S
void _ fastcall TForml::ButtonlClick(TObject *Sender)
{
flag=true;
int i=8;
1l=true;
alph=StrToFloat(LabeledEditl-»>Text);
readF();
ini ();
while(flag==true)
Seriesl-»Clear();
Series2-»Clear();
for (i =B; i < 108; i++)
{
out[i]=network(x[i]);
Seriesl-»AddXY(x[i],out[i]);
Series2->AddXY(x[1],y[i]);
srand(time(8));
int r=rand()%50;
float outt=network(x[rl);
teach (outt,y[r]);
Application->ProcessMessages();
¥
¥
S

Puc. 9. Koo dns nocmpoeHus epaguxos

IJ1st TOTO UTOGBI CTEpeTh rpadUKy B IIPUIIOKEHUM, JOOABISIETCS KHOIKA Button2, 1 muIieTcs Jormyeckoe

paBeHnctBo flag=false (puc. 10).
!

void _ fastcall TForml::Button2Click(TObject *Sender)

{
flag=Ffalse;

Puc. 10. Kod ons cmupaHus zpagukos ¢ NpuioxceHus

PesynbraToM OymeT SIBASTBCS TOCTPOEHUE
byHkIIMM B TmpwiokeHun. Takum o06pasom,
HeJipOHHas CeTh, HallMCaHHAs Ha SI3bIKe ITPOTrpam-
mupoBaHus C++ B IIOJHO Mepe, BBITIOJIHSIET I10-
CTaBJIeHHBbIe eif 3aJaull U CTPOUT TpadukK, MaKkCu-
MaJIbHO MPUOVKEHHBIN K TPAGUKY C UCXOTHBIMU
3HAUYEeHUSIMHU, B3SIThIMU U3 (aiina.
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TTOBBIIIEHUE 3®®EKTUBHOCTU TUATHOCTUPOBAHUS
CUIOBBIX YCTAHOBOK ABTOMOBW/JIbHOM TEXHUKU
B CITIELIMAJIbHOM BOEHHOI OITEPAIIVIN

AHHOmMayus. B cmamee paccmampueaemcst NpuMeHeHue agmomoOUnbHOU mexHUKU 60UCK HayUOHATbHOU
2eapduu Poccutickoti @edepayuu 8 30He NposedeHUs CNeYUAIbHOTi 80eHHOT onepayuu, Meponpusmus no noddep-
HCAHUIO ee UCNPABHO20 COCIMOSHUS, HEOPEHUE HOBbIX MeMOOd U Cpedcmea mexHuuecko20 ouazHoCmupo8aHus, Ko-
mopbole no36onunu Obl 8 Kpamua’liuiue CPOKU YCMAHOBUNMb MEXHUUECKOe COCMOSIHUE YUTUHOPONOPUIHea8oli 2pynhol

deuzamens asmomoOUNIbHOL MexXHUKU.

Kntoueswle cnosa: asmomo6us MHO20UeNe8020 HaA3HaveHus, asmomoouns cneyuajipHo2o HasHaveHus, uu-
JluHapOHOpLUHCG(Iﬂ zpynna, cpeacmea mexHu4ecKozo auaeHocmupoeaHuﬂ, mexHu4yeckoe auazHocmuposaHue mex-

HUKU.

B HacTosilee BpeMs B X0fie CrielnaibHOol BOeH-
HOI omepauuyu B BOJMCKax HALMOHAIbHON
reapaumn Poccuiickoint @epepauuu (BHI' PO) oc-
HOBHBIM CPeICTBOM ITepeBO3KM BOMHCKUX I'PY30B
SIBJISTIOTCSI 60PTOBBIE aBTOMOOWIIM MHOTOLIEJIEBOTO

" OOLIETPAHCIIOPTHOTO Ha3HAUEHUS] YHUDULIMPO-
BaHHbBIX cemelcTB «MycTtaHr-M» 1 «MOTOBO3-1».
Tak ke IMPOKO MCIONb3YIOTCSI GPOHMPOBAHHBIE
aBTomobmmm [A3-233014, AMH 233114 u ACH
233115 «Turp-M», B OCHOBHOM ITPUMEHSIIOTCS JIJIsI
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TepPeBO3KY JIMYHOTO COCTaBa IPU BBIOJHEHUN
60€eBbIX 3a7a4, COMMPOBOKAEHMST KOJIOHH, obecre-
YeHMST MOOMJIBHOCTY Pa3BeIbIBaTeIbHbIX MOApas-
neneHui 1 roapasaeneHnii CrielMaibHOrO Ha3Ha-
YeHMSI.

ABTOMOGUIM C TPY30BOJi IJIATGPOPMOI MOBBI-
IIEHHOJ MPOXOAMMOCTU (aBTOMOOGMIIM MHOTOILE-
JIEBOTO Ha3HaueHMsl ¢ 6OpPTOBOI MIaTGOPMOI U
aBTOMOOMIbHBIE 6a30BbIE LIACCH) ITIPUMEHSIOTCS B
OCHOBHOM [1JIsI BBITTOJIHEHMSI 3a7]a4 MaTepUaIbHO-
TeXHUUECKOTO obecrieueHus U IPyTux BUAOB obec-
TeveHust, IepeBO3KM JIMUHOTO COCTaBa M BOMH-
CKMX TPYy30B, MOHTa)Xa ¥ TPAHCIIOPTUPOBAHMS BO-
OpY)XeHUsI, BOEHHOI U CHelValbHOV TeXHUKU. B
Xode CrHeluaabHO BOEHHOI ollepalnuy aBTOMO-
OWIM MHOTOIEJIEBOTO Ha3HAUEHMS SKCILTyaTUPY-
IOTCSI Ha JOporax BCeX KaTeropuii, B TOM 4uciie
TPYHTOBBIX, B OTHE/JbHBIX CJIy4asix MECTHOCTHU, a
aBTOMOOWIM OOLIETPAHCIIOPTHOTO HAa3HAYEHUS
SKCIUTYyaTUPYIOTCSI B OCHOBHOM II0 JOporam C
TBEePAbIM ITOKPBITHEM.

PeryysipHO COBEpPIIEHCTBYETCSI KOMILIEKC Me-
PONIPUSITUIA TIO TOAIEPKAaHUI0 ABTOMOOMIIBHOI
TexHUKY (AT) B cocTOSTHMM, 0OecrieunBawIemM eé
yMmesioe 60eBoe mpumeHenne [1, c. 26-31]. CBoe-
BpeMeHHOe npuMeHeHNe AT 110 Ha3HauYeHUIO BO3-
MOSKHO IIPM YCJIOBUM TOIIEPsKaHMS MCIIPABHOTO
(paboTOCITIOCOOHOr0) COCTOSIHUSI CUJIOBOI yCTa-
HOBKM, B TOM UMC/Ie UWIMHIPOIIOPIIHEBOA
rpynibl (ITIT) geuraTesns AT. BasxkHOV cOCTaBIISIIO-
1Ieji KOMIUIEKCA Mep 10 MOAIePsKaHMI0 ITOCTOSIH-
HOJi 60€B0J1 TOTOBHOCTM 00pa3iioB BBCT sBnseTcs
paspaboTka ¥ BHEOpPEHME HOBBIX METOJOB U
CPelCTB TEXHUUYECKOTO OMArHOCTUPOBAHUSI TeX-
Huky BHI' PO, koTopble mo3Boyinin 661 B KpaTyaii-
1IMe CPOKM YCTAHOBUTDH €€ TeXHUUECKOe COCTOSI-
HMe, a TIpY HaJMUMM HEMCIIPAaBHOCTU Ha Ooee
paHHe cTaiuy onpeaeauTb U TOKAJIU30BaTh eé.

TexHuYecKoe AMArHOCTMPOBaHME oObecreun-
BaeT IlejieHalpaBjieHHOe IpOBeIeHye paboT Io
noaaepskaHNIo TeXHUYecKoro coctTostuust AT ¢ 1e-
JIbI0 UX 3(G(EeKTUBHOTO MCIIONIb30BaHMS IIPU BbI-
TOJTHEHMM 3a7a4 110 MMPSIMOMY TpeHa3HauYeHUIO.
Cucrema TeXHUMYECKOTO OMarHOCTUPOBaHMs (KOH-
TPOJISI TEXHUUECKOTO COCTOSTHUS) — 9TO COBOKYII-
HOCTb CpeJICTB, OObEKTa U UCIIOJTHUTENEN, He0b-
XomuMasl [IJisT TPOBeIEeHUs] OMAarHOCTUPOBAHMUS
(KOHTpOJIST) TIO IIpaBWJIaM, YCTAHOBJIEHHBIM B TEX-
HUYECKOM [OOKyMEeHTaUuuu. 3ajadyaMu TexXHu4e-
CKOT'O OMAarHOCTUPOBAHMST SIBJISIIOTCSI: KOHTPOJIb
TeXHUYECKOT0 COCTOSIHMSI, TIOMCK MeCTa U oIpee-
JleHue TpPUYMH  OTKas3a, IPOrHO3MpPOBaHUE

TEXHUYECKOTO COCTOSIHMUS [2, c. 54-59]. IToBbIie-
HMe TOCTOBEPHOCTM U MOJTHOThI TEXHUYECKOT'O IV -
arHOCTMPOBAHMS MO3BOJISIET YCTAHOBUTh OOBEK-
TUBHO HEOOXOIOMMBbIi 06beM paboT IO TeXHUYe-
CKOMY OOCITY>KMBaHUIO M PEMOHTY, 8 TAK’Ke COKpa-
TUTb TPYAOEMKOCTb U BPEMS, OTBOAMMOE Ha UX
BBITIOJTHEHME, CHU3UTD PACXOZ, 3allaCHbIX YaCTeiA.

JKCIUTyaTaMOHHAsI HAaJeXXHOCTb TEeXHUKU B
3HAYUTEbHON CTeleHU OIpendesseTcss TexXHU4Je-
CKMM COCTOSIHMEM JIBUTaTessI BHYTPEHHEro Cropa-
Hus (IBC), HenocpencTBeHHO cocTossHuem LIITT.
Bosbiioe KOMMUYECTBO CYLIECTBYIOLIMX METOLOB
KOHTPOJISI TEXHUYECKOro cocTostHusI [IBC TpebyioT
3HAYUTEIbHBIX TPYLO3aTPaT, UCHIOIb30BAHUS [0-
POTOCTOSIIETO AMArHOCTUUECKOTO 000PYIOBaAHMS
M MOTYT OBITh Pea30BaHbI TOJbKO B CTAI[MOHAP-
HBIX yOI0BUSIX. Kak mpaBmiio, 3T MeTOABI U Cpef; -
CTBa TexHUUYeCKoro auarHoctuposanus (CTIH) oc-
HOBaHbI Ha HEO6XOOMMOCTH ITyCKa JBUTATEJIsI, BbI-
TOJTHEHMM PaboT IO IEeMOHTAaXy OTHEIbHBIX €ro
JeTajei ¢ mocienyolei MX yCTaHOBKOJ Ha IITaT-
HOe MecCTO. Bbilo/iHeHMe 3TUX YCA0BUIi He Bcerga
npuemiemo. Tax, pu BefeHMM 60eBbIX IeICTBUIA,
MpY HAXOXKIEHUM AaBTOMOOWIBHOM TEXHUKU B
MpuGpPOHTOBOV 30HE, MYCK IBUTATess IJIS Iua-
THOCTMPOBAHMS HEU30EKHO MPUBENET K 00s3a-
TEeJIbHOMY MH(pPaKpacHOMY M3JIYy4EeHUIO U, Kak
CJIeICTBUE, eMacKMPOBKEe MECT COCPELOTOYEHUS
TeXHUKU U OTHEBOMY ITOpPa’KeHUI0 TPOTUBHUKOM.
B ciyyae ecnut nBuratesnp He IyCcKaeTcs M3-3a He-
MCIIPAaBHOCTM JIMOO IO APYIrMM IPUUMHAM, TO
ornpenenuTb Texuuueckoe cocrossuue LI gBura-
TeNsl CYIIeCTBYIOIIMMM MeToIaMU U TexHuue-
CKUMU CPeICTBAMU MPAKTUUYECKM HEBO3MOSKHO.
DT GakThl YKa3bIBalOT HA HECOBEPIIEHCTBO CU-
CTeMbI TEXHUYECKOTO AUAarHOCTUPOBAHMUSI.

Vicxonist u3 4ero BO3HMKAET HEO6XOOMMOCTDb B
COBEPIIEHCTBOBAHUU CUCTEMbI TEXHUYECKOTO V-
arHOCTUPOBAaHUSI IO CpeACTBaM pas3paboTKU U
BHEJIPeHUSI MeTOia U CpeJICTBA TEXHUUECKOTO JIU-
arHoctupoBaHust cocrossHusa UIIT, koTopsle wuc-
KIIOUMIM Obl M3 TEePeUHsl BBITIOJHSIEMbIX paboT
MYyCK JBUTATEJISI U @ MOHTAXK OTJIebHBIX €0 Mpu-
60poB (y3JI0B) IIpM AMArHOCTUPOBAHUM.

CpencTBO LODKHO COMEPXKATh:

e  3jleMeHTbI KOHTPOJIS;

e  3JIeMEeHThI YCTPOIICTBa, B KOTOPBIX OymeT
HaXOJUTbCS MO/laBaeMblii o7, faBjleHeM BO3IYX;

e  CcoeAVMHUTEbHbIE 3JIEMEHTHI.

CpencTBO TEeXHMYECKOTO IOMAarHOCTUPOBAHMUS
TIO3BOJIUT BBIMIOJTHUTD paboThl o
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JMarHOCTMPOBAHUIO JeTaleil OUIMHAPOIOpPIIHE-
BOJA TpyTIIBI ABUraTesnd [3, c. 80-85].

IIpu ucnonp30BaHMM IpeAJjaraeMoro MeTona
[IOJIHOCTBHIO MCK/IIOUEeHa HeoOXOOMMOCTb 00s3a-
TeJBHOIO ITyCKa JBUTATEIS, er0 Mporpes 1 pabora
Ha XO0JI0CTOM Xony. Takke 13 mepevHsi paboT mc-
KII0UeHa HeoOXOOMMOCTh [eMOHTaxa [eraseit
CUCTEM ABUTATENS. ITO IO3BOIUT COKPATUTD TPY-
JIOEMKOCTb ¥ BpeMsl, OTBOAMMOE Ha AUAarHOCTUPO-
BaHMe JBUraTesis], IOBBICUT SKOHOMMUYECKME TI0-
KasaTein, UCKIIUNT M3HOC Pe3bOOBBIX U 3JIeK-
TPUUECKUX COeIUHEeHUA.

[Ipennaraemblii MeTod AMarHOCTUPOBAHMS LI -
JIMHIPOMOPIIHEBOJ TPyNIlbl OBUTATEeNs HalgeT
MpMMeHeHMe Kak B CTalMOHapHbIX, MapKOBBIX
YCJIOBUSIX, TaK U MIPU BBITIOJTHEHUM CTYy’KeOHO-00-
€BbIX 3aaY TMpM pa3BepThIBAaHUM COOPHOTO
MMyHKTa MOBPEeXIEHHbIX MallMH (y4acTKa IO pe-
MOHTY BOODYXEHMSI, BOEHHOJ) U CIeLaJIbHOM
TeXHUKM). B mTaHHOM cjlyyae Kpome CHMKEHUS
BpEMEHHBbIX, SKOHOMMNYECKUX roxasaresei u Tpy-
o3aTpaT Py BBITIOJHEHUYM PabOT MO AMarHOCTH -
poBaHMIO OyeT VCK/IIOUeHa BO3MOXKHOCTD CO3/1a-
HUsI MHGPAKPACHOTO U3TyIeHMsI, KOTOPOe MpuBe-
IeT K JeMacKMpPOBKEe M KaK UTOT OOHAPYKeHUS
pa3BedbIBaTeIbHBIMY CPECTBAMMU ITPOTUBHUKA.

Metop, obnagaeT, KpoMe BCeX IepeumncIeHHbIX
MIPEVMYIIECTB, CIIOCOOHOCTBIO BBIMIOJIHSITH IIPO-
THO3MpOBAaHME OCTAaTOYHOrO pecypca IBUraTess,
YTO MO3BOJIAT IPUMEHSITH pellleHye Ha UCIIO0b30-
BaHMe OTHEebHO B3SITOJM eIVHULBI TEXHUKU AJIS
BBINTOJIHEHVSI KOHKPETHOJ 3a7aun.
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ITPOBJIEMATHUKA ®OPMHNPOBAHUNS BE3OITACHbIX HABOPOB
OBYYAIOIIVIX JAHHBIX OJII CUCTEM NCKYCCTBEHHOI'O MHTEJIVIEKTA

AnHomauusa. Cmamss Noc8sileHd UCCaedos8aruro npobem Gopmuposaris 6e30nacHsIX HAbopos 00yUanujux
OaHHbBIX 071 CUCINEM UCKYCCMBEHHO020 UHMeENIeKMd, NPUMEHSeMbIX 8 80eHHOLI cihepe. Paccmompensl Kiiouesbie
acnekmel, 8Ka0UAS MpebO8AHUS K KOHPUIEHYUANBHOCMU, MOUYHOCIMU U penpe3eHmMamueHoCmu OaHHbIX.

Knroueevle cnosa: 6e3onacHsie HA60pbl 0AHHBIX, UCKYCCMBEHHBILI UHMETLIEKM, 80€HHble CUCMEMbL, CUHmMemu-
yeckue JaHHole, zeHepamueHo-cocmsazamenstole cemu (GAN), kubep6e30nacHoCcmy, IMUK0-Npasosvle 0zpaHuye-
HUs, eanudayus dauHolx, deyeHMmpaiu308aHHoe XpaHeHue, cMeljeHue 8bI00pKU, 20MOMOpQHOe wugpposatue,
Kpunmozpaguueckue memoosi, npoekmsl Maven u EDIDP, ¢pedepamusHoe o6yuetue, pezyauposatue VM.

COBpeMeHHbIe CUCTEMbI MCKYCCTBEHHOIO MH-
TeJIJIEKTa TIPUMEHSIOTCS [T aHaIM3a pasBe-
IbIBATENIbHBIX JAHHBIX, YIIPAaBIEHUS aBTOHOM-
HbIMM OO€BBIMM POOOTaMM, ITPOTHO3UPOBAHUS
TOBeAeHNsT MPOTUBHMKA U IPyrux 3amgad. OTHAKO
3¢ deKkTUBHOE MPUMEHEHME ITUX CUCTEM TpebyeT
BBICOKOJ CTereHyu Oe30TacHOCTM O00ydYaroImmx
IaHHBIX, YTO BBI3BIBAET PSIJl CEPbE3HBIX MPOBIEM.
@®opmupoBaHue 6e30MacHbIX, pelpe3eHTaTUBHBIX
M 9TUYECKY KOPPEKTHBIX HAOOPOB HAHHBIX CBSI-
3aHO C KOHOUIEHIMAIbHOCTBIO, pa3HOOOpasuemM
CIleHapueB U PUCKAMMU UX U3MEHEHMS.

CucTeMbl C WMCKYCCTBEHHBIM WHTEJUIEKTOM
(OYHKUMOHUPYIOT B YCIOBUSIX ITPEIITONOKUTETHHO
BBICOKOJ HeoMpeAeeHHOCTY ¥ OTBETCTBEHHOCTH.
Nx 3amaum BKIIOYAIOT:

e  pacrnos3HaBaHMe Iiejeit (Hampumep, aud-
depeHLMaLMs TPaKIAHCKUX U BOEHHBIX OOBEK-
TOB);

e  CTparerMyeckoe IUIaHMpOBaHMe (aHAIN3
JIOTUCTUKU, IPOTHO3MPOBAHME IEICTBIUIT IPOTUB-
HUKA);

e  yIpaBieHMe aBTOHOMHBIM  OpPYXKMEM
(IpoHBI, POGOTU3MPOBAHHBIE CUCTEMBI);

e o00Opaborka 6o0jbIIMX HA60POB JAHHBIX,
MO3BOJISTIOINX Mogenu 3(deKTuBHee BBISIBISITD
3aKOHOMEPHOCTMH.

B KauecTBe OCHOBHBIX IpoOJIEM B cdepe 6es-
OTIACHOCTM CUCTEM C MCKYCCTBEHHBIM MHTEJIIEK-
TOM MOJXKHO BBIIEIUTD CJIeYIOIINeE:

e  JCIIOJIb30BaHMe HeIOCTOBEPHBIX WIM 3a-
BeJIOMO MCKaKeHHBIX TAHHBIX 1)1 00YUIeHUS aJIro-
PUTMOB 06pabOTKM ITaHHBIX B CUCTEMAX C UCKYC-
CTBEHHBIM MHTEJIJIEKTOM;

e  TIPUCYTCTBME HeINMpegHAMEPEHHbIX OIIN-
60K B aJIrOpUTMax 06pabOTKY JaHHBIX B CUCTEMAX
C ICKYCCTBEHHBIM MHTEJIJIEKTOM;
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e  He0o6XOOMMOCTb IMPUMEHEHUS IOBEepeH-
HBIX almapaTHO-MPOTPAMMHBIX IUIATGOPM AJIs
peanusalnuy ajaropuTMOB 00PaOOTKM TaHHBIX B
CUCTEMAX C MCKYCCTBEHHBIM MHTEJIJIEKTOM;

e  He06XOOMMOCTD 3aIIUThI CUCTEM C UCKYC-
CTBEHHBIM MHTEJ/IJIEKTOM OT JEeCTPYKTMBHBIX aTak.

Vcxofis M3 BBIIIEU3/IOKEHHOT0, OCHOBHBIE
HampaB/ieHus1 obecrieyeHusT 6€30MaCHOCTU TIPU-
MEHEHMSI TEeXHOJIOTUIl MCKYCCTBEHHOTO WHTE-
JIEKTa SIBJISIIOTCS :

e  CO3JaHMe [OBEPEHHOIO IPOrpPaMMHOIO
obecrieueHust JisI paspaboOTKM 06e30IacHBIX U
dbyHKUMOHANBHO 3 (PeKTUBHBIX pelieHni B 0671a-
CTY MCKYCCTBEHHOTO MHTEJUIEKTA 10 eIVHbIM OT-
KPBITHIM CTaHIAPTaM;

e  paspaboTka TpeboBaHMIT MHGPOPMAIMOH-
HOJ1 6€30I1aCHOCTY B OTHOIIEHMM TeXHOJIOTMIA 1C-
KYCCTBEHHOTO MHTEJIJIEKTA;

e  CO3[aHMe CUCTEMbI OIIEHKU COOTBETCTBUS
TEXHOJIOTMI MCKYCCTBEHHOTO MHTEJJIEKTa Tpebo-
BaHMSAM 3aKOHOHaTenbCcTBa Poccuiickoii @enepa-
1IMM, B TOM 4ucie B 06acTy MHGOPMALMOHHOI]
6€e30I1aCHOCTH;

e oOecrmeueHue MHGOPMAaIMOHHON 6e3-
OTIACHOCTM TpU pa3paboTKe, BHEAPEHUU U MUC-
MTOJIb30BaHUM TEXHOJIOTMII MCKYCCTBEHHOTO MH-
TeJUIeKTA.

B maHHOI1 cTaThe MUCC/IeAyIOTCS K/H0UeBblie ITPo-
6JIeMbl CO3TaHMs TaKUX HA6OPOB JAHHBIX U MIpe] -
JIaraloTCs IMyTU UX PelieHns.

Chopmupyem TpeOOBaHMs K JaHHBIM:

e  KOHOMOWUIEHIMATbHOCTh — MJaHHbIE YacCTO
comepkaT CeKPeTHYIO MHMOPMAINIO;

e  TOYHOCTH — OMIMOKY B TAHHBIX MOTYT IIPU-
BeCTM K Heo6paTMMBIM IOCAeNCTBUSIM (HATIpu-
Mep, JTIOKHOe paclio3HaBaHue 1e/N);

e  pempe3eHTAaTMBHOCTh — HAGOPBI JOIKHBI
OXBaThIBATh peAKye, HO KPUTUYECKME CIleHApUM
(kmbepaTaku, HECTAHAAPTHbIE TAKTUKU ITPOTUB-
HMKA).

IMpo6remaTnka (GopMMUpoOBaHUs Oe30IaCHbBIX
IJAHHBIX 3aK/TI0YAETCS B CAEYIOMNX aCIIeKTax:

1. KauecTBO U AOCTOBEPHOCTDb JAHHBIX:

e  IIYMbI ¥ OMIMOKM — JAHHbIE C ITOJIS1 60s ya-
CTO cofepyKaT MOMexXU (Hampumep, UCKa)KeHHbIe
1306paskeHNs U3-3a ITOTOTHBIX YCOBUIN);

e  CMelleHNe BbIOOPKU — IEPEKOC B JAHHBIX
(HampuMep, Tpeobyaganyue MHGOpMAIUM O KOH-
KPeTHOM TUIIe BOOPY>KeHII) BeZleT K HEKOPPEKT-
HbIM pelIeHMsIM MOJIENIM UCKYCCTBEHHOTO MHTEI-
JIEKTA;

e ycrapeBaHMe MHGPOPMAIUU — OBICTPOE U3-
MeHeHMe TaKTUK MPOTUBHMKA TpebGyeT MMOCTOSH-
HOTO OOHOBJIEHUS JAHHBIX.

2. DTUKO-TIPaBOBbIE OTPAaHUYEHUS:

c60p JAHHBIX MOXKET HapyllaTh MEeXIYHApOm-
HOe ITpaBo (HaIrpMMep, UCII0Ib30BaHMe MHGOpMa-
L[MM, TIOJTYYeHHON B X0OZ,e HeCaHKI[MOHUPOBAHHOIA
CIIeXKKU);

npobeMa aHOHMMM3alUY — JaHHbIE 0 MECTO-
TTOJIOKEHUM WM TIOBENEHUM TPaKIAHCKUX JINIL
TPYIOHO OTHEIUTDb OT BOEHHOI MHPOpMAIUA.

3. Yrpo3sl Kubepbe301acHOCTH:

e  aTakM Ha JaHHble — BHEApPEHME CIIelu-
aJTbHO M3MEHEHHBIX CO3[JaHHBIX JAHHbBIX, MCKaXKa-
o1ux pabory U,

e  YTEUYKM — PUCK KOMIIPOMETALMM AAHHBIX
yepe3 ySI3BMMOCTH B 1[eTI0YKe ITOCTaBOK.

4. MedunuT peieBaHTHBIX TaHHbIX:

e  penkue COOBITMS (HAIpuUMep, IpUMeHe-
HMe SIIePHOTO OPYKMST) HEBO3MOXKHO CMOZEIPO-
BaTbh HA OCHOBE MCTOPUUECKUX JaHHBIX.

Ilyist perieHMst BbIlleyKa3aHHbBIX 3a1a4 GOpMM-
poBaHUsST Ge30MacHbIX HAGOPOB JAHHBIX IJISI CU-
CTEM MWCKYCCTBEHHOIO MHTEJVIEKTa MOXKHO MUC-
M0JIb30BaTh CJIeAYIONINE METO/IbI:

1. TeHepanysi CMHTETUYECKUX TAHHBIX:

e  JCMOJIb30BaHMe IMUGPOBLIX JTBONHUKOB U
CUMYJISILIVIA JJ1ST MOJIe/IMPOBAHMS SKCTPEMaTbHbBIX
cueHapueB (Hampumep, Iuiatgopma DARPA
SIGMA);

e  GAN (Generative Adversarial Networks)
CeTu IJI CO3maHMs M300paskeHUit U ClieHapueB,
6JIM3KUX K PeaJIbHBIM.

2. Banupanus 1 ouncTka JaHHbIX:

e  BHeJIpeHNEe MHOTOYPOBHEBOW CUCTEMBbI
TIPOBEPKMU C yUaCTUEM IKCIIEPTOB;

e  QITOPUTMBI OOHAPYKEHMSI aHOMAJIMIA
(mampumep, Isolation Forest).

3. 3aluTa JaHHbIX:

e  Kpumnrorpadudeckue MeTOoAbl  (TOMO-
MopdHoe mmdpoBaHue);

e  IeleHTpalu30BaHHOEe XpaHeHue (6IOK-
YeriH).

[TpuMepsl peanms3alnyuy TaKUX ITOAXOHOB YKe
CYIIECTBYET, BOT HEKOTOPBIE U3 HUX:

IMTpoext Maven (CIIA) - wucrnons3oBanue MU
IUIST aHAJIM3a CITyTHUKOBBIX CHUMMKOB. [Ipobiaema:
CMellleHMe JaHHbIX B II0JIb3Y KOHKPETHBIX Ireorpa-
(uueckux permoHoB. PemieHue: pornogHeHMe
Habopa CUHTETUMUYECKMMM U306paskeHUsIMU ITy-
CTBIHHBIX ¥ TOPOJICKMX JIAHAIIA(TOB.

EBponeiickas muunmatusa EDIDP - pa3spa-
60TKa CTAaHIAPTOB i1 BOGHHBIX JaHHBIX, BKIIIO-
yasi TpeboBaHMS K aHOHMMM3ALUU U ayauUTy.

B 3ak/iIrOYeHUM MOKHO KOHCTaTUMPOBATh, UTO
(opmupoBanue 6GesomacHbIX 06ydYaromyUX HabO0-
poB TpebyeT KOMIIJIEKCHOTO oaXxoaa,
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00beIVHSIONIET0 TEXHOJIOT UM, TIPABO U 3TUKY. be3 MHTEeJIZIEKTa MOTYT CTaTh MCTOYHMKOM PUCKOB, a
penieHus MpobjaeM yrpo3 HaHHBIM, JaKe caMble He IIPEMMYIIECTB.
COBEpIIEHHbIE  QJITOPUTMBI  MCKYCCTBEHHOTO
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VICKAHIAPOBA Codbst Anb6epTOBHA
PYKOBOAMTEJb HAIIPaBaeHNsI pa3paboTKy KopriopatuBHoro Al mopraiia,
000 «PTK UT», Poccus, r. MockBa

KOMIIBIOTEPHOE 3PEHUE KAK JPAVBEP IIU®POBOI
TPAHC®OPMAIINN: CPABHUTEJIBHOE UCCJIELOBAHUE CTPATEIUI
BHEJPEHUMS B POCCHMH, CIIA, EC 1 KUTAE

AnHomauyusi. Cmamosl n0cesujeHa KOMNIeKCHOMY AHANU3Y UHmMezpayuu mexHoa02ull KOMNsmMepHo20 3pe-
Hust (K3) 8 ynpasneHue 6usHec-npoyeccamu, ¢ akyyeHmom Ha pezuoHansHsle ocobeHHocmu Poccuu, CIIA, EC u
Kumas. Hccnedosarue sbisignisiem mpaHcopmayuorHoe eausHue K3 Ha kniouesvle achekmol OU3Heca: agmoma-
musayuio npou3eo00CMBeHHbIX YUKI08, NePCOHANUIAUUI KIUEHMCKO20 ONblMa U NosbluleHUe 0nepayuoHHoll a¢-
exmuerocmu. Ha ocHoge aHanusa znobansH020 polHKA U PE2UOHAIbHBIX KeliC08 0eMOHCMPUpYIOmMcs pa3HoHa-
npasJieHHvle cmpamezuu 8HedpeHus: maccosoe macuimaoduposarue 6 Kumae, GDPR-cosmecmumsle peuleHus 8
EC, seHuypHo-opuenmuposarHoe pazeumue 8 CIIA u umnopmo3samewjerue 8 Poccuu. Ocoboe HUMaHue yoeaeHo
akmopam 3 pexmusHocmu, 8KAUAS MEXHONOZUUECKYIO 20MOBHOCMNb, 0P2AHUAUUOHHYIO 2UOKOCMb U IKOHO-
Muueckue modenu. Hccnedosarue noduépkusaem HeoOxo0UMOCMb 6ANAHCA MeXOy MexXHO02UuYeCKUMU UHHO8A-
UuAMU U pezynissmopHsiMU MpebosaHusMu, a maxice nepcnekmusst koHeepeeHyuu K3 ¢ zenepamusrsim UH u IoT.

Knroueenle cnoea: xomnotomepHoe 3peHue, OU3HeC-npoyeccsl, yugpposas mpavchopmayus, pezuoHaibHoie

cmpamezuu, umMnopmo3sameuyeHue, Helipocemessle aizopummsl, onepayuoHHas 3GekmusHocme.

BBegenune

CoBpeMeHHbIN 3Tan 1MppoBoit TpaHchopma-
My 6M3Heca XapaKTepU3YeTCs CTPEMUTENTbHOI
MHTerpaimueil TeXHOJOIMII KOMITbIOTEePHOTO 3pe-
Hus (K3) B yripaBieHye orepaliiOHHBIMY IIPOLIeC-
camu. CoraacHO JaHHbIM aHAJIMTUYECKOTO LIeHTpa
TAdviser, poccuiickuii ppiHOK K3 K kouHiy 2024
rofia OleHMBAJICSA B 38 MJIp[ pybJieit, JeMOHCTPU-
pys nsaTuKpaTtHbiit poct ¢ 2019 roga [14]. Tnobasnib-
HBII PBIHOK, 10 ouieHKam Grand View Research,
moctur 11,22 muipn, mojutapoB B 2021 ropy mipu
MPOTHO3UPYEeMOM CpeJlHeroJloBOM TeMmIle pPOCTa
7% mo 2030 roma [19]. 3Tu uudpsl OTpPasKAOT He
TOJIBKO TeXHOJIOTMYeCcKuii mporpecc, HO U GyHIa-
MeHTaJ/IbHble M3MeHeHUs B MapajurmMe ympasiie-
HUSI TPegnpusTUSIMU, TOe BU3yaJbHble NaHHbIE
CTAHOBSITCSI KPUTUYECKU BasKHBIM aKTUBOM [IJisi
TIPUHSITUS pelleHn.

AKTYyanpHOCTb MCCHIeOBaHMSI 00YyC/IOBIeHa
pacTyuuM pas3pbiBOM MEXIY TeXHOJIOTUYeCKUMU
BO3MOXHOCTSIMU K3 1 UX CUCTEMHBIM TIpUMeHe-
HMeM B OusHec-mporeccax. Kak ormeuaror
Dijkman et al. B pa6oTe 1o yrpaBJeHUIO B3aMMO-
CBSI3aHHBIMM TIPOLIECCaMM, TPAAULIMOHHBbIE TOJ-
xopabl Business Process Management (BPM) crai-
KMBAIOTCSI C OTPAaHMYEHUSIMU ITPU 06paboTKe He-
CTPYKTYPUPOBAHHBIX BU3YaJbHbIX IOAaHHBIX [27].
Peirenye 3T0Ji Mpo6IeMBI TPEOYET CMHTE3a METO-
IOB MAIIMHHOTO OOyYeHMs U TIPOLECCHO-

OPMEHTUPOBAHHOTO YIIPaBJeHUs], YTO MOATBEp-
skgaetcs uccrenoBauusimu Marquez-Chamorro et
al. B obsmacTu MNpeguKTUBHON aHaAMUTUKU [31].
Oco6y10 3HaUMMOCTb ITPUOOPETAET PErMOHATbHAS
crieriuduka: eciin B Kurae k 2024 romy pasBepHyTO
cepimie 200 MJH KaMmep BUIEOHAOIIOOeHUs C
¢dyuxusamu K3 [12], To B EC BHegpeHue aHano-
TMYHBIX TEXHOJOTUI COIPOBOXIAETCS CTPOTUMU
PeryasiTOpHbIMM TpeboBaHMSIMM B pamkax Al
Act[16].

Llenbio uccaenoBaHMs SIBJISIETCSI KOMIIEKCHBIN
aHaMM3 TpaHCHOPMAIIMOHHOTO BO3AEMCTBUS TEX-
Hosioruit K3 Ha ympaBieHnue 6u3HeC-IpoleccaMu
C y4eTOM peruoHajbHbIX ocobeHHOCTeil Poccun,
CHIA, EC u Kutas. 15 JOCTMXKeHUST TIOCTaB/IeH-
HOI1 1e/M pelaroTcs CleAyolne 3aJa4n:

CucremaTusauys TeXHOJOTUUYECKUX BO3MOXK-
HOCTe} coBpeMeHHbIX cucTteM K3 B KOHTEKCTe ux
uHTerpaiuu B BPM-1ukn (uoeHTuduKauus, ob-
HapykeHHe, aHanu3, peausaiiH, BHeLpeHue, MO-
HUTOPUHT).

CpaBHUTeNbHbI aHaMU3 HakTopoB 3bdeKTUB-
HOCTY BHeipeHus K3-pelieHnit B pa3InMuHbIX [1pa-
BOBBIX Y 5SKOHOMMYECKUX YCIOBUSIX.

Pa3paboTka KOHLIENTYaJIbHO MOAEIN OLIEHKN
ROI g npoexkToB uHTerpauuu K3, yumnrtsiBaro-
1Iei Kak MpsiMble 9KOHOMUYecKye 3G deKThl, Tak U
CTpaTermyeckue mpeuMyiiecTsa.
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HayuHass HoBM3HA pabOThI 3aK/IIOUaeTCs B
CPaBHUTEJNIBHOM MCC/IEIOBAaHUM DPETMOHATbHBIX
MpakTuK BHegpenus: K3, 06beauHSIOIMEM TEXHO-
JIOTUYecKue, OpraHu3alMOHHbIE Y PETYISTOPHbIE
acIeKkThl. B oTaMuMe oT mpeabiaylinux UcciienoBa-
HI/II7[, COCpPpeOTOUYEHHbIX Ha OTAEJIbHbIX KOMIIO-
HeHTax K3, manHast paboTa mpejjaraeT IeJOCT-
HbI/ MOAXO0M, K MHTerpauyuy BU3yaJbHOM aHaIN-
TUKU B CKBO3HbIE GM3HEC-TIPOLIECChl. DMITMpPUUe-
CKy10 6a3y COCTaBJISIOT KeiCbl POCCUIICKUX MPO-
MbIIIJIEHHBIX npennpmmmﬁ, rae aBToOMaTm3alusa
KOHTPOJISI KauecTBa ¢ momolnsio K3 no3sonnnia co-
KpaTUTh YpOBeHb b6paka Ha 23-41% mpu ROI 15-
18 mecsues [6, 12].

ITpakTuyeckasi 3HAYMMOCTb WMCCAeNOBaHMUS
ompenesseTcss pa3paboOTaHHBIMY PeKOMeHIAIu-
SIMM TIO TIPEOA0JIEHUI0 TUIIOBBIX 6apbepoB BHEJ -
peHusi: OoT mpo6iieM COBMECTMMOCTHU legacy-cu-
CTeM [I0 3TUYECKUX acleKTOB MCII0b30BaHMS
6uoMeTpuueckux mgaHHbIX. Ocoboe BHUMaHMeE
yIeJsieTcsl BompocaM KubepOe30MmacHOCTH, YUu-
ThiBast ombIT EC 1Mo kmaccuduraimum BbICOKOPUC-
KOBbIX cuctem NN.

0030p AUTEPATYPHI

CoBpeMeHHbIe UCC/IeJOBAHMS B 06/IaCT UHTE-
rpaiyy KOMITbIOTEPHOTO 3peHUs] B GM3HEC-TIpo-
11eCcChl JIeMOHCTPUPYIOT MHOTOYPOBHEBbIN TOJ-
X0/, COUeTaloIMi1 TeXHOJIOTMYeCKe MHHOBAIUM C
OPTaHM3aLMOHHOV TpaHcopManyeir. AHamus
HayuyHbIX myoauKkaimii 3a 2018-2025 IT. BBIIBUI
TPU KJIIOUEBbIX HAMpPaBJIeHUsI UCCeIOBaHMUII: TeX-
HoJiorryeckas 3Bosonus K3, MeTomoorum nHTe-
rpaiyy B BPM-1IMKI U perMoHaIbHble 0CO6eHHO-
CTY BHeApEeHMUsI.

TexHOJIOTUUECKMEe OCHOBBI KOMMObIOTEp-
HOTO 3peHus IpeTepIie/in paguKaabHble U3MeHe-
HUs Graromapst COMMKEHUIO TITYyOOKOTO 00YUeH s
1 00JIauHbIX BbrumcaeHuit. Pabora Dumas M. et al.
IeTaau3upyeT apXUTeKTypy COBPEMEHHBIX CH-
crem K3, rae couetane CNN u TpaHchoOpMepHbIX
MoJesieit obecreunBaeT TOYHOCTh PACIIO3HABAHMS
00beKTOB 110 98,7% B MPOMBIILIEHHbIX YCIAOBUIX
[25, c. 1-19]. T'ycbkoBa B cBOelt paboTe BbIIESET
yeThIpe MoKoseHus cuctem K3: ot moporosoit 6u-
Hapusauuu usobpaxkenni (1960-e) mo HeiipoceTe-
BBIX peIleHUi! ¢ afanTUBHBIM 06yUeHEeM [6].

NuTerpanust K3 B BPM-uyKa aHaIMsupyeTcst
yepes Npu3My MPOLeCCHO-OPUEHTUPOBAHHbIX Me-
toponoruii. Cucrematuueckuit 063op Weinzierl S.
et al. unenTuduIMpoBan 18 TUOBBIX ClieHapyeB
npuMeHenust ML B 6u3Hec-mporieccax, rae K3 mo-
MMUHMpPYeT B 3aJjauyax MOHUTOPUHTA (67% KeliCOB)
U TIPeAUKTUBHONM aHanUTUKuU (23%) [31]. Poccuii-
ckasl 1Kkoysa BPM, mpepcraBieHHas paboTamu

HINY BIII3, akujeHTUPYeT BHMMAaHNe Ha KaCKaLHOM
mogenu BHeapeHus K3, BKIoualolieii 3Tarbl:

OundpoBKka BU3YaIbHBIX apTedaKkTOB IIPO-
Lecca.

CeMaHTMUeCKasi CerMeHTalMs IOTOKOB [OaH-
HBIX.

Wnterpauyus ¢ ERP-cuctemammy uepes API-
LUTIO3BI [14].

CpaBHUTEJIbHBINI aHanu3 MeTOL0JIOT U
Deloitte 1 PwC BbISIBWJI pacXOXXIeHMSI B TOAXOAaX:
3anagHble MOJENV OealoT akIeHT Ha CKBO3HOM
aBTOMaTu3aluy, TOrAAa KaK POCCUICKME METO-
IVKM COXPAHSIIOT TMOpUIHbIE PeIleHus C ydJa-
CTMEM 4ejIoBeKa-oIepaTopa.

PernoHasbHble MCCAeIOBaHMSI BHeIDEHMUS
K3 packpsIiBaloT CyllleCTBEHHbIE pa3aMums B CTpa-
Terusix 1mudposusauu. Janusie McKinsey moka-
3bIBAIOT, YTO KUTAliCKue MpenInpusITUsI MHBECTU-
pyioT 3,2% BbIpyukM B TexHoJoruu K3 mpoTuB
1,8% B EC [28]. Poccuiickast paKTUKa, 10 OLleHKe
TAdviser, xapakrtepusyercs (POKyCcOM Ha UM-
rnopro3amMelinenun: 78% BHegpeHHbIX B 2023-2024
IT. CUCTeM MCIIOIb30BaaM OTEeUYeCTBEHHBIE ajro-
putMbl Ha 6a3e OpenCV [14]. VicciemoBanus mo3-
BOJISIIOT BBIZENUTh UeTbIpe peTruMoHaJibHbie MO-
nenu:

Kwurari: maccoBoe BHeApeHNe yepes rocygap-
CTBEHHBbIE MPOrpaMMBbl (TIPOEKT «YMHBIV TOPOL,
2.0»).

CIIIA: BeHUYpHO-OPMEHTUPOBAHHOE Pa3BUTHE
crapranoB B cerMmeHTe RetailTech.

EC: peryisiTOpHO-OrpaHMYE€HHOE BHeJpeHMeE C
akueHToMm Ha GDPR-coBMeCTMMOCTb.

Poccust: otpacneBas creiyanusanusi (Hedre-
ra3oBblil CEKTOp — 41% MPOEKTOB).

dxoHoMuueckast 3¢p¢eKTUBHOCTh TEXHOJIO-
rmii K3 pemoHCTpupyeT pasHOHalpaBleHHbIE
TeHJeHIMN. MeTaaHa/In3 KelicCOB BHEAPEHMUS BbI-
sBu cpegHuit ROI B 18,7% mjst Ipou3BOACTBEH-
HBIX TIPeNnpuUsTHii Mpotus 9,2% B cdepe yCayr.
Poccuiickue uccinemoBaHMsl TOKa3bIBAIOT 6osee
BBICOKYIO 3(D(eKTUBHOCTb: Ha MeTaLTyprudecKux
NpeanpusTUaIX Ypanaa aBTOMaTtusanusi KOHTPOJIS
KauecTBa ¢ rnomoinbo K3 obecrneunmna 23-41%
CHIKeHMe bpaka mpu cpoke okyraemoctu 11-15
mecsues [7].

Kputnuecknii aHanmn3 1MTepaTypsl BBISIBUI TPU
OCHOBHBIX ITpo6eJia:

OtcyTcTBUE YHUMDUIIMPOBAHHBIX METPUK [IJIST
cpaBHeHus1 addexTuBHOCTU K3-pemieHnii B pas-
HbIX TPABOBbBIX CUCTEMaX.

HemocraTok wmcciegoBaHuii MO  ajanTauumn
legacy-cucrem K Tpe6GOBAHUSIM HeiIpOCETEBBIX all-
TOPUTMOB.
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OrpaHM4YeHHOCTh JAHHBIX N0 AOJTOCPOYHBIM
spdekram 1mdposoii TpaHchopMaluyu 6GuU3HEC-
MPOLeCCOB.

OTu Tpobesbl OMpenensioT Heo6XOOMMOCThb
IAHHOTO MCCAelOBaHUS, MOpeJsaramlnero KoMm-
TIJIEKCHBIN TTOAXO0/, K OlleHKe (DaKTOPOB YCIIEIIHO-
ctu uHTerpauuu K3 ¢ yUéTOM TEXHOJOTUYECKUX,
OPTaHM3aLVOHHBIX ¥ PErMOHAIbHBIX aCIIeKTOB.

OcHOBHAaf 4aCTh

CoBpeMeHHOe€ COCTOSIHME TEXHOJIOTUIT KOM-
IIbIOTEPHOTO 3peHMs ¥ PbIHOYHbIE TeHAeHIINN

CoBpeMeHHbIe CUCTEMbI KOMIIBIOTEDHOTO 3pe-
HMUSI TIPEeJICTABJISIIOT COO0Ji CMHTE3 HelfpoceTeBhIX
apXUTEKTYp, alnapaTHbIX pelleHUil U MeTOAO0B
06pabOTKY MJaHHBIX B peaJbHOM BpeMeHU. IIo
oneHkaM Grand View Research, rio6aibHblit pbI-
HOK K3 Kk koHny 2024 ropma ounenmsaics B 19,83
MJIPJA, IOIapOB IPU CPeIHEroL0BOM TEMITE pOCTa
(CAGR) 19,8% [19]. KimtoueBbIM T€XHOIOTUYECKUM
MIPOPBIBOM CTAJIO IIMPOKOE BHEAPEHME TPaHCHOP-
MepHBIX Mojeseit, 06ecrneunBaloInX TOYHOCTH
pacrio3HaBaHus 00beKTOB [0 98,7% B MPOMBIIII-
JIEHHBIX YCJIOBUSX [24]. ApXUTeKTypa COBpeMeH-
HBIX CUCTeM, Kak oTMeuvaeT Straive (2025), BKIi0-
YaeT TPU B3aMMOCBSI3aHHBIX KOMITOHEHTA: CeH-
COpHble MOAYIM (KaMepbl, JUAAPBI), BBIYUCIN-
TenbHble aTdopmsl (GPU, TPU) 1 nporpaMmHbIie
anroputmsbl (CNN, ViT) [3].

I'noGasbHbIe PHIHOYHbBIE TEHAEHIMM XapaK-
TepusywoTcs AuBepcudukralmein mpuMeHeHMS
texHosoruit K3. CornacHo mporHozam IMARC
Group, K 2033 rogy 06bEM pbIHKA OOCTUTHET 34,3
MDA, JOIapOB MPU JOMMHMPOBAHUM A3UATCKO-
TuxooxkeaHckoro peruoHa (41% B 2024 rony) [20].
OCHOBHBIMU ApaliBepaMy POCTa BBICTYIAIOT:

ABTOMaTM3a1Ms NPOU3BOACTBEHHBIX IPOLIEC-
COB (28% COBOKYITHBIX MHBECTULIVIA).

PasButne aBTOHOMHOro TpaHcnopta (19%
pBIHKA).

BHenpeHue cucreM 6e30TacHOCTU ¢ 6MOMeT-
puueckoit ayreHTudukanmei (23%) [1].

CermMeHT pacIio3HaBaHMsI U300paskeHuit coxpa-
HSIET IMIEPCTBO C Josieii 46% B 2024 rogy, 0OLHAKO
Haubosiee OUMHAMMUYHBIN POCT eMOHCTPUPYIOT
cucteMmbl aHanm3a Bugeo (CAGR 21,4%), uto cBs-
3aHo c pacnpoctpaHeHuem loT-ycrpoiicTs [5, 13].
[MpumeuaTenbHa TpaHchOpManys —arnmapaTHON
COCTAaBJISIIONIE N : MOJIsT edge-BbIUMCIIEHUI B CUCTE-
max K3 ysenmumiace ¢ 18% B 2022 no 34% B 2024
rOfy, COKPaTUB 3aBUCUMOCTDb OT 00JIAUHBIX I1JIAT-
dopm [2, 22].

PernonanbHasi cnenuduka BHeAPEHUS TeX-
Hosoruii K3 packpbiBaeT cCyllleCTBEHHbIE DPa3JiM-
Yus CTpaTerui:

Kuraii: K 2024 rony passépuyro 200 MIH Ka-
Mep Ha6IIoleHus C MHTerpalnueinl aJropuTMOB
pacrosHaBaHus Jinil. l'ocymapcTBeHHass TMIpo-
rpamMma «YMHbII ropop 2.0» obecnieunia 72% Ho-
BbIX BHEJIPEHUIi B JIOTUCTUKE ¥ PO3ZHUYHOI TOP-
rosine [2, 17].

CIIA: JoMmMHMpOBaHMe BEHUYPHbIX MHBECTU-
it (12,5 mutpa mosmapos B 2024 rogy) ¢ dokycom
Ha MeAMIIMHCKYI0 OMArHOCTUKY M aBTOHOMHbIN
TpaHcnopT. oyt NVIDIA Ha pbIHKe [IPOMBIIIIIeH-
HbIX pemenuii K3 cocrasnsiet 39% [19, 20].

EC: PerynstopHsie orpanuuenuss GDPR u Al
Act CHM3MIM TeMIIbl BHeApeHUs A0 7% B rof, Ofi-
HAakKo CTUMYJMPOBAIM  pa3BUTHe  privacy-
preserving TexHosoruit  (muddepeHianbHas
MIPUBATHOCTD, (helepaTuBHOE 00yueHme) [2, 14].

Poccusi: PIHOK BbIpOC 0 38 miph, pyoseit K
2024 romy nipu 78% [Mojie 0TeueCTBEHHBIX pellie-
Huit. KitoueBble HampaBiieHUs: HedTerasoBblii
cekTop (41% TIPOEKTOB) U CeJIbCKOE XO3SCTBO
(19%) [14].

TexHonornueckas 3sonwius K3 conpoBoxkaa-
eTCSl POCTOM BBIUMCIUTENbHOM CIOKHOCTU aro-
putMmoB. ITo manubiM Mordor Intelligence, Tpe6o-
BaHUSI K IPOU3BOOUTEIbHOCTU CUCTEM YBEIUYUM-
JIUCh B 3,2 pa3a 3a 2019-2024 roasl, 4YTO CTUMYJIN-
pPOBAJIO TIepexof, Ha KBAHTOBbIE METO[IbI Ipe06-
paboTKM JaHHBIX U HelipomopdHbie unmbl (Intel
Loihi 3) [2, 20]. OmHaKO COXpaHSIIOTCS MPOGIEeMbI
9Heprod3pGeKTUBHOCTY: TUIIMYHAS CUCTEMA TIPO-
MBIIIVIEHHOTO KOHTPOJIs oTpebser 450-650 Br,
uTo Ha 40% BbllIe 1okasaresnert 2020 ropa [2].

IepcrieKTMBBI pPbIHKA CBSI3aHbI C OObemVHE-
HueM K3 M cmekHbIX TexHoysoruit. [IporHo3sl
Ultralytics ykaspiBaloT Ha GOpPMUpPOBaHME TPEX
KJII0UEBBIX TPEHT0B:

WuTterpauus mynbtumonanbHbeix LLM (GPT-4,
Gemini) a1 ceMaHTMYeCKOTO aHaaMu3a CIieH.

Pa3BépThiBaHMe aBTOHOMHBIX POBGOTU3UPO-
BAaHHBIX CUCTEM C OOPTOBBIM 3PEHUEM.

CraHmapTu3auys 3TUYECKUX HOPM mJisi Guo-
MeTPUYEeCKUX TTPUIOKeHMIA [5].

AHanm3 oTpacieBbIX OTUYETOB BBISIBMUJ pPacCTy-
Uil mucbanaHc: mpy obleM poCcTe phIHKA Ha
19,8% B rom, MHBeCcTUIIMM B (QyHIAMeHTaTbHbIE
MccaeqoBaHUs COKpaTUiInuch ¢ 15% mo 9% 6iox-
’)KeTa KpPYHHbIX UTrpokoB 3a 2022-2024 roppl [2,
19]. 3TO CcO3ma€T pUCKM 3aMefJIeHUs] TeXHOJIOTU-
YyeCcKoro mporpecca B CpegHeCpOYHOIt Iepcrek-
TUBE, OCOOEHHO B YCJIOBUSIX TeOIOIUTUYECKON
KOHKYpeHLMM 3a cTaHaaptel M.
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TpaHchopManMOHHOe BIAUSIHME KOMIIBIO-
TEepPHOro 3peHus Ha OM3HeC-IIPOLEeCChI

BHenpeHMe TEXHOIOIMIT KOMITBIOTEPHOTO 3pe-
HUSI KapIMHAIbHO MEHSIeT apXUTEeKTypy GM3Hec-
MpOIIeCcCcoB, CO3/laBasi HOBbIE MapagurMbl YIIpaB-
JIeHUs M orepainuoHHoi s¢dextuBHOCTH. CoO-
rjacHo ucciaegoBanmio McKinsey, 67% mpoMbiii-
JIEHHBIX IpennpusiTuii, BHegpuBlnx K3, cokpa-
TUJIM BpeMS BBITIOTHEHMSI 3aKa30B Ha 18-34% 3a
CYET aBTOMAaTMU3aL MM BU3YaJILHOTO KOHTPOJIA [28].
STOT TEXHOJIOTUUECKUI CIBUT IIPOSIBIISIETCS B TPEX
KJ/IIOUeBBIX HalpaBAeHUSIX: ONTUMMU3ALUS TTPOU3-
BOZACTBEHHBIX I[MKJIOB, TpaHChHOPMALMS KIMEHT-
CKOTO OIbiTa ¥ TIOBBINIEHME OTMepaloHHO
YCTOMUUBOCTH.

ABTOMaTH3a1Ms IIPOU3BOACTBEHHBIX IIPO-
LIeCCOB CTaja KpaeyroabHbIM KamMHeM Industry
4.0. Cucrembl K3, MHTerpupoBaHHbIE C IIPOMBIIII-
JIEHHBIMM pO6OTaMy, 00eCHeuYrBalOT TOYHOCTD
omepaluii Ha ypoBHe 99,7% 1ipu 06paboTKe CIIOXK-
HbIX JOetajeil. Harpumep, Ha pOCCUIICKOM TIpef -
NpUSITUM «YpaIMalll» BHELPEHNE aITOPUTMOB ce-
MaHTUYEeCKO) CerMeHTalyuu COKPaTMUIO Kojauye-
CTBO GpaKOBAaHHBIX U3aennii Ha 41% 3a cuéT o6Ha-
PY>KeHUSI MUKPOTpellvH pasMepoM a0 0,2 mm [8].
B aBTOMobOunectrpoenun Tesla mcronb3syer MHO-
rocreKkTpa/ibHble KaMephbl JJi1 KOHTPOJISI CBAPHBIX
IIBOB, UTO MMO3BOJIMJIO CHU3UTD 3aTPaThl HA MOCT-
MIPOAAKHBI PEMOHT Ha 23 MJH mo/utapoB B 2024
rogy [23]. KiroueBbIM IPeMMYIIECTBOM CTaHO-
BUTCSI TPOTHOCTMUUECKAs aHAJIUTUKA: HepoCeTH,
oOyueHHbIe Ha MCTOPMUECKUX JTAHHBIX, TIpeiCcKa-
3bIBAIOT M3HOC 0OOPYIOBAHMS C TOYHOCTHIO 89%,
MUHUMU3UPYS TIpocTou [8].

TpaHchopManysi KIUEHTCKOTO OMbITa [10-
CTUTaeTCsl 3a CYET MepcoHanu3aumuu u 6ecKOoH-
TaKTHBIX TeXHOJIOTUIA. PUTeI-ceTu BHEAPSAIOT pe-
meHust Tua Amazon Just Walk Out, roe kamepsl C
IJTyGMHHO aHAJMTUKOM OTCIEXUBAIOT BHIOOP TO-
BapoB 6e3 (usmueckoro B3aumopeicTeus. B Ku-
Tae ratdopma Alibaba Cloud mocturna 98% Tou-
HOCTM pacCro3HaBaHMS SMOLMI IOKyNaTesei, 4To
MO3BOJIMJIO aJalTUPOBATh BUTPUHBI B pPeaibHOM
BpeMeHu [13]. Poccuiickue cetu «MarHut» u
«Jlenta» coobmalT o 17-19% pocte cpemHero
yeka Tocjie BHeJIpeHUs CUCTeM aHaiu3a IOKyIa-
TeJIbCKOTO MOTOKa, ONTUMU3UPYIOIIMUX BBIKIAAKY
TOBapoB [4]. B 6ankoBcKOM cekTope CHepbaHK pe-
aM130BaJI 6MOMETPUYECKYI0 UIeHTUDUKALINIO Ue-
pe3 K3, cokpaTuB Bpems opopmeHNsI KPeaUTOB
0o 4,7 MUHYT [9].

OnepanyonHast 3¢ ¢eKTUBHOCTD YCUINBA-
ercst 3a cuét commkenus K3 c IoT u edge-Borumc-
neHusimu. Jloructuueckas  kommanus ~ DHL

aBTOMAaTU3MPOBaIa COPTUPOBKY IOCHUIOK, 06pa-
6aTbiBas 10 4500 06HEKTOB B Uac C IOTPELIHOCThHIO
0,03% [23]. B sHepreTuke anropuTMbl TEILVIOBU3U-
OHHOTO aHa/lu3a IpefoTBpaTunau 78 aBapuil Ha
anexkrpocetsx PO B 2024 roxy, o6HapyKMB Iepe-
rpeB 0060pyHmoBaHMs 3a 2-3 yaca 0 KPUTUIECKOTO
coctostus [8]. Ocobblit porpecc HabGIIOIAETCS B
CeJIbCKOM X03S/CTBe: APOHBI C MYJIbTUCIIEKTPAb-
HBIMM KaMepaMy IMOBBICUJIM YPOXKAMHOCTD IIIlie-
HUIIbI Ha 22% B CTaBpOMOIbCKOM Kpae 3a CYET TO-
YeyHOTOo BHeceHMs ynobpennii [10].

OTpacneBas cienudmKa BHeIPEHNS paCKpbI-
BaeT peruoHaibHbie Mpuoputethl. B EC ¢okyc
cvemiéH Ha GDPR-coBMecTHMMble  pellieHUs:
HeMellKast Siemens pa3paboTasa arOPUTMbI aHO-
HUMM3ALMM JaHHBIX, COXpaHsouye 3pheKTuB-
HocTb K3 mpu ob6paboTke 93% BU3YaIbHON WH-
dopmauun [30]. Kurait akieHTHUpyeT MacCOBOe
BHeJIpeHMe yepes3 rocrporpaMmbl, yCTAHOBUB 4,8
MJTH «yMHBIX» KaMep B paMKax mpoekTa «be3sormac-
Hbli1 ropopn 2.0» [13]. B CIIA 68% wmHBecTuuNit
HampaB/ieHbl Ha MeOULMHCKME TPWIOKEHUS —
Hampumep, PathAl mocturna 96% TouHoCTH nua-
THOCTMKM paka Jerkux no KT-cuumkam [29]. Poc-
cuiickue paspaboTKu, Kak miatdopma VisionLabs,
(oKycHpyIOTCS Ha UMITIOPTO3aMelleHnu, obecre-
ynuBas 89% TOUYHOCTM B YCJIOBUSIX HU3KON OCBe-
MEHHOCTU [7151 HeTerazoBOro cekTopa [8].

OxoHOMMYecKuii  3¢dekT TpaHchopmaUU
nonTeepxkpaercss meraaHanusom PwC: ROI mpo-
exktoB K3 B nmpomsBoacTse gocturaet 19,4% mpo-
T™B 8,7% B TpaAULUMOHHONM aBTOMaTtu3auuu. Of-
HaKO COXPAaHSIIOTCS BbI3OBBI: 54% KOMITaHMIA CTaI-
KMBAIOTCSI C AeDUIMTOM KaueCTBEHHbIX JaHHBIX
IJIST 00yueHusT Mofeeit, a 37% oTMeuarT COmpo-
TUBJIeHME nepcoHana HoBbIM workflow [18]. ITep-
CIIEKTUBBI CBSI3aHbI O cOmmskenneM K3 u reHepa-
TuBHOTO UM — cuctembl Tuna GPT-40 HauuMHAOT
MHTEepPIIPeTUPOBATh BU3yalIbHbI/i KOHTEKCT, MPO-
THO3MPYs aHOMaIuu 6u3Hec-mpoleccos 3a 40-90
MMVHYT [0 UX BOSHUKHOBeHUS [29].

®akTopsl 3(PPEeKTUBHOCTM BHEIApPEHUS
KOMIIbIOTEPHOTO 3peHUS B OM3HEC-ITPOLEeCChI

VYcneniHas MHTeTpanys TeXHOJOTUI KOMIIbIO-
TEPHOTO 3peHUs] B OM3HEC-IIPOIIeCcChl Ompemnes-
eTCsl KOMILJIEKCHBIM B3aMMOJIe/iCTBMEM TEeXHOJIO-
IMYeCKNX, OPTaHU3alMOHHBIX U IKOHOMUYECKUX
dakropoB. CornacHo wucciemoBanuio McKinsey,
Juiib 34% TipoeKkToB BHeapeHus K3 mocTuUramT
3artaHupoBaHHbiX KPI) uTo momuepkuBaeT Baxk-
HOCTb CMCTEMHOTIO MOAX0Ja K YIIPaBJIeHUI0 KO-
yeBbIMM JpariBepamu 3dderTuBHOCTHU [28]. AHa-
JIN3 KeiCOB BHeAPEHMS BbISIBUJ UEThbIpe TPYIIIbI
KPUTUYECKU 3HAYMMBbIX dakTOpOB,
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OmpeneNsiOIUX PpPe3yabTaTUBHOCTh LKUGPOBOIL
TpaHchopMaIn.

Texuonornueckue GpaxTopsl GopMUPYIOT 6a-
3uc st GyHkumoHupoBauusi cucrem K3. Kaue-
CTBO 00yUaIOLIMX JAaHHbIX, KaK OTMeuaeT Straive,
BJIMSIET HA TOYHOCTD &JITOPUTMOB Ha 73%: TIpu UC-
MOJIb30BaHUY pa3MeUYeHHbIX 1aTaceToB ¢ 50+ ThIC.
1300paskeHNi MOTPEIIHOCTb PACIIO3HABAHUS CO-
Kkpamjaetcs 10 1,2% npotus 8,9% mipu MasbIX BbI-
6opKkax [26]. CoBMeCcTMMOCTbD C legacy-cucTemMaMu
OCTaETCS KITIOUEBBIM BbI30BOM — 54% poccuitckux
MIpeAIpUSITUIl CTATKUBAIOTCS C HEOOXOIMMOCTHIO
monepHunsauym UT-uHbpacTpyKTyphl Ajis obpa-
OOTKM BUIIEOIOTOKOB B peajbHOM Bpemenwu [15].
Pemenne mpepjaraetT ruOpuaHas apXUTEKTypa:
edge-ycTpoiicTBa GUIbTPYIOT JaHHbIE, IIepesaBast
Ha cepBepbl TOJbKO peieBaHTHbIE Kajapbl, YTO
CHWXaeT Harpy3Ky Ha cetu Ha 40-60% [21]. [Ipo-
PBIBOM CTajiM KBAHTOBBIE aJTOPUTMBI CXKATUS
1300paskeHMii, BHeApEéHHbIe IBM, mo3BosioLIie
COKpaTUTbh 00BEM TAaHHBIX 1151 00paboTKy B 18 pas
6e3 oTepu JeTaan3anyn.

OpranusanyoHHble (aKTOPBI OIpeessioT
TOTOBHOCTb MPEINpusITUS K LIMGPOBOI TpaHC-
dbopmanyy. ConpoTuBIeHMEe TIEPCOHANA, TI0 AAH-
HbIM Goods Checker, mpuMBoAUT K BpeMeHHOMY
namennto KPI Ha 25-30% Ha aTare BHeIpeHUS,
OJTHAKO uepe3 3—5 Mecs1ieB MpOM3BOANTETbHOCTh
BOCCTAHABJIMBAETCS C IPEeBbIMIEHMEM MCXOTHBIX
nokasaresieit Ha 15-20% [15]. Kputuueckyio posb
uUrpaeT mnepenpoekTUPOBaHME IMPOLIECCOB: MHTeE-
rpanys K3 B uyuki BPM TpebyeT co3gaHus HOBbIX
poneit (data-engineer, ML-ops) U peMHXXUHU-
puHra 38% omnepanuoHHbIX npouenyp [8]. OmbIiT
TBepcKoro BaroHOCTPOUTENBHOTO 3aBOAA €MOH-
cTpupyeT 3b(eKTUBHOCTh TOITAITHOTO BHeJIpe-
HMS: MWIOTHBIM IIPOEKT Ha OJHOM KOHBejiepe C
MOC/IeYIONMM MAacCIITaOMPOBAHMEM  ITO3BOJIUI
COKpaTUTDb aJanTalMOHHbIN Mepuon ¢ 9 1o 4 me-
caues [3].

JKoHOMMUYecKHe (aKTOpbl BKIIOYAIOT Kak
npsiMble (DMHAHCOBBIE TIOKA3aTeM, TaK U CTpaTe-
ruyeckue npeumyiiectsa. CpenHsisi CTOMMOCTD
BHeJpeHus NpOoMbIlIeHHOM cucteMbl K3 B Poc-
cuu coctapiseT 8—15 muH py6seit mpu ROI 15-18
MecCSIIeB, OMHAKO CKPBITbIe U3MEPKKM Ha OGHOB-
neune WT-uHpacTpyKTypbl MOTYT YBEIUYUTH
6romker Ha 25-40% [3, 11]. Momens TCO (Total
Cost of Ownership) gyst pemennii K3 moyskHa yum-
THIBATh:

JIutleH3MOHHbIE OTUYMCAEHUS 3a MpOoIpueTap-
Hble aroputmsl (12-18% ot crommocTy).

Ouepronorpebnenne GPU-kmactrepos (0,35-
0,5 py6/kanp).

3aTtpaTbl Ha MapKUpOBKY HaHHbIX (120-180
py6/usobpakenme).

OKymnaemMoCTb MPOEKTOB CYIleCTBEHHO Bapbu-
pyer 1o orpacisam: B Metasutypruu ROI mocturaet
23% 3a CuéT CHMKeHMsI Opaka, TOTJa B puUTeiiie
Mpeo61afaloT KocBeHHbIe 3¢ (eKThl B BUIe POCTa
cpenmHero ueka Ha 7-8% [8, 15].

PernonasbHasi crienu@uKa BHOCUT KOPPEK-
TUBBI B TIPUOPUTETHI BHeapeHusl. Kwuraiickue
npennpusTis GOKyCUPYIOTCS Ha MacIlTabupoBa-
HUM Yepe3 TOCYAapCTBEHHbIE CYOCUANM, TTOKPHI-
Bawmiue 10 60% 3atpat Ha TexHonoruu K3. B EC
43% OlomkeTa HaIpaBjsieTcsl Ha obecrievyeHye
GDPR-cOBMeCTMMOCTH, BK/IIOUasi pa3paboTKy asi-
roputTMoB  auddepeHIIMaTbHON TPUBATHOCTMU.
Poccuiickne KommaHum, Kak IMOKa3bIBaeT MCCIe-
moBaHue HAY BIIID, akileHTUPYIOT MMIIOPTO3aMe-
ueHue: 78% BHENIPEHHBIX pellleHUii UCTIONb3YIOT
oTKpbIThIe 6ubMMoTekMu (OpenCV, TensorFlow) c
KacToMM3alyeii 1og, IOKajabHble ycaosus [11].

Cunre3 3Tux (GaKTOPOB OIMpenesseT Success
rate BHegpeHust. Keiic «C6epABTOTEX» UITIOCTPU-
pyeT KOMIUJIEKCHbIN moaxon;: uuTerpauus K3 B jio-
TUCTUYECKMe TIPoLiecchl MoTpe6oBaa:

Anrpeiiga 40% xamep 10 4K-paspenieHusl.

O6yuenus 120 coTpymHUKOB paboTe C cuUCTe-
MOV IPeIVKTUBHONM aHAJIUTUKINA.

Pa3paboTKM KaCTOMHOTO aJrOpMTMa pacIo-
3HaBaHMs TIOBpEXIeHMii Ky3oBa. B pesynbTarte
KOMITaHMS JOoCTUrIa 98% TOUHOCTU MHBEHTAapM3a-
UMM TIpU COKpalleHuyu 3arpaT Ha 18 MiH
py6/rog, [3].

3ak/iIoueHue

IIpoBenéHHOEe MccaeqoBaHMe TOATBEPINIIO
KJIIOUEBYIO POJIb KOMIIbIOTEPHOI'O 3peHMs B TpaHC-
dbopmauym ympaBiieHUs] OM3HeC-TIpolleccaMy Ha
IJI06aJIbHOM YPOBHE. AHAJIM3 COBPEMEHHBIX TeX-
HOJIOTMYECKUX pellleHUit U permoHaabHbIX IMpaK-
TUK BHEeJIpeHMS TI0O3BOJIMI BbIIBUTH YHUBEPCAJb-
Hble 3aKOHOMEPHOCTH U cIielupuIeckmue 0cobeH-
HocTu uHTerpauyuu K3 B pasauuHbIX 3KOHOMMUKO-
MPaBOBbIX KOHTEKCTaX.

AHanu3 BBISIBWI HEIVMHENHYI0 3aBUCUMOCTb
MeX]Iy TeXHOJOTUUECKUMM BO3MOXKHOCTSIMYU K3 1
ux 6usHec-sddexTuBHOCTHIO. Kak mokasan cpas-
HUTEJIbHBINI aHa/ln3, YCIEeIHOCTh BHeJIpPeHUs
oTpeJesisieTcsi CMHTe30M TPEX KOMITIOHEHTOB:

TexHoyOrMYeCcKasi aJalTUBHOCT — CIIOCO6-
HOCTh cucteM K3 uHTerpupoBathcs B legacy-uH-
(bpacTpyKTypy Ipy MUHMMAaJIbHBIX U3IEPIKKAX;

OpraumsanyoHHass TMOKOCTb — TOTOBHOCTD
MpeanpuUsaTUii K MepernpoeKTUPOBaHMUIO Mpoliec-
COB U TlepepacmpezeneHuI0 yeJoBeueCckmx pecyp-
COB;
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PerynssTOpHas 3peyioCcTb — COOTBETCTBYE pellle-
HMI Tpe6OBaHMSIM JIOKAIM3ALUY TAHHBIX U 3THUUe-
CKUM CTaHAApTaM.

PervoHanbHble MOAenM BHeApPeHUs Mpoe-
MOHCTPUPOBAIN TPUHUUNMAIbHBIE Pa3IUUUS B
crpaterusx. Ecnmn B Kurae u CIIA gomuHupyer
9KCTEHCHUBHBIN MTOAXO/, C aKIIEHTOM Ha MacCIITabu-
poBanue, To B EC u Poccum HabmomaeTcst 6aiaHC
MeKIy TeXHOTOTUYECKUMU MHHOBALIVSIMU U HOP-
MaTUBHBIMU OrpaHMUYeHUsIMU. POCCUTACKMIL OTIBIT,
B YaCTHOCTH, TIOJITBEPAWII JKM3HECTIOCOOHOCTD -
OpMIHBIX pelIeHnii, COUeTAIOIINX Open-source -
TOPUTMBI C OTPAC/IeBO Ccrienann3anyei.

HecmoTps Ha TOCTUTHYTBIN MpOrpecc, coxpa-
HSIIOTCSI CUCTEMHbIE BBI3OBBI. IIpo6GieMbl 3Hep-
ro3¢@eKrTUBHOCTY MPOMbBIIUIEHHBIX CUCTEM, Ie-
GuUIIUT KaueCTBEHHBIX JAHHBIX AJIS1 00yUEeHUS] MO-
Jeneii ¥ CONPOTUBIIEHME IePCOHAa USMEHEHUSIM
TpeOYIOT pa3paboTKM HOBBIX METOIOJIOTHIA YITPaB-
JneHus uudpoBoii TpaHchopMalueii.

[TepcniekTmBbI pasBuTus TexHosnoruii K3 css-
3aHBbI C UX KOHBepreHuuei ¢ renepatuBHbiM U n
NpoMbIuieHHbIM [0T. DKCIepMMeHTBI ¢ MYJIbTU -
MOJATbHBIMM HEMPOCETSIMY JEeMOHCTPUPYIOT BO3-
MOSKHOCTb ITPOTHO3MPOBAHMSI aHOMAaJui 6usHec-
npouneccos 3a 40-90 MMHYT 0 MX BO3HUKHOBE-
HMSI, UTO OTKPbIBAeT HOBbl€ TOPU3OHTHI IJIs1 TIpe-
IVIKTUBHOW aHAJIUTUKU.

i poccuitckux MOpenrpusITuii KPUTUUECKU
Ba)KHBIMM OCTAIOTCS:

[TosramHoe BHegpeHMe ¢ GOKYCOM Ha MUJIOT-
HbIX TPOEKTaX;

VHBeCcTUIIMY B IOJTOTOBKY KapOB IJ1s1 PA6OTHI
C cUCTeMaMy PeIUKTUBHOTO aHaIn3a;

Pa3BuTHue oTeueCTBEHHBIX CTAaHIAPTOB 3HEP-
ro3¢pdeKTUBHOCTY BBIUNCIUTETbHBIX PEIIeHNI.

[IpoBenénHOe MccaenoBaHye ONpeaenseT KOM-
MbIOTEPHOE 3pEeHMEe KaK CTpaTermyecKuii akTUB
COBpPEMEHHOTO OM3Heca, TPeOYIOIMi KOMILIEKC-
HOTO TOAX0Ma K MHTerpauumu — OT TeXHOJIOTHUYe-
CKOJi afjanTanyuu A0 TpaHcdopmalyum opraHmu3a-
LIMOHHOM KYyJIbTYPBbI.
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ISKANDAROVA Sofia Albertovna
Head of the Corporate Al Portal Development Department,
RTKIT LLC, Russia, Moscow

COMPUTER VISION AS A DRIVER OF DIGITAL TRANSFORMATION:
A COMPARATIVE STUDY OF IMPLEMENTATION STRATEGIES IN RUSSIA,
THE USA, THE EU, AND CHINA

Abstract. The article provides a comprehensive analysis of the integration of Computer Vision (CV) technologies
into business process management, with an emphasis on the regional specifics of Russia, the USA, the EU, and
China. The research reveals the transformative impact of CV on key business aspects: automation of production
cycles, personalization of customer experience, and enhancement of operational efficiency. Based on an analysis of
the global market and regional case studies, diverse implementation strategies are demonstrated: mass scaling in
China, GDPR-compliant solutions in the EU, venture-oriented development in the USA, and import substitution in
Russia. Special attention is paid to efficiency factors, including technological readiness, organizational flexibility,
and economic models. The study highlights the need for a balance between technological innovations and regulatory
requirements, as well as the prospects for the convergence of CV with generative AI and IoT.

Keywords: computer vision, business processes, digital transformation, regional strategies, import substitution,
neural network algorithms, operational efficiency.
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IMOHOMAPEB ImuTtpuii Anekcasaposuy
Poccus, r. KpacHomap

OUTIMMOHOB Burtanuii Cepreesuu
Poccus, r. KpacHomap

3AIIIUTA OBHIETOCTYITHOM MH®OPMAIIVH,
COJEP>KAIIENCS B UH®OPMAIIMOHHBIX CUCTEMAX

AHHOmMauus. B cmamve paccmampusarmecs Kawuesble acnekmsl cucmemst 3auiumet uHpopmauuu (C3H)
KOHmMeKcme (YYyHKUUOHUPO8aHus uH@opmayuorHsix cucmem (MC) pasnuunozo yposHs — (edepaivHozo, peuo-
HAIBHO20 U 00BeKM08020. Ocsewlaomcsi 0CHOB8Hble 00BeKMbl 3AUUMbl, 8KIIOUAA UHPOPMAYUI0, MeXHUUEeCKUe
cpedcmea, hpozpammHoe obecneueHue, MexHoJI02UU U Cpedcmaa 3aujuma.

Kniouessle cnoea: cucmema 3awjumst UHGopmayuul, UHGOpMayuoHHas cucmemd, Mepsl 3awjumst, KOHQUOeH-

UUANBHOCMD.

ucreMa 3amuTbhl MHGOpPMaLMM (CUCTEMa

31) - COBOKYITHOCTh OO'bEKTOB MH(GOpPMATHU-
3a1MM, MOJIb30BaTeel, OpraHoB 3aIlUThI MH(OP-
MallM, MUCIOb3YEMbIX MMM OPraHM3aLVMOHHBIX
Mep ¥ CPeNCTB 3alMUThl MHGOPMAIUM, OPraHm30-
BaHHas ¥ (GYHKIMOHMPYIOIIAS B MOpPSIAKe, yCTa-
HOBJIEHHOM IIpPaBOBbIMM aKTaMu Poccuiickoir @e-
Iepauumn.

Nudopmanmonnas cucrema (MC) - coso-
KYITHOCTb COlepsKaleiicsl B 6a3ax JaHHBIX MHDOP-
Malyu 1 obecreunBamImnx ee 06paboTKy MHMOp-
MAaI[MOHHBIX TEXHOJIOTUI Y TEXHUYECKUX CPEACTB.

HNHudopmaluMoHHbIe CUCTEMbI BKIIOYAIOT B
ceos:

e  TOCyZapCTBeHHble MHGOPMALVOHHBIE CU-
crembl (TMC) — demepanbHble MHGOPMALIMOHHbBIE
CUCTEMBI ¥ PeTMOHaJIbHbIE MH(DOPMaIMOHHbIE CH-
CTEMBI;

e  CO3MaHHbIe Ha OCHOBAaHUM COOTBET-
CTBEHHO (eJiepaIbHbIX 3aKOHOB, 3aKOHOB CyObEK-
TOB Poccuiickoit ®enepannum, Ha OCHOBAaHUM ITpa-
BOBBIX aKTOB I'OCYIAapPCTBEHHBIX OPraHOB;

e  MYHMIIMITIAJTIbHbIE MHGOPMALMOHHBIE CU-
CTeMbI, CO3[laHHble Ha OCHOBAHMU PEIeHUs] Op-
raHa MeCTHOTO CaMOYIIPaBJIeHNS;

e  yHbIe MHGOPMALMOHHBIE CUCTEMBI.

K o6bekTaM 3amuThl B MHGOPMaIMMOHHOM
CcUCTEMe OTHOCST:

e  yHpopMalus, comepxkaiiascs B VIC;

e  TeXHMUYECKMEe CpelacTBa (B TOM 4MCIIe
CPe[CTBA BBIUMCIUTENHHON TEXHUKN);

e  MAalIMHHbBIE HOCUTENU MHPOPMAIIUN;

e  CpeICcTBa M CUCTEMBI CBSI3M U Tlepemaun
IaHHBIX;

e  TeXHMUECKMEe Cpe/CcTBa 00paboTKM GYK-
BEHHO-1IM(POBOIi, Tpadmueckoii, BUIEO- U peve-
BOVi MH(GOpMaIINN);

e  00OIIecUcTeMHOE, TPUKIATHOE, CITeIab-
HOe MporpaMMHOe o6ecIieueHne;

e  yH(OpPMaIMOHHbIE TEXHOIOTUN;

e  CpenCTBa 3aIINUTHI.

Peanusanus 3ammuTbhl MHGOpMaumu odec-
TeYMBaeTCs BhITIOTHEHMEM:

e  TpebGOBaHMIT K OpraHM3alMM 3aIIUTHI UH-
dbopmanum, comepkanieiicss B MHGOPMAaLMOHHOM
CUCTEME;

e  TpebGoBaHMIT K MepaM 3alUThl MHPOpPMa-
MY B MHPOPMAIIMOHHOI CUCTEME.

BakKHBIM 3TamoM IMOAX0Ja K 3allUTe MH-
dopmanuu aBASIETCS ONpeaeieHNe:

e  yrpos 6e3omacHOCTM MHGOPMAIIUN;

e  BO3MOKHBIX CITOCOGOB peanu3aluuy yrpo3
6e3omacHoCTM MHGOpMAIINN;

e  TIOCJEeACTBMIT OT HApPYIIEHUS CBOVICTB 6e3-
OmacHOCTU MHGopMaIuy (KOHGUIEHIMAIbHOCTH,
L1eJIOCTHOCTU, SOCTYITHOCTU).
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Yazsumoctv -

Yrpoasl

JokymeHTbl ~

TepmuHbl  OOpaTHas ceszb~

OGHoeneHua - YuacTHuku ~ @CTIK Poccum

Inasnan - Cnncok yrpos

DOUNBTPALIMA
KOHTEKCTHLIA MOWCK MO HA3BaHWIO YIPO3bl

Beisoants no: 10, 20,

WCTOUHUK YTpo3b!

BHELWHWA HapyLMTENb CO CPeAHNM FIOTeHLM

MocnencTe s peanu3alum yrpossl:

Hapyienue koHpuaeHymansHocTn I

Hapywienue uenoctHocTn &

Hapywenue aoctynHoctn B

o

TpeboBaHMs K CUCTeME 3aIIUThI MHGOpMAaIU
NC BKIIOUAIOTCS B TeXHMUECKOE 3ajJaHyue Ha Co-
3manue MC uiu 4acTHOe TeXHUUYeckoe 3aJaHue Ha
CO3IaHMe CUCTeMbl 3allUThl MHDOpMaUuM MH-
(dbopMaLMOHHO cuUCTeMbI. BBOOSTCS M cucTema-

YBW. 010
YBW. 026
YBW. 030
YBW. 032
YBW. 033
YBW. 039
YBW. 042

50, 100 OnemenTbl ¢ 1 no 10 u3 44

Yrposa aBTOMETUUECKOTO PacTpPeCTPaHEHMA BPEIOHOCHOTO KOa B rpua-cucTems

Yrposa aHanMaa kpunTorpatryecknx anropruTMoB M X peanuaaunm

Yrpo3a BO3NEACTBIA HA NPOTPaMME! C BHICOKMMU NPUBANErVAMIA

Vrpo3a BeIXoa NPOLLEcca 3a Npeferkl BUPTyarnkHOM MaLMHb!

Yrpoza uckaxeHua XML-cxemsl

‘Yrpo3a ucnonb3oBaHvA MHbopMauun naeHTunKaumn/ayTeHTuuKkaunn, 3af0aqdHon no yMonyaHmo
Yrposa 1cnons3osaHva neanensHeX UMdpoBsix nognucein BIOS

Yrposa Uenons308aHns CnabocTen KOAMPOBAHWS BXOAHBIX JaHHbIX

Yrpo3a ucuepnaHna 2anaca Kniodei, Heobxoanmelx Ana ooHoeneHua BIOS

Yrpo3a MeKCcanToBOW NOAAeNKW 3anpoca

Puc. 1

(obecrieueHust 6e30MacHOCTM) U UX 6as3oBbIe
HabOpbI [JIST COOTBETCTBYIOIIETO Kjacca 3aliy-
MIEHHOCTY Ka)KI0J1 KaTeropuy nHGOPMaLMOHHBIX
cucTeM M 06beKTOB. PaspabaTbiBaeTcsl M BBO-
IUTCS aJITOPUTM BbIOOpa Mep 3allUTHI.

TU3UPYIOTCS COCTABbI MeP 3aIIUThI MHGOPMALIN

«O6 nHbOpManUH, HHPOPMAIOHHBIX
| TeXHOJIOTHSX U O 3aIUTE HHPOPMALIHI».
O3 PO ot 27.07.2006 Ne 149-D3

K «O 1epCOHANBHBIX JaHHBIX).
O3 PO ot 27.07.2006 Ne 152-D3
K D3 PD or 26.07.2017 roma Ne 187-D3

/«O 6€30MaCHOCTH KPUTHYCCKOM
MH(OPMALIMOHHOW HHPPACTPYKTYPHI

Poccuiickoii denepanun».

®CTIK

onpeaenseT

TpeOoBaHuUs O 3aIUTE
MH(OpMaIuy, He
COCTaBJIAIOIIEH
roCy/IapCTBEHHYIO TaliHy,
coziepKaIIencs B
roCy/IapCTBEHHbIX
HHGOPMAIHOHHBIX CHCTEMAX

CocraB 1 cozepkaHue
OpraHU3aIHOHHbIX 1
TEXHHYECKUX Mep I10

obecriedeHnI0 6e30macHOCTH
NEPCOHANBHBIX JAHHBIX IPH HX
00paboTke B MHOOPMALIMOHHBIX
CHCTEMaxX HepCOHAIBHBIX
JIaHHBIX

TpebGoBaHUs K 00ECIICYECHHIO 3aLIUTHI
uH(MOPMAaLNK B aBTOMAaTH3UPOBAHHBIX
CHCTEMax yIpPaBICHUSI
MPOH3BOACTBEHHBIMU U
TEXHOJIOTHYECKHMH MPOIIECCAMH HA
KPUTHYECKU BOXKHBIX 00BEKTAX,

TpeboBanus o 06eceYEHHIO
6€30I1aCHOCTH 3HAYHMBIX
00BEKTOB KPUTUUECKOM

HMH()OPMATHOHHOH
MOTEHIHAIBHO OMACHBIX 0OBEKTAX, & L
nHdpactpykrypbl Poccuiickoit
TaKKe 00bEKTax, MPEICTABISIBIINX
Denepanuu

MOBBINICHHYIO ONIACHOCTb JULS )KH3HH H
37I0pOBbS JIIOZIEH U IS OKpY Karomei
TIPUPOAHON CpeJIbI

ITpukaz ®CTOK Poccun ot
11 despanst 2013 r. Ne 17

YTBEpXKAeHbl

IMpukaz ®CTOK Poccun ot
18 deppans 2013 r. Ne 21

YTOYHEHDbI

®CTIK

ITpuka3 ®CTOK Poccum ot 14
mapra 2014 roma Ne 31

®CT3IK

ITpuxaz ®CTIK Poccuu ot
25 nexabps 2017 r. Ne 239

IIpuxa3 ®CTOK Poccun ot
15 pespans 2017 r. Ne 27

IIpukaz ®CTIK Poccun

U 0T
23 mapra 2017 1. Ne 49

Ipuxaz ®CTOK Poccun ot
09 aBrycra 2018 r. Ne 138

Ipuxaz ®CTOK Poccun ot
26 mapta 2019 r. Ne 60

MeTomosiorust 3ainThl MHGOPMALN
1.  VpoBeHb 3alUUIIEHHOCTH.

Knacc UC.

2.
3. Hab6op mep.
4

[Tox6op cpeacTB 3alUThl MHGOOPMAIIUA.

Puc. 2
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OnpeaeneHye Kjiacca 3alIUIIEHHOCTA

KondomaseHum
CaanOCTI:: j GLEHWHW'D (-D-OCTY”HOCTI:]

Cremenn
BOIMMHEHOTO
Yy epda

BosM0o#HBIA YVIIepd 0T HAp VIDeHHA
GesomacHoCTH HEpOpMAaHE H (HIH)
dyvrrmHorHpoBaENa HC

( ¥3 2 — cpegHan cTenedHes ywepba ana oaHoro ms j

Tpex CBOWMCTE

¥3 2 — HM3Kas cTeneHe ywepba ana ecex Tpex
CBOWMCTB

Puc. 3

Bnlcoxan

E 03MOEIIBI
mocmemereia u (mmr) FHC w1 (s} omeparop.
obmagarens MEQOPMALIET HE MOTYT EBOIOIHATD
EOSMOsKeBbIe HMa HITL (hyHEITFIT

CYIT eCTE SHHbIS HET aTHBHbIS

Cpemeaa

mocnegerera m () FIC
obmamarens g OPMALTINT He MOTYT EBINTOMHATD
zoTm GBI
dryEEITIE

E oz MOEHEBI HeT aTHEHBIS

(i) omeparop.

e eHEBIE

OgHY M3 BOSMOHEEHHBE H3 HIX

Hrirsxas

mocmegereia u (mmr) FHC s (s} onmeparop.
obmagarens #MHEQOPMALII MOCYT EBIIOIHATH
EOSITOEeHHBIS

FHemoCcTaToTE O
IpRE metIerIIeM DOMOMHNTENBHEBED! CIIT M CPemcTE

B oasMOSHBI  HeSHAWHTSMbBHBIS HeTaATHEHBIS

Ha foided drrrEanTin c
s eKTHE HOCTRERD IUTH c

YpoBeHb 3HAYNMOCTH Macmrad HHpOPMANHOHHON CHCTEMBI
uHpopmanumn
DenepaabHbIH PernonaanHblii O0BLeKTOBBII
V31 Kl Kl K1
V32 K1 K2 K2
V33 K2 K3 K3
Puc. 4

IMopsaaox meiicTBUIT IO BBIOOPY Mep 3aIIMUThl MHMOpMAaIIMM /I UX peanusanuu B VIC

Knacc sawmuméHHoOCTH!

a =
VIHCI)OpMa LMNOHHOUN CHUCTEMDI

CTpYKTYypHO-dPYyHKLMOHaJIbHbIE

cuctembl, ocob6eHHOoCTU
byHKUMOHUMpPOBAHUA

XapaKTepuctmka mHpopmaLMOHHOM

Yrposbl 6e3OI'IaCHOCTM, BK/1lFOHEeHHblIe B

B Mmoaenb yrpos 6esonacHoOcCTm
nMHdopmaummn
= Tpeb6boBaHMA HOPMAaATUBHDbIX

MnMpaBoOBbIX aKTOB

Puc. 5

st ipoBemeHust paboT Mo 3anure MHGoOpMa-
1M B XOJle CO3MAaHMS U IKCIUTyaTalmu uHbopma-
IIMOHHOI CUCTeMbl ob6jamaTeneM MHGOpPMAIUK
(3aKa34MKOM) U OIEpaTOPOM B COOTBETCTBUU C

BasoBbit Habop mep
3aWwunThbl

w

AOanTmMBHbLIN
6a30Bbl Habop mep
3aWnThbl

w

YTOUYUHEeHHbIM a4anTUBHDbIN
6a3o8Bbli1 Habop mep
3aWnTbI

w

JononHeHHbIN
YTOYHEHHDbIN aganTUBHbIN
6a308Bbl1 Habop mep
3aWnThbI

3aKOHOZaTeabCTBOM Poccniickoit @enepauiyiy npu
HeOOXOOMMOCTY IIPUBJIEKAIOTCS OpPTaHM3aLuu,
MMeIlollye JUIeH3UIO Ha IesTe/IbHOCTD 110 TeXHMU-

yecKkom

3aIIuTe KOH(MIeHLIMAaTbHOI
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mHpopmaluu B COOTBeTCTBUM ¢ DemepaybHBIM
3aKOHOM OT 4 mag 2011 r. N2 99-®3 «O nuieH3u-
pPOBaHMM OTHENbHBIX BUIOB HestenbHOCTU» (Co-
OpaHue 3aKOHOAATeNbCTBA Poccuiickoit demepa-
iy, 2011, N2 19, cT. 2716; N2 30, cT. 4590; N2 43,
cT. 5971; N2 48, c1. 6728; 2012, N2 26, cT. 3446;
N2 31, cT. 4322; 2013, N2 9, cT. 874).

I obecrieyeHust 3alIuThl MHGOPMAIUM, CO-
Iepskalieiicss B MHGOPMAaIMOHHOJ cucTeMe, IIPu-
MEHSIIOTCSI CpeJICTBa 3aIIMUThI MHDOpMAaI, Ipo-
HIefe OIeHKY COOTBETCTBMSI B ¢dopme 00s13a-
TeJIbHOM cepTudUKaIUM Ha COOTBETCTBME TPe6o-
BaHMSIM 110 6e30IMacHOCTY MH@OpMaLKU B COOT-
BETCTBUM CO CTaThelt 5 PemepasbHOrO 3aKOHA OT
27 mekabpst 2002 r. N2 184-®d3 «O TexXHUUYEeCKOM
perynupoBaHuu» (CobpaHue 3aKOHOIATeIbCTBA
Poccuiickoit ®emeparinu, 2002, N2 52, cr. 5140;
2007, N2 19, ct. 2293; N2 49, cT. 6070; 2008, N2 30,
CT. 3616; 2009, N2 29, cT. 3626; N2 48, cT. 5711;
2010, N2 1, cT. 6; 2011, N2 30, cr. 4603; N2 49,
ct. 7025; N2 50, cr. 7351; 2012, N2 31, cT. 4322;
2012, N2 50, cT. 6959).

3ammra MHGOPMAaIMK, COAepsKalleiicss B UH-
(bopMalMOHHOI CcHUCTeMe, SBJSIETCST COCTaBHOIA
YacThIo paboT MO CO3aHMUIO U IKCIUTyaTallUuy UH-
dbopmalMoHHOM cucTeMbl ¥ obecrieumMBaeTcs Ha
BCeX CTaausx (3Tarax) ee CO3LgaHus, B XO4e IKC-
IUTyaTalMy ¥ BbIBOAA M3 IKCIUTyaTalMM ITyTeM
MIPUHSITUS OPTaHM3ALMOHHBIX U TEXHUUECKUX Mep
3alIUThl MHGOPMAIMY, HAIIPABAEHHBIX HA OJIOKM-
poBaHMe (HeNTpaaM3alui) yrpos 6e30macHOCTU
MHbopMaluy B MHGOPMAIMOHHONM CHUCTeMe, B
paMKax CUCTeMbI (ITOACUCTEMBI) 3aIIUThI MHPOP-
Maiuyu MHPOPMAaIMOHHOM CUCTEMBI (Ianee — CU-
cTeMa 3aImuThl MHGOpMAIY MHGOPMALMOHHOI]
cuctembl) (B pen. Ilpukasza @CTIK Poccum ot
15.02.2017 N2 27).

OpraHusalyoHHble ¥ TeXHUYECKMEe Mephl 3a-
mUThI MHDOpMaIuH, peannusyemMbie B paMKax Ci-
CTeMBbI 3aIlUThI MHpOpMaIy MHGOPMAaIIMOHHOI
CHUCTEMBI, B 3aBUCUMMOCTM OT MHGOpPMAIINUH,

conepsxaieicst B M*HGOpMaLMOHHOM cUCTeMe, 1e-
Jleil co3ganust MHMOpPMAaILMOHHOM CUCTEMBI U 3a-
a4, pelaeMbIX 9TOi MHGOPMAIMOHHON CUCTe-
MO, TO/KHBI OBITH HATIpaBJIEHbI HA MCKITIOUEHME:

e  HEIpaBOMEPHBIX JIOCTYIa, KOIMPOBAHMS,
MpeIoCTaBIeHNST VTN paclipocTpaHeHus MHOOP-
mauuu (obecrieueHne KOHQUAEHIMATbHOCTY VH-
dopmanumn);

e  HEIpaBOMEPHBIX YHUUTOXKEHUS WM MO-
IuduuupoBanusa nHGopmaimu (obecreueHue me-
JIOCTHOCTU MH(pOpMAINK);

e  HEIpaBOMEPHOro 6JOKMPOBaHMS MHMOP-
Mauuu (obecrieyeHue AOCTYITHOCTM WHGOpMa-
uun).

Iyt obecrieyeHust 3aIIUThl MHGOPMAIUM, CO-
Iepskameicss B MHOOPMAaIlMOHHOV CHUCTeMe, TPOo-
BOJSITCSI CJIEIYIOIIVIE MEPOTIPUSTHS :

e  (opmupoBaHMe TpeOOBaHMII K 3alluTe
nHbopMaIMu, cojepskaiieicss B MHGopMauyoH-
HOI CUCTEeME;

e  pa3paboTKa CUCTEMBI 3aIIUThI MHPOpPMA-
MY MHGOPMAIIMOHHO CHCTEMBI,;

e  BHeJI[peHMEe CUCTEeMbI 3aIUThl MHGpOpMa-
MY MHGOPMAIIMOHHO CUCTEeMBI,;

e artectauusi MHOOPMAIMOHHOM CUCTEMBI
1o TpeboBaHMSIM 3alIUThI MHGOPMaLMK (Iaiee —
aTrectauusi MHPOPMAIIMOHHOI CUCTEeMbI) U BBOJ,
ee B JeiiCTBUE;

e  obecreueHyue 3amUThl MHGOPMAIMK B
X0Jle 9KCIUTyaTalluM aTTeCTOBAaHHOM MHGOopMaI-
OHHOJ CUCTEMBI;

e  obecreueHye 3aIIUTh MHGOPMAIIUY TIPU
BBIBOJIE 3 9KCIUTyaTaLlVM aTTeCTOBAaHHO MHMOP-
MAIMOHHOJ CUCTEMBI WJTU TI0CJIe TIPUHSITUS pellle-
HUST 06 OKOHUYaHUM 06paboTKY MHGPOPMALUA.

B coBpemMeHHOM 1MGPOBOM MMpe [TaHHBIE
CTaJIV TIIABHOV LIEHHOCTBIO, U [JIS1 UX 3aIAThHI Tpe-
OyeTcsl TIIATeNbHbIN, VHAMBUAYATbHBIN TTOAXOM,.
Llesibro MMPOBOAVIMBIX B OPTaHU3AIMSIX MEPOIIPUSI-
THI O 3aIyTe MHGOPMAIUK SIBJISIETCS obecIeve-
HIe e€ 6e30IacHOCTH.
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PROTECTION OF PUBLICLY AVAILABLE INFORMATION CONTAINED
IN INFORMATION SYSTEMS

Abstract. The article discusses the key aspects of the information security system (IIS) in the context of the
functioning of information systems (IS) at various levels — federal, regional and facility. The main objects of pro-
tection are highlighted, including information, technical means, software, technologies and means of protection.
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HIETKVH Bukrop AnekcaHapOBUY
MmaructpaHT, KpacHomapckoe Briciliee BOeHHOe yuminiie, Poccus, r. KpacHopap

KOBEI] [lenuc 'aBpunaoBmuu
maructpant, KpacHomapckoe Boiciiee BoeHHoe yumnnile, Poccus, r. KpacHogap

HayuHulli pykosodumens — doyeHm KpacHodapckozo ebicuiezo 80eHH020 yuuauuid,
KaHoudam 80eHHbIX Hayk ITouuHok Bukmop Bukmoposuu

OBHAPVYJ>XEHUME CETEBbIX KOMIIBIOTEPHBIX ATAK «HVJIEBOI'O JHSI»
C MCIT0JIb30BAHUEM UCKYCCTBEHHBIX HEMPOHHBIX CETEN

AHnHOmauus. B amom dokymeHme npednazaemcs peaiusayusi Mooeau, Komopas uchois3yem 0aHHble aHanu3a
cemesozo mpaguka (NTA) u cuemuuka npouszgodumenvHocmu o6opydosaruss (HPC) 0nsi mouHozo 8bisieieHust
amak «Hynegozo oHs». Llenv cocmoum 8 mom, umobsl paspabomams ModeJib Ha OCHO8E A8MOIHKOOePA, KOmopas
06%eduHsiem annapamHsie U cemessle QyHkuuu 0as apgekmueHoti knaccupuxayuu. Mcnonwv3zosanucs damacemst
07 06yueHus Hetipocemesoix moodeneti, makue kak CICIDS2020, NSL-KDD u D.A.V.I.D.E HPC.

Kntoueswie cnoea: IDS, asmosnkodep, NTA, CICIDS2020, NSL-KDD, amaxa «Hynegozo0 0us», HPC, HMD, NIDS.

1. BBegenune

DKCIIOHEHLIMAJBHBIN POCT umuciaa KubepaTak
MIPUBOJUT K MTOSIBJIEHVIO MHHOBAI[MOHHBIX TTO/IXO0-
OB K UX MPOTUBOJENCTBUIO aTaKaM M HOBO 3pe
K1bepyrpo3s. CucreMbl 06HAPYKeHUSI BTOPKEHUIA,
KOTOpbIE CITOCOOHBI OOHAPYKMBATh aTakKyu Ha OC-
HOBE CUTHATYyp, He paboTaloT BCSAKUil pa3, Korga
BO3HMKAEeT HOBasl yrpo3a WM aTaka «HY/IeBOTrO
IHS» [1]. DTO MPUBOAUT K CHIDKEHMIO 6e3011acHO-
CTH JI0 TeX TI0p, [T0Ka He 6yeT 00Hapy>kKeHO Hapy-
menue. Mnentudukatopsl, criocobHble OOHApY-
SKMBATh aTaKy «HYJIEBOTO IHSI», SIBJISIIOTCSI €qVH-
CTBEHHBIM >KM3HECIIOCOOHBIM BapUaHTOM [IJIsI
60pbOBI C 3TMMM Kubepyrposamu. OgHaKO Cylie-
CTBYIOLIME UAEHTUDUKATOPI HE OTIMYAIOTCS BbI-
COKOJ TOYHOCTBIO B OOHAPYKMBAHMM 3HAKOMBIX
yrpo3, OHM He MOTYT MAeHTUDUIMPOBATh aTaKU
«HYJIEBOTO OHS» [2].

ATaxu «HYJIEBOTO JHS» — 9TO aTaKu, CXEMBbI TPa-
(bMKa KOTOPBIX HE COBIMAMAIOT C KaKOii-TnM6o 06-
meil cxemoi TpaduKa BPemOHOCHBIX MPOTPaMM
MM aTakaMy Ha HuX [3]. UmeHTubuKaTOpbl, KOTO-
pble MOTYT UAeHTUOUIVPOBATD YTPO3bI «KHYTIEBOTO
IIHSI», B HACTOSIIIIee BpeMsI UCIIOIb3YIOTCS B Kubep-
6e30IacHOCTY B CBSI3U C PACTYIIMM MCIIOIb30Ba-
HMEeM MeTONOB MAaIIMHHOTO o0yueHus. VmeHTH-
(GbMKaTOPBI B IIMPOKOM CMBIC/IE TIOAPa3essIOTCs
Ha TPY OCHOBHbIE KaTeropuu, 0603HaueHHbIE KaK:

1. VpenTtudukaTopsl Ha OCHOBE XOCTOB [4];

2. CereBble UIeHTUUKATODSHI [4, 5];

3. Tubpupgusie IDS [5].

B cBsI3u ¢ pacmupeHueM MUCIOAb30BaHMUS MUC-
KYCCTBEHHOTO MHTEJUIEKTA B KUOEPHETUKE ITOSBU-
JIOCh HECKOJIBKO KaTeropuii uaeHTU(GuKaTopos Ha
OCHOBE MCKYCCTBEHHOTO WHTEJIJIeKTa, KOTOpbie
CTIOCOOHBI OOHAPYKUBATH ATAKU «HYJIEBOTO ITHSI»,
YTO B HACTOsIIIlee BpeMs IIpUBJIEKAeT akajgemMmye-
CKMX MCCIIeoBaTeneit u pa3paboTunKoB.

B HacTosilllee BpeMsl CYIIECTBYIOT CleAyloLiue
TUITBI UAEeHTU(PUKATOPOB, Takue Kak: [6, 7, 8]
uaeHTUGMKATOPbI HA OCHOBE CUTHATYP, UOEHTU-
(dbukaTopbl, OCHOBAHHBIE HA KOHTPOIUPYEMOM MUJTA
IMOPUIHOM OOyYeHUM, UIEHTUGUKATOPHI, OCHO-
BaHHble Ha TepeHOce 06yueHUSs, UOeHTUDUKA-
TOpbI, OCHOBaHHbIE HA aHOMAaMAX, UIeHTUMKA-
TOPBI, OCHOBaHHbIE Ha rpadax.

[MonosxkutenbHbie  (PAKTOPbI  MUCIOIb30BAHMUS
MAaIIMHHOTO 06yueHus — 3¢GeKTUBHOCTD B pellle-
HUM TPO6JIeM OOHAPYKEHUS aTaK «HYJIEBOTO JHS»,
ITOCKOJIBKY €ro 3(PheKTUBHOCTH YKe OlleHEeHa C UC-
MOJIb30BaHMEM TaKMX MOJeel, KaK CTy4aiiHbI
Jiec, nepeBo pewenuii, KNN, nepcenTpoH u T. I.
[8, 9].

B cymiecTByOmMMUX MCCIeA0BaHUSIX B KauecTBe
KpUTEpUEB  KaacCcubUKAIMM  UCITOIb30BAINCH
IaHHbIE aHAIM3a CETEBOTO TpaduKa.

IIpenaraemasi MeTOAO/IOT U

[lpennaraemasi MeTOHOJIOTUSI 3aK/IIOUaeTcs] B
paspaboTke Momenyu OOGHApYKeHMsI aTaK <«HyJie-
BOTO IHSI», OCHOBAaHHOI Ha HEMPOHHBIX CETSX, C
MUCIOAb30BaHMEM CeTeBOTo Tpaduka "
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anrnapaTHbIX JaHHBIX, PACIIUPSIOMIUX BO3MOXKHO-
CTU aBTOHKOAEpa.

B sT0it pabore mepeuncieHbl TPU OCHOBHBIX
paccMaTpMBaeMbIX acIieKkTa:

e  paspaboTKa M BHeIpeHMe Ha IPAKTUKe CU-
CTEeMbI OOHAPYKEHUST aTaK «HYJIEBOrO JHSI» C UC-
Moyib30BaHueM 3G(eKTUBHON MOAENIN aBTOIHKO-
nepa, BctpanBaeMmyio B IDS;

e  (o3JlaHMe OAHOKJIaccoBoit SVM-momenn
ISt OGHAPY>KEHUST aTaK;

e  (CpaBHEHMEe MPOU3BOAUTENbHOCTU OfI-
HOKJIacCcoBOM SVM-mopenu, KOTopas [OeiiCTByeT
Kak 6a30BbIii IETEKTOP aTak, C IpejaraeMoi Mo-
JleJIbI0 aBTOSHKOIepa.

IIpoGnembl, CBSI3aHHBbIE C OOHaApY)XEeHUEM
aTak «HY/JIeBOTO JH»

OCHOBHOE MPENSTCTBME JISI OOHAPYKEeHUS
aTak «HyJeBOro JHS» C UCIIOIb30BaHMEM HEPOH-
HBIX CeTeli CBSI3aHO C TUTIOM Habopa JaHHbBIX U eTo
HEeJOCTYITHOCTbIO, ITOCKOJIbKY B HEM HET HabOpOB
IaHHBIX, COUETAIONIMX aflapaTHble U CeTeBble
cBoiicTBa. TepMMH «aTaka <«HYJIEBOrO IHSI» MC-
MTOJTb3YeTCS 11 0603HAUEHMS YI3BUMOCTH, KOTO-
pas paHee He 6blIa BbIsB/IeHA [1], UTO 3aTpymHSIET
TOYHYIO UIOEHTUGUKAIMIO U IPOTHO3UPOBAHME
MOJIeNIM aTaK «HYJIEBOTO IHSI» B ITPAKTUUECKUX CU-
TyauusxX. DTU aTaky MTOCTOSTHHO MEHSIIOTCS U YaCTO
MCIIONb3YIOT B CBOMUX MHTepecax HOBbIe ySI3BUMO-
CTH, UTO JejaeT ux 6ojee sdderTuBHbIMU. CITOXK-
Hee OOHAPYKUTb UX C IIOMOIIIbIO CTAHIAPTHBIX Me-
TOHOB. B pesynbTare, KoTAa MOTOK AaHHbBIX U3Be-
CTeH U 1IeJIb COCTOUT B TOM, YTOOBI OGHAPYKUTh
paHee BbIsSIBJIeHHbIE METOAbI aTaKy, a He MpefcKa-
3pIBaTh COBEPIIEHHO HOBbIe U HEU3BECTHbIE Cja-
Oble MecTa, MOMENM HeMPOHHBIX CeTell OKa3bIBa-
I0TCs 60Jiee MOIe3HBIMY, U 3a7ja4a COCTOUT B TOM,
yTOOBI BHEAPUTh MOJEIM, CIOCOOHBbIEe 3ddek-
TUBHO BBISIB/ISITh HOBbIE aTaKu

II. 0630p AUTEpaTypPHI

2.1. OTOT pasmen COOep;KUT OMMUcaHue pas3and-
HbIX METOJI0JIOTUIi, KOTOpbIe PacCMaTPUBAIOTCS U
MCITONB3YIOTCS IJ1s1 OOHAPYKEHMSI aTaK «HY/IeBOTO
IHS» B obnmactu KubepbesomacHocTu. Takue uc-
cnepgoBarenu, Kak XaHHa Xusaau, SH T'o, gHbpy
Ukoy ¥ Jpyrue, U3YYMIM MHOTOUYMCIEHHbBIE
Habopsl maHHbIX, oT CICIDS2020 mo NSL-KDD,
MpUMEHMB TaKue MeTOMAbl, KaK OAHOKJaccoBasi
SVM, aBTOSHKOJEp M pas3juMyHble MOJEIN TITy6o-
KOro o0yuyeHusl. AHaIM3 ceTeBoro Tpaduka, 06Ha-
pykeHle BpeIOHOCHBIX IIPOTPaMM C arlapaTHO
MOAAEP>KKOM, YIIPOIeHHbIe MeTOAbI TMPUHSATUS
peleHunit, M faxke BHeAPeHME IITyOOKOTro 06yueHmsI
C TOoOKpeIUieHMeM. B 1LieoM, 3T MccaesoBaHUs
TIPeJOCTaBIISIOT IIeHHYIO MH(OpMAaIINIo 0 TOM, KaK

pa3BMBaETCSI CUCTEMa OOHApYKeHUSI aTak «HyJle-
BOTO JTHSI», IOTUYEPKMBAs TIOTPeOGHOCTb B TEPEOo-
BbIX MOJEJISIX M 3TAJOHHBIX HAabopax MaHHBIX B
9TO KM3HEHHO BayKHO 061acTu.

2.2. ConyrcrBytomias pabora Ilatumapa B [1] Ha
OCHOBe JICII0/Tb30BaHMsI HAGOPOB JAHHBIX O BPEIO-
HOCHBIX IpOorpaMmax OIMCAaHO, KaK pasanyHbie
TUIIBI BPEOHOCHBIX IPOrPaMM BJIMSIOT Ha 6e3-
OTIACHOCTDb ¥ KaK MOKHO IIOCTPOUTH MOZE/Ib OOHAa-
PYXeHUSI B peXyuMe «HYJIEBOrO AHS», VUCIIONb3Ys
COOTBETCTBYIOIIME METOObl OOHAPYKEHMS, ITO[I-
YepKMBAIOIIVe BAXKHOCTh OOHAPYKEHMS aTak B pe-
SKMMe «HYJIeBOTO THSI». XMHIN U Ap. B [2] 06cyskma-
JIOCh MCIOJIb30BaHMeE BO3MOXXHOCTE} KOAVPOBa-
HMSI U JeKoaupoBaHus autoencoder Jjist CO3IaHUS
UIEHTU(GUKATOPOB Ha OCHOBE CUTHATYP /151 OOHAa-
PY’KeHUSI «HYJIeBOTO THSI». XMHIOY U AP. [2] UCTTIONb-
3o0Banu CICIDS2020 1 NSL-KDD nosepx Habopa
maHHeix KDD-CUP99 mist o6yueHus mMopenn. B
cBoeM MuccienoBaHuu M6oHa m Ip. [6] co3pamu
eIVHbI Ki1acc. Mogenab Ha OCHOBe Kiaccuduka-
Topa SVM ¢ ucrnonb3oanmeMm CICDDOS 2019. SIar
Toy [8] mpoBes 0630pHOE UCC/IeAOBaHNE U CPABHU-
TeJbHbIN aHaIM3 Pa3JINIHbIX TUTIOB UIAeHTUdMKA-
TOPOB /I OOHAPYKEHUS «HYIEBOTO JHSI» Ha OC-
HOBe curHaryp. s aHanmsa npou3BOAUTENbHO-
cTM 6GbUIM  MCIIONIb30BAaHBI HAOGOPBI  JAHHBIX
IDS2017 n NSL KDD, a Takke aBTO3HKOZep One
Class SVM, ciyuaiinbiit jiec u T. A. Ykoy u Ile3apo
[9] ucmonp3oBanu nmaHHble CIC-pacxomomepa, a
mmeHHO CIC-AWS-2018, 1151 06ydyeHUs IIeCTH pas-
JIMYHBIX MOJesieli BBISBJIEHUIO HYJIEBBbIX OHEN U
aHaIM3y UX CPAaBHUTENbHBIX XapaKTepUCTUK. Js
TIOBBINIIEHNS TIPOMU3BOIUTETBHOCTY UCIIONb3YIOTCS
HECKOJIbKO METOMO0B, TAKMX KaK CJIyYalHbIA Jiec,
l'ayccoBCKMIT HaMBHBIN aHAIN3, [lepeBo pelieHn,
mHorocnoviHbll [lepcentpon, KNN u kBagpatuyu-
HbII JUCKPUMMUHAHTHbBIN aHa/IN3. MakpaHu u 1p.
[10] Bocio/ib30BauCh JAHHBIMY B peXXMMe peasib-
HOTO BpeMeHM U MOATOTOBWIM CPaBHUTEIbHBbI
0630pHBIl JOKYMEHT, B KOTOPOM CPaBHMUBAIUCH
CIyJaliHbIN Jec, JepeBo pelleHui, CToxacTude-
CKUI TpPaAMeHTHBI CITycK U T.4. ['ao u ip. [12] pa3-
pabotanyu MajmorabapuTHBINi, YyBCTBUTEIbHBINA K
3aTpaTaM MeXaHM3M IIPUHSITUSI pellleHnit Ha ocC-
HOBe JiepeBa, KOTOPbIii TOUHO OIpeessieT, IPUHN-
Masi BO BHMMaHMe TMperouTeHus Mo/ib30BaTeneii
U KOMIIPOMMCC MEXIy Hauiaydilieir mpou3BOAu-
TeTbHOCTHIO U 3aTpaTaMi Ha BHeJpeHue, KacCu-
¢dbuxaTop MaIMHHOTO 06YUeHUs ST UCIIONb30Ba-
HUSI TIPM OHJIAMH - OOHApYXKeHUM BPEIOHOCHBIX
nporpamm. CorsacHo pe3y/ibTaTaM TeCTUPOBAHMUS,
TIpeJIOKEeHHBI METO/I MOKET OOHAPYKMBATD Bpe-
IIOHOCHBIE TTPOrPaMMbl Ha 000PYIOBaHMM TTOUTH B
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94% cny4yaeB, 3HAUUTENbHO CHMKAsl 3aTpaThl Ha
yCTaHOBKY. Penu m ap. [13] ucrionb3oBany rimy6o-
Koe 06yueHMe C MoOAKpervIeHeM JIJIsl aBTOMAaTU3a-
MM 3amauy OOHapYsKeHUsI BTOPKEHMIT, KOTopas
BK/IIOYAET IMTyOOKOe Oo6ydyeHMe B TPagUIIVIOHHOE
o6yJeHMe C MOAKPerIeHNeM, UYTO MPUBOIUT K YCO-
BEPILEHCTBOBAHHOJI CTpaTernym 60pbObI C Kubepy-
rposamu. Jengap u ap. [14] o6cyomunu apderTus-
HOCTbh METOJIOB, OCHOBAaHHBIX Ha YACTMYHOM KOH-
Tpose, 6e3HaJA30PHOCTY ¥ Mayo3aTPaTHOM MC-
MONIb30BaHMM, AJisI 3(PGEeKTUBHOIO 0OHAPYKEHUS
BPEIOHOCHBIX ITPOTPaMM C «HYJIEBOTO OHSI». Alu U
op. [15] wucnomp3oBanmu  HAbOp — AAHHBIX
CICIDS2020, uTo6b! omucaTh OOHapykKeHMe aTak
«HYJIEBOTO JTHST» U TO, KaK OHU KJIaCCUDUITUPYIOTCS
KaK MeTO[bl OOHAPY>KeHMSI HA OCHOBE aHOMAJINIit,
rpadyKoB 1 UCKYCCTBEHHOTO MHTeIeKkTa. Vik6an u
Ip. [16] mpemcTaBmiIyv BCeCTOPOHHMIT 0630p COBpe-
MEHHbIX METOIMK 0OHAPYKEHNSI «<HYJIEBOTO THSI» B
Bume BLOSOM m CNN, a Takke MOOUYEpPKHYIU
HeoOXOIVIMOCTb B HOBBIX TECTMPYEMbIX Habopax
IAHHBIX BMECTO TpaIULMOHHBIX. YeH U 1p. [17]
paspaboTasm MOAelb OOHAPY)KeHUS BPemOHOC-
noro IO «uyneBoro musi» mias Android, koTopas
paccmaTpuBaeT rpad MK MOTOKA YIIPaBIeHUS IIPU-
JIO’keHMeM JJis1 OOHapy>KeHUs] HeCaHKIMOHUPO-
BaHHBIX BHI30BOB. AKaTta 1 1ip. al [18] ucmonb3oBain
Habopsl gaHHbIX NSL-KDD u CICIDS2020 s pas-
paboTKM MoOfenau, CIOCOOHOI OOGHapYKUBATh
aTaku «HyneBoro IHs». Kymap u np. [19] npone-
MOHCTpUpOBa/ 3¢GHEeKTUBHOCTh HEMPOHHBIX Ce-
Teit Generative adversarial network (GAN) B 3¢-
(beKTMBHOM OGHApyKeHUM aTaK «HYJIE€BOTO IHS»,
UCIT0Ib3Ys1 Habop maHHbIX CIC-AWS 2018.

IT1. HaGop maHHBIX

3.1. IIpemBaputenbHas obpaborka NSL-KDD
CICIDS2020[20] n NSL-KDD [21], BbllylleHHbIE
CIC (KaHaaCKMM MHCTUTYTOM KuOepbe3omnacHo-
CTH), IPEACTABJISIOT C060Ji HA6OPHI JAHHBIX O Ce-
TeBbIX [IOTOKAX, MCIIOJIb3yeMble JIJIsl OIeHKU Tpe]I-
JlaraeMojit Mozenu. 3TV HabopbI JaHHBIX COMEPKaT
Kiaccudukauuio Kubeparak M HOpMaJIbHOTO Tpa-
¢duxka. [IaTMIHEBHBI OTUET O KubepaTakax B hop-
mare raw comepsxkurcs B CICIDS2020 [20], a aTaku
CO CTOPOHBI BHYTPEHHUX U BHEIIHMX HapyLIUTe-
Jieii omycaHbl CIeAYIONMM 06pasoMm.

Ha6op manubix NSL-KDD 6bul mpencraBiieH
IS CMSTYEHMs] OrpaHMUYeHMIt Habopa MaHHbIX
KDD Cup99, npemocTaB/isiioOIIero yetbipe Kubep-
HETUYECKUX KjIacca, Ha3bIBaeMbIX OT ITOJb30Ba-
Tens 1o root (U2R), OT ygaseHHOTO 10 JIOKaJIbHOTO
HapymmTens (R2L), otkas B o6cmykuBanuy (DoS).
OH gocTyreH B Bue napbl ¢aitioB test-train.csv
kak KDDTrain+.csv’ u ‘KDDTest+.csv’. [21]

D.AV.LD.E [22, 23, 24] CucTeMHbII 1 HA60D TaHHBIX
HPC, wucnonb3yemserit mast  obydenuss HMD
(hardware-supported malware detection system).
Ha6op manubsix HPC cocTrouT mM3 3HaueHuit mpo-
IrpaMMHOTO CUeTUYMKA, 3aPerMCTPUPOBAHHbIX C T10-
moibio cynepkoMmmbioTepa D.A.V.I.D.E. [23, 24].

IV. 0630p MeTOmONOrUM

B arom paspmene paccMaTpMBaIOTCS HaOOPbI
IaHHBIX JJIST IPeIBapUTENIbHOI 06paboTKM, ITpe-
jaraemMasi MofieJib, a Takke Mpollecc o6yueHus u
OIIeHKM.

4.1. TlpegBaputenbHasi o6paboTka [Ipemsapu-
TejbHast 06paboTKa BKIIOYAET B C€0S MOATOTOBKY
Hab0opOB HAHHBIX, BK/IIOUas Habopsl JaHHbIX NSL-
KDD, CICIDS2020 u DAVIDE HPC, aj1g 1CII0/b30-
BaHMS.

4.1.1. IMpenBapuTenbHast obpaboTka
CICIDS2020. Habop manubix CICIDS2020 pa3gensi-
eTCsl Ha OCHOBe KJ1acca aTaky M BpeMeHHbIX METOK,
MIpeIOCTaB/IsIEMbIX B Hab60pe TaHHbIX, CTeHEPUPO-
BaHHBII B OTJe/bHbIE (aiibl «pcap», CUIbHO KOP-
penpoBaHHble TPU3HAKY UCKIIOUAIOTCS C YYETOM
noporosoro 3HaueHust «0,9».

4.1.2. TIpenBapuTenbHas o6pa6orka NSL-KDD.
Ha6op maunbix NSL-KDD mnocraBjisieTcss B Bue
mapbl TeCTOBBIX (aiijoB train.csv, YTO MO3BOMSIET
MCITONIb30BATDb €ro IS 1eJieil OLleHKM, MUHYS 06-
MIMPHYIO ITpeBapUTEIbHYI0 00pabOTKY.

4.1.3. TpemBaputenbHas o6pab6oTtka DAVIDE
HPC. Hab6op manubix DAVIDE BKiTIOUaeT gaHHbIE C
Y37I0B CYyNepKOMITbIOTEPa, COOpaHHbIe [JIT aHa-
Ji3a aHOMaJIMi1 B IOBeAeHUM y3710B. Ero rnpeasa-
puTenabHass 00paboTKa BKIIIOYAET OIpemesieHye
BPEMEHHBIX METOK [IJIT 00paboTKM ¥ UAeaTbHbIX
BpeMeHHbIX MHTEPBAJIOB [JIs1 HeoOs3aTelbHOTO
yaaneHus Iepep repefavueit JaHHbIX B aBTOMATH -
YeCKUi1 KOOUPOBIIUK.

4.2. Monenb Ha OCHOBe aBTO3HKoAepa. OCHO-
BOJi IIpefjiaraeMoi Mofieay Ha OCHOBe aBTO3HKO-
Iepa CITYyKUT MCKYCCTBEHHas HelpOHHasl CeTb
(ANN). i BbIOOpA CTPYKTYPbI CETHU, KOINUECTBA
MIePUOMOB U CKOPOCTY OOYUEHMS JIJIT ONTUMM3a-
LIV TUIleprapaMeTPOB UCIIOAb3YETCS CTydaliHbIlN
MMOMCK. XOPOIIIO M3BECTHO, UTO CIyYalHbIi MOUCK
ObICTpee MPUBOAUT K MOTYOIITUMAaTIbHOMY HAab0opy
rapaMeTpoB, YeM IOMCK I0 ceTke. Korma Tpeby-
€TCST BCET0 HEeCKOJIbKO MapaMeTpoB, ObII0 TIpoje-
MOHCTPUPOBAHO, YTO OH Y/Iy4IllaeT ITOMCK IO CETKe
[1]. 3TO ymMeHbIIaeT BepOSITHOCTD MOTYyUYEHUS 3a-
BBIIIEHHBbIX MapaMeTpoB. OO6yuaromass BbIOOpKa
paspesieHa Ha TPEHMPOBOUHYIO ¥ TECTOBYIO Ha 75%
u 25%, coorBeTcTBeHHO. TakuMM 06pasom, [Jis
VHULMAIN3AUUM MOJENM UCIIONb3YeTCsl Ueanb-
Has cxemMa ANN, KoTOpasi BK/IIOUAET KOAMUYECTBO



AKTyaJbHbIE UCCIeOBAHUS ¢ 2025. N214 (249)

[E] udopMaiOHHbIE TEXHOIOTHUH | 45

CKPBITBIX CJIOEB M HEIIPOHOB B Ka)KIOM cjoe. DTa
Mojesb 06yuajach B TEUEHUE «N» IEePUOIOB Bpe-
meHu. [Ipy aHanM3e KPUBBIX TOYHOCTU U TIOTEPH
IIPOBEPSIETCST CXOAMMOCTh aBTOHKOAEpA.

4.3. OgHoKIaccoBas Mojejb Ha ocHoBe SVM.
OpHokitaccoBeiii SVM  gBiisieTcsl pacliypeHynem
mopenut SVM, OCHOBaHHOI Ha KOHTPOJIUPYEMOM
00yYeHMM, U ITO3BOJISIET ITPOBOAUTH 00yUeHMe 6e3
KOHTPOJISI, KOTIa OIpeaessieTcss OOMH Kiacc. B or-
JIN4Me OT aBTOIHKOIEpPa, IMie BbIXOAHbBIE TaHHbIE
OCHOBaHbI Ha MOPOTOBOM 3HAueHUM, HA BBIXOAE
reHepUpYyeTCs LBOUYHBIN KO, OTIpelessItol it Co-
OTBETCTBYET JIX 3K3eMILISIP KJIaccCy, IJisi KOTOPOTo
obyuaetcst SVM, uim Her. I NIDS B ripepjiarae-
MOJt HaMM MOJ e UCIIOb3yeTCsl OJHOK/IaCCOBbI
SVM psis1 cpaBHEHUS €r0 POU3BOAUTETBHOCTU C
aBTo3HKOomepoM. OOyUYeHHbIe MOAENN IIpesiara-
eTcs 0ObeIVHUTL BMECTE, UTOObI 00beAVHUTH 3 -
dextuBHOCTD QyHKIMIT HIDS u NIDS, uTto erme
60JIbIlIe TIOBBICUT PEIIAIOIIYIO0 MM ITPOTHOCTHUYE-
CKYI0 CIIOCOOHOCTH ITpemjiaraeMoii MOIenu JIJis
MMPOTHO3MPOBAHMS aTaKM «HYJIEBOTO IHsI». IIpem-
JIararoTCst MOJIeNIV Ha OCHOBE aBTOHKOIepa, KOTO-
poie umetotr AUC ot 90 mo 95% u Bbime [1, 10]. B
OTHEeIbHOCTM TIpemjiaraemMasi oObeIyHeHHass MO-
enb HalpaBjieHa Ha OOCTiKeHue 1eneBoro AUC
cocrasyseT 90% miu BbIIIIe.

V. 3akniouenue

MupoBble KCCIeIOBaTeIM M Pa3spabOTUMUKU C
MHTEpecoM CJIedsT 3a MOCAeTHUMM IOCTVKEeHMU-
SIMM B 06/71aCTU MCKYCCTBEHHOTO MHTEJIJIEKTA B 00-
nactu kubepbesomacHocTu. VcIionb30BaHue MoO-
Ieneil MaIIMHHOTO OOydueHMs] II03BOJISIET He
TOJBKO TIPOTHO3MPOBATh aTaky, KOTOpble W3-
BECTHBI CUCTEME, HO U BBISIBJISITh aTaKU «HYIE€BOTO
IHSI», CUTHATypbl KOTOPBIX OTCYTCTBYIOT B CU-
creme. Ho mporpecc orpaHuumMBaeTcsl u3o00peTe-
HUSIMM C YYE€TOM MHOTUX ITPOO6IeM U HEIOCTaTKOB
COBpEMEHHbBIX  TEXHOJOTMUYECKMX  TapagurM.
IpenJiokeHHbIe METO/IbI ABJISIOTCS MHOroo6era-
IOIMM C TOUKM 3peHUsT 9PPEeKTUBHOIO MUCIIONb-
30BaHMSI AIlIapaTHBIX CPEACTB U CETEBbIX TaHHBIX
IIJIS BBISIBJIEHUST YIPO3 «HYJIEBOTO IHSI». B Momenn
BK/IIOUEHbl (QYHKIMM aHalIu3a, KOAMPOBaHMS,
O0TOOpaskeHMs ¥ OOHApYKeHMs1. ITa Mes MpuBea
K TIOSIBJIGHUIO HECKOJIbKMX HOBBIX KOHIIEMIIMIA,
6113HeC-BO3MOKHOCTEN ¥ BO3MOXKHOCTE JIJIsT pas-
PpabOTKM MIMPOKOTO CIIEKTPa YUIYT U MPOAYKTOB. B
9TOJ paboTe OMMCAaHbI TEXHUYECKNUE TPEOOBAHMS
IJIST peanMsalMy Mojeneii OOHApy>KeHMSI aTak
«HYJIEBOTO JHSI» HAa OCHOBe CUTHATyp. IIpexme
BCero, B Helt Mpe/CcTaB/ieH COBpeMeHHbII mpumep
MCITOJIb30BaHUS KubGepOe3omnacHOCTM U UCKYC-
CTBEHHOTO MHTEJJIEKTa, HajJ, KOTOPbIM PaboTaroT

uccenoBaTeny U paspaboTumku. B 3T0it craTthe
JaeTcs MpefacTaBieHue O TOM, KaK MOJEeNU Ma-
MIMHHOTO O6YYeHMS] MOTYT OBITb MCIIOTb30BaHBI
IJIST OOHAPYKEHMST «HYJIEBOTO IHSI» U PacIIupsieT
MEeTOJOIOTUIO MOJEeNMPOBaHMSI HA OCHOBE aBTO-
9HKOZ,ePa /Il 00HAPY>)KEeHNSI aTaK «HY/IeBOT0 THS».
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CUHTE3 MOJIEJIU ®OPMINPOBAHUS TPEBOBAHUI K CUCTEME
OBECITEYEHN S NTHO®OPMAIIMOHHO BE3OITACHOCTH MEXXBHIOBOI
CUCTEMBI MTHO®OPMAIIMOHHOI'O OBMEHA BOOPY>KEHHBIX CUJI
POCCUICKOI ®EIEPALINU

AHHOmauus. B cmamee npedcmasiena modes popmuposarus mpebosanuii K cucmeme obecneueHusi UHpop-
MayuoHHoli 6esonacHocmu (COUB) 8 mexeudosoli cucmeme uHngpopmayuortozo obmena (MCHO) BoopyiceHHbIX
Cun Poccuiickoti ®@edepayuu. Modens npedHasHaueHa 0Jis1 8bIpabOMKU nepeuHs Npasosslx, 0P2aHU3AUUOHHBIX U
mexHuuecKux mep 3aujumol uHpopmayuu, 06pabamsleaemoli 8 60eHHbIX ABMOMAMU3UPOBAHHBIX cucmemax (AC),
C yuemom yzpo3 uHgopmauuonHoti 6ezonacHocmu (Mb), HopmamueHoti npasosoli 6a3wl u Xapakmepucmux 06sex-
moe uHgopmamusayuu.

Kmoueesle cnoea: ungopmayuonras 6ezonacHocms, COUB, mexceudosas cucmema uHGoOpmMayuoHHozo 00-
MeHa, Boopyscertosie Cunst PO, asmomamusuposanHas cucmema, Kaaccugurayus yepo3, yposeHs 3HaAUUMOCMU

uHpopmayuu, 3awiuma uHpopmavyuu, mpedosarus x b, modenv UB.

Monenb dbopmupoBaHust TpebOBaHUS K CU-
creMe obecrieueHus1 6€30MacHOCTY MHGOP-
mauum (manee — COUDB) mMeXBUAOBOM CUCTEMBI
mHdopmalMoHHoro obmeHa BoopyskeHHbIX Cui
Poccuiickoit ®egepannnu (manee — MCUO) mipen-
HasHaueHa Iy GopMMUpPOBaHMUs TepeuHs Tpebo-
BaHMIi TI0 MPABOBBIM, OPTaHU3ALMOHHBIM U TeX-
HUYECKMM MepaM 3amuThl MHOOpMAUMM U K
COUB B esiom.

IMocTaHoBKa 3afauM CMHTe3a Mojenn Gopmu-
poBaHus Tpe6oBaHMS.

Heo6xonuMo ¢ ydyeToMm yrpo3 6e30macHOCTH
mHdopmaiuu (ganee — iB), HOpMaTUBHBIX ITPaBO-
BBIX aKTOB ¥ HOPMATUBHbBIX IOKYMEHTOB CHOpMM-
poBaTh IepeueHb TpedboBauuit K COVB, obecneun-
BAaOIMX HENTPaIM3anUI0 yrpo3 6e30macHOCTH
mHdopmaiuu, odpabaTbiBaeMoil Ha 06bEKTe UH-
dbopmaTtusaiuu (nanee — ON) BoeHHOI opraHmusa-
1107078

B kauvecTBe MCXOOHBIX NAHHBIX [JISI CUHTE3a
MOJ,eI UCTIOIb3YIOTCS

e  (yUCTeMa HOPMATMBHOJ IpaBOBOJi 6a3bl B
obnactu VIB, MHOKeCTBO TpeboBaHMii PT;

e  Buabl O0OpabaThiBaeMoOii MHGOPMAIUH,
MHOXXEeCTBO BUAOB, 00pabaTbiBaeMoOii MHGOpMa-
uyn HY;

e  MHOXECTBO yrpo3 6e3omacHocTi MHOOP-
mauyum WM,

PesynbTaTsl, pOBedEeHHbBIX UCCIEI0BAHNUI M10-
Ka3aJin, YTO B COCTaB Mojienn GOPMUPOBAHMS Tpe-
60BaHMIT JO/KHBI BXOAUTD:

e  mpolenypbl GopMUpoOBaHUST TpeGOBaHMIT
K MpaBOBBIM Mepam 3U (cocTaB U cofepskaHue op-
raHM3alMMOHHO-PaCIopAaNTeJIbHbIX OOKyMeH-
TOB);

e  mpolenypbl GOpMUpPOBaHUST TpeGOBaHMIT
K OpraHM3alMOHHBIM MepaMm (CTPYKTypa opraHa
nmo obGecrieueHnI0 6e30MaCHOCTY MHGOpPMAIUK
(IB), yKOMIUIEKTOBAHHOCTD ¥ YPOBEHb I10ATOTOB-
JIECHHOCTY COTPYAHUKOB);

o wiaccudukamnyus OV BoeHHO! opraHu3a-
Mu;
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e  Tpolieaypbl GopMUPOBAHMS TEXHUUECKUX
TpebOBaHMII K CUCTeMe 3alluThl MHGPOPMAaIUK
(manee — C3N).

CrpykTypa mMomenun (popMupoBaHus TpeOGoBa-
HUI TIpeACTaBAeHa Ha pUCyHKe 1.

IMpouenypbl GopmupoBaHusi TpebOBaHMUIT K
OPJl u cCTpyKType CIykObI (TTOApasmeneHuit),
obecrieunBaromux VB, 3akaouyaioTcs: B aHauu3e
HOPMAaTMBHBIX MPABOBBIX aKTOB M HOPMAaTUBHBIX
IOKyMEeHTOB B ob6nactu Ub; dopmupoBanuu me-
peuHs1 opraHu3alMOHHO-PaCIOPSIANTENbHBIX H0-
KyYMEHTOB HEOOXOAMMBIX [IJI CO3MaHUsI U (QYHK-
unoHupoBanus COUB; TpeboBaHMit K CTPYKType
CTyKOBI (TToapasmeneHnii) obecreunBaommux 1b;
TpeboBaHMii K KBaIMGUKALIUM CIEIMUATUCTOB
(MOKHOCTHBIX JIMI, IO 3amuTe MHGOpMAaIUN)
CITYKOBI (TTOApas3aeneHuin).

PykoBogsmuii mokymeHT [1] ompefnesnsieT mo-
pAIOK KiaccubmKanym aBTOMaTU3MPOBAHHBIX CH-
CTeM, MoZJjekalluX 3aluTe OT HECAHKLMOHUPO-
BAaHHOI'O JIOCTYIa K MHGOpMalum, U TpeboBaHMS
o 3amuTe uHopmauyum B AC pas3MUHbIX Kaac-
COB.

UcxooHBIMM [OAHHBIMU [OJISI  OIpeLleieHus
KJIacca 3alIMIeHHOCTY aBTOMAaTU3VPOBAHHO CU-
creMe (panee — AC) ABISIOTCS:

e  MHOXECTBO YPOBHE 3HAUMMOCTYU MHPOP-
mauyy U3, U3 = {u3},j=1 + ] - KonnuecTBO ypoBHEN
3HAYMMOCTH CIyke6HOI MHpopMaruu, | = 4, rue
ud, ud, u?, ud, - 1 karteropmus, 2 Kareropus, 3

KaTeropusi M O6BEKThI, KOTOPBIM OTCYTCTBYeT
HeoOXOOMMOCTb MPUCBOEHMUSI KaTeropum 3HAUM-
MOCTY COOTBETCTBEHHO);

e macmrtab AC (OM) MHC, M€ = Im"C;, m"¢,,
m"C}, rme m¥¢;, m",, m"“;— pacripepenennas, no-
KajibHast ceTb anbo otmenbubiii OBT cooTBeT-
CTBEHHO,;

e  MHOXeCTBO BuIoB MHpopmauuy HY, HY =
{h"}, rmei=1, 2, ..., | - KoaMUeCTBO BUIOB MHPOP-
MaLuu;

e  MHOXECTBO CBOJCTB 6€30IacHOCTM WH-
dbopmanyu C, C ={Cn}, rme n=1 + N — KOIM4IeCTBO
CBOJICTB 6€30IacHOCTY MH(pOpPMaLN;

. MHOKeCTBO objacTeit gesarenbHocty D, D
={d,}, g =1+ G - RomMuecTBO 06JIACTE [TeATEh-
HOCTHU,

e WA - MHOXECTBO aKTyaJIbHbIX YIpo3 6e3-
omacHocTy MHGopmanyy WA= {w*},r=1+R - Ko-
JIMYECTBO aKTYaJbHbIX YTPO3 6€30IacHOCTH;

e  V®— MHOXeCTBO BUJIOB yIlep6a, Y® = {yB],
k =1 + K — KoluuecTBO BUIOB yiIep6a;

e V¢ — MHOXECTBO CTeIleHEl BO3MOXXHOTO
yuep6a, V¢ = {yn}, m =1 + M — KOJM4ecTBO cTere-
Heii yiep6a M = 3, tie v, V%, Vs — BBICOKUIA, Cpe/I-
HUIA, HU3KUIT YPOBHM BO3MOKHOTO yiepba CoOT-
BETCTBEHHO;

e (QF - MHOXECTBO pEeXUMOB 00paGOTKM
IaHHBIX M TIpaB [OOCTyIa Mojb3oBaTeneit, QF =
{q"¢,}, z =1 + Z — KoMM4eCTBO BO3MOKHbIX Bapu-
AQHTOB COBMeIIleHNS.

| TpeGosarma k COME PT = PTI 1y PTO ) pTHC 1) pIT

TO TII
F P pPTHC
IMpouemypa
tbopnmp oEaHiLa < Ipouemypa
Tpeboramst x OPT doprmpoEar
x et Tpeboramnt k C3H
\|/ g u?
Ipouemypa gopnmpoEaHia Mopgems onpegeneHitd Klacca
TpeboBamnl Kk cIpyKIype d #| saupmuensocmn AC (sHawmmvocTH
opraHok obecnetnEatonnn Hb > obvexra HB)
H
PI pt pHC WM

Bup obpabarsmeaenoit
b opMaInn

Mopems onpegeneHHs
AKTYaNMbHBI YTPOS
GesomacHOCTH MHQOPMAITT

Y

CrcTema ZAK0HOOATEIBHEBL,

—| HOPMATMEHBIN I METONHMECKI
DoxyMeHTOE B 0bmacm HB

HcxonHele DAHHEIE

Mopem yrpos besomacHocTi
MHOpMAIEE

Puc. 1. Modens mexHonozuu (popmuposanust mpe6o8aHuii
K cucmeme obecneueHus UHQHOPMAYUOHHOI 6e3onacHocmu
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Takum 06pa3omM, MOJIeJb OTIpeie/eHNs Kaacca
sammmenHocT AC IO/KHA BKJIIOYATD B Ce0sI:

e omnpenenenne Buga uabopmauyy H = {hy};

e  MmacuTab o6bexTa 3ammTsl M€ = {m"¢;};

e  ompeneneHusl cTeneHu ymepba Y¢ (MHO-
SKeCTBO CBOVCTB 6e3omacHocTy MHGopmatuu C, C
= {Cu}; obmacm pesarenbHOCTM D = {d}; BUOBI
yiep6a, ¥ = {y®d;

e  CTeleHM BO3MOXHOTO yuiep6a, V¢ = {yn});

e  ompeaeneHue YpPOBHS 3HAUMMOCTU WUH-
dbopmanyn U3 = F4 (C, Y°);

e  OIpeeNieHMe PesKMMa 00PabOTKM TaHHbBIX
¥ TIpaB [OCTYyIIa moib3oBaTeneit Q%=F; (U3, MC),

JI71s1 KaskIOTo CBOIiCTBA 6€30MacHOCTU UHGOP-
Mauum (Ci, Cz, C3) YCTAHABIUBAIOTCS CJIEAYIOIINE
CTeIeHy BO3MOXKHOTrO yiep6a:

e  BBICOKOI, €C/IM B pe3y/ibTaTe HapyIIeHus
OJTHOTO M3 CBOMCTB 06e30macHOCTU MHGOpMAIU
BO3MOXKHbBI CyI[eCTBEHHbIE HEraTUBHbIE MOC/IE]-
ctBus U (i) AC mepecTaja BbIIIOJHSITh BO3JIO-
SKeHHbIe Ha Heé QyHKINN;

e  CpeIHei, e B pe3ybTaTe HapyIIeHUS
OJTHOTO U3 CBOJICTB 6€30MacHOCTM MHGpOpMAaIUK
BO3MOJXXHbBI yMEpEHHbIe HeTaTUBHbIE TTOCIENCTBYS
u (uu) AC He MOKeT BBITIOJTHATD XOTSI ObI OIHY U3
BO3JIOXKEHHBIX HAa He€ PyHKINIL;

e  HM3KONM, e B pe3yjbTaTe HapyIIeHUs
OJTHOTO U3 CBOJICTB 06€30MacHOCTM MHGOpMAaIUK
BO3MOXXHbBI He3HAUMTEeJIbHbIe HEraTUBHbIE II0-
cnenctBus U (Mnu) AC BBIMTOJHSET BO3JIOKEHHBIE
GyHKUMM C KPaTKOBpeMEHHbIM CHMKeHMeM 3¢-
(beKTUBHOCTHU C TIPUBJIEUEHUEM JTOTIOTHUTETBHBIX
CUJI U CPeJICTB.

OmpepnenseM cienyonye YpoBHM 3HAUMMOCTH
mHbopMaImn:

e  uHGOpPMAlLMSI VMEET BBICOKUII YPOBEHBb
3HAUMMOCTH (U3;), ecau XOTs Obl [JIsT OJHOTO U3
CBOIICTB 6Ge301acHOCTM MHGOPMAIMK OIIpeiesieHa
BBICOKAsl CTeTIeHb BO3MOXKHOTO yIep6a;

e yHbOpMaLMa MMeeT CpemHWUII YPOBEHD
3HauMMOCTH (u;), ecau XOTs Obl IJIT OJHOIO U3
CBOIICTB Ge30racHOCTM MHGOPMAIMK OITpeiesieHa
CpeJHSISI CTeIeHb yiepba 1 HeT HU OJHOTO CBO¥-
CTBa, AJISI KOTOPOTO OIpejiesieHa BbICOKAsI CTeTIeHb
yuiepo6a;

e uHbOpMaIMs MMeeT HU3KUI YpPOBEHD
3HauMMocT (u®s), ecau IJIsl BCeX CBOMCTB 6e3-
omacHOCTM WMHGOPMaIMUM OIpeneaeHbl HU3KME
cTerneHu yuiep6ba;

e  uHbDOpMAIMSI MMeeT MUHUMAJIbHBIN YpO-
BeHb 3Haummoctu (udy), ecam obiagateaeM MH-
dbopmatumu u (M) OepaTopoM CTeIeHb yiepba
OT HapyIlIeHUs CBOVCTB 6e30racHoCTy MHGOpMa-
1MUY He MOKeT ObITh OIpeieseHa, HO MPU 3TOM
MHbOpMAaIMS TIOJIEKAT 3aIIUTE B COOTBETCTBUMU
C 3aKOHOAATeNbCTBOM Poccuiickoit @epgepannin.

B ciriyuae 06paboTku B MHGOPMAIMOHHBIX CU-
cTeMax IByX U 6oJiee BUIOB 3HAUMMOI MHGbOpPMa-
uum (KoHQUAeHIMaNbHbIe TaHHbIEe U MHbIE yCTa-
HOBJIEHHBIE 3aKOHOATeJbCTBOM Poccuiickoii ®e-
Iepaiuy Buabl MHOOpMAaIMy OTPAaHMYEHHOTO JI0-
CTyIIa) YPOBEHb 3HAUYMMOCTU MHGPOPMAIUK OTIpe-
IeJISITCST OTHENbHO /I KaskAoro Buaa MHdopma-
1117078

UToroBbINi YpOBEeHb 3HAUMMOCTM MHGOpPMa-
uyu, obpabateiBaeMoii B MIC, ycTaHaBIMBAETCS 110
HAMBBICIIMM 3HAYEeHUSIM CTeleHM BO3MOXKHOTO
yiep6a, orpeesIeHHbIM IJ151 KOHMOWUIeHIIMaTbHO-
CTU, 1IeJIOCTHOCTU, HOCTYIMHOCTU WHGOpMaIn
KaXX[Ioro Buia uHopmaumn.

MHoskecTBO Tpe6oBauuit K COUB (PT), B 061iem
cJIydae, BKIIIOUAeT B cebsi:

e  MHOXeCTBO TpeOOBaHUIt, IpeabsBIse-
MBbIX K TTpaBOBbIM Mepam OUB (P™);

e  MHOXeCTBO TpebOBaHUIA, IpeIbsBIIsIe-
MbIX K OpraHmsanyoHHsiM mepam OUB (P0);

e  MHOXeCTBO TpebOBaHUIA, IpeIbsBIIsIe-
MBIX K TeXHUUYeCKuM Mepam OUB (PTIC),

IlaHHbBIE TTPOLIEYPHI 1[e7IecO06Pa3HO peann3o-
BBIBATh C MCITO/Ib30BaHMEM JIOTUUECKMX OTlepaLimii
anare6pbl JIOTUKMA.

TpeboBanust K COVB omnpemensiioTcst ¢ y4eTOM:
BUAa ob6pabaThiBaeMoit uHbopMaiuu (H); uc-
mosib3yeMbix AC 1 cucTeM Iepemauy JaHHbIX (QYC)
¥ YPOBHS 3HauMMocCTH nHdopmarmu (UMH),

[Tpouiecc peanusauyy Opouenyp onpeneneHns
TpeboBaumuit K OVIb BOeHHOIT opraHM3auuy MOKeT
OBITh IIPEeACTaB/IeH B BUIE, KaK MMOKa3aHO Ha pU-
CYHKe 2.
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Puc. 2. Iopadok peanusayuu npouedyp onpedeneHus mpedosaHuii
K 0becneueHur uHPopmayuoHHoli 6e30nacHocmu opeaHu3ayuul

Takum o6pasom, chOpMUPOBAHHAS MOAEIb
nepevHeil Tpe6GOBaHUII TMO3BOJSIET OCYIIECTBUTH
cosganue COUB B MeXBUIOBOJ cucTeMe MHGPOP-
MalMoHHOro o6MeHa Boopykenubrx Cuit Poccmii-
ckoit @enepauun. [nsa onpenenenus yposHs Ub
BOEHHOIl OpraHmsauuy mOTpedyeTcs ITPOBECTU
CHUHTE3 MaTeMaTU4eCKOy MOJe/IN OLleHKY COCTOSI-
Husg COUB.

JIutepaTrypa
1. PyxoBomsuiuit nokymeHT oT 30.03 1992 r.
«ABTOMAaTU3MpPOBAaHHbIE CUCTEMBI. 3alluTa OT
HECAHKIMOHMPOBAHHOTO AOCTYIIA K MHGOPMAIUMA.
Knaccndukanust aBToMaTU3MPOBAHHbBIX CUCTEM U
Tpe6oBaHMs MO 3al[UTe UHPOPMALIN».
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SYNTHESIS OF A MODEL FOR THE FORMATION OF REQUIREMENTS
FOR THE INFORMATION SECURITY SYSTEM OF THE INTERSPECIFIC
INFORMATION EXCHANGE SYSTEM OF THE ARMED FORCES
OF THE RUSSIAN FEDERATION

Abstract. The article presents a model for the formation of requirements for the information security manage-
ment system (IIS) in the interspecific information exchange system (IIS) The Armed Forces of the Russian Federa-
tion. The model is designed to develop a list of legal, organizational and technical measures to protect information
processed in military automated systems (AS), taking into account threats to information security, the regulatory

framework and characteristics of information technology facilities.
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ments, information security model.
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SKIINH Axpapeii AnekceeBuda
cnyiiaTtenb, KpacHogapckoe Boiciiee yumiuine, Poccus, r. KpacHomap

JEMSHEHKO Axzapeit HukonaeBua
cnyiiaTtenb, KpacHogapckoe Boiciiee yuminine, Poccus, r. KpacHogap

JKUBYYECTDb CUCTEMBI VIIPABJIEHVS 1 THOOPMALINU,
IIEPEJIABAEMOI IO PAIWOJIMHUAM
POBOTOTEXHNMYECKUX KOMIIVJIEKCOB

AHHOmMauus. B cmamee paccmampuearomcs Kiouessle acnekmol o0ecneueHus UHGopMayuoHHol 6e30nacHo-
cmu u ycmotiuugsocmu pyHKYUOHUPOBAHUS pobomomexHuueckux komniaekcos (PTK) 60eHH020 Ha3HaUeHUs 8 YCO-
8USX UHpOPMAYUOHHO-mMexHUUeckozo 8o30deticmaus (MTB). IToduepkuseaemcss pocm uucaa yzpo3 6e3onacHocmu
UHpoOpMayUU 8 Ces3U C NPUMeHeHUEeM UMNOPMHOLL d1eMeHMHOLl 6a3bl, UCNONb308aAHUEM OeCNPOBOOHBIX KAHAIO8
C653U U 02PAHUYEHHbIM UCNO0JIb308AHUEM cpedcme Kpunmozpaguueckoli 3aujumes! uHgopmayuu.

Knroueenle cnosa: po6omomexruueckuti komnnekc (PTK), uHgopmayuonHas 6e3onacHocmos, Kpumuuecku
saxcHvle 2siemeHmol cucmemot (KBIC), uHpopmauuoHHo-mexHuueckoe gosdeticmaue (MTB), paduosiekmpoHHoe
noodasnerue (P3II), cnyguHe, kpunmozpaguueckas 3awyuma (CK3H).

Pa3pa60TKa U BHeJIpeHMEe pPOOOTOTEXHUYECKUX
komIuiekcoB (PTK) Heus6ekHO IPUBOOUT K
BOIIpocaM 6e30TacHOCTM U SKUBYYECTU CUCTEMBI
yIIpaBJIeHUS IIPU UX UCIIOJIb30BaHUM.
OnoHOBpPEMEHHO C MOSIBJIEHMEM HOBBIX TUIIOB
PTK yBenmumBaeTcs KOJIMUECTBO Yrpo3 Gesormac-
HOCTM wuHbOpMaUuM, IUPKYIUpYIOIIeit B pa-
OVIOMVHUM, a HaJInuMe ySI3BUMOCTEN B IMPOTOKO-
Jlax B3aumogencTeus cermeHTOB PTK 1 mpumene-
HJe 3JIeMeHTHOM 6a3bl U IMPOrpaMMHOr0 obecre-
yeHMsI 3apyOesKHOro TMPOM3BOACTBA ITO3BOJISIIOT
MIPOTUBHUKY OCYILECTBISITh Ile/leHallpaBlIeHHOe
MHGOPMAIMOHHO-TEXHUYECKOe BO3JeliCTBUE
(UTB) Ha KpUTUYECKM Ba’KHbIE 3JI€MEHTHI CU-
cremsl (KB2C) PTK.
VHbopManoOHHO-TeEXHUYECKOe BO3MAECTBIE
MO>XEeT OCYIECTBIISITbCSI B BUJIE MPOTPAMMHO-aM-
MapaTHOTO U PafMO3IeKTPOHHOTO oAaBaeHus. B
yCJIOBUSIX  MH(OpPMAalMOHHO-TEXHNYECKOTO BO3-
netictBust napameTpbl KBOC BBIXOAST 3a JOTTYCTU -
Mble Mpefesibl UM MEHSIOT CBOM 3HAYeHUS, UTO
MIPMBOJUT HE TOJbKO K HapYIIeHUIO MHpOopMaIm-
OHHOJI 6e3omacHocTy PTK, HO M K HapylIeHUIO
YCTOMYMBOCTY (GYHKIIMOHMPOBAHUSI COOTBETCTBY-
tomieii KBOC u PTK B 11e710M, a Takke MOXeT Ipu-
Bectu K nepexony PTK BH B kauecTBe cy6bekTa
YIpO3, UTO CHUKAeT ero >XuBy4decTb. [Ipm Takumx
YCIOBUSIX IIPOTUBHUK MOKET BO3eiICTBOBATh, KaK
Ha mpoliecc oomMeHa MHdopMalmeii — To ecTb Ipo-
BOIUTD CeTeBbIE aTaKM, TaK U Ha GU3UUECKYIO 6e3-
ornacHocTh PTK - TO eCcTb IpOBOAUTH KMOEPATAKH,

a Takke OCYLIeCTBJATb BO3[ENCTBME HeIocpe-
CTBEHHO Ha cuctemy ynpasnenus PTK u Ha npo-
11ecC B3aMMOZENCTBUSI pobOTa C MyHKTOM YIIPaB-
JIeHUS.

CoBpeMeHHbIe yrpo3bl 6e3omacHocTy MHDOD-
Maluyu Mpu ee Tepenave GOPMUPYIOT MPOGIEMY
HE3aKOHHOTO (HeCaHKUMOHMPOBAHHOI0) BHEIpe-
Hus (BO3meiicTBMS) B (HA) pagMoIMHKIO, obecrie-
YMBAIOIIYI0 MHOOPMAIMOHHBII OOMEH MeXIy
PTK BH n nynkTom ynpasneHys. OCHOBHbIE TUIIbI
UTB, ocymectBnsiembie Ha PTK BH HampaBieHbl
Ha IepexBaT yIpaBJjieH!s, BbIBOJ, UX U3 CTPOS, N10-
JydyeHMe TejleMeTpuueckoit uHbopMauuum wuin
IIpoBeaeHMs nanbHeliiel ataku Ha KBIC.

K o61menpuHSITHIM YSI3BMMBIM 351eMeHTaM PTK
OTHOCSITCS:

e [IpUMEHEeHMEe WMMIIOPTHON 3JIeMeHTHOI
0a3sbl;

e  HEOOXOAMMOCTb IIOCTOSIHHOTO OOMeHa
uHpopMaiueii c ITV;

e  ycmosb30BaHMe Ha oTAenbHbIXx PTK Gec-
nmpoBoAHbIX KaHanoB cBsizu (Wi-Fi, Bluetooth),
MMEIOLIMX CBOY XapaKTepHbIe YSI3BUMOCTH;

e  OTCYTCTBME€ MM OTrPaHMYEHHOE MUCIIOJIb-
3oBanune CK3U;

e  HM3Kas )XUBYUYECTb;

e  HaIMuMe BO3MOXHBIX MPOrPaMMHBIX U
aInmnapaTHbIX YA3BMMOCTEN;

e  yHMBepCaJIbHOCTh ucmoaHeHusi PTK, urto
[I03BOJISIeT peann3oBaTh OJLHOTUIIHbIE
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IporpaMMHoO-arnmnapatHoe Boszgeiictsue (IIAB) Ha
GOJILIIMHCTBO 06Pa3IoB.

biarogapst ya3BMMOCTSIM MOSIBISIETCSI BO3MOXK-
HOCTbh peayin30BaTh yTPO3bl 6€30MTaCHOCTY UHOOP-
MallyM, KOTOpble OOYC/IIOBJIEHbI COBOKYITHOCTHIO
CIIoc060B HECAHKLUMOHUPOBAHHOTO U (WJIM) CIy-
yalitHoro moctyna K cuctemaMm PTK, B pesynbraTte
KOTOPOTO BO3MOXHO HapylleHue KOHOUIEHIIM-
aJbHOCTHU, LEJOCTHOCTU U TOCTYMHOCTU MHDOP-
Maiuu. Yrpo3sa 6e3omnacHocT MHpopManumu pea-
JIU3YyeTCs B pe3ybTaTe 06pa30BaHMs KaHala pea-
JIM3auuKU yIpo3 MeXAY MCTOYHUKOM YTIPO3bl U
PTK, 4to co3paeT ycjioBus AJ1s1 IPOBENEHMS aTa-
KYIOLIero Bo3aeiicTBUs. OCHOBHBIMMU 3JIEMEHTaMU
KaHa/Ia peayn3anyy yrpo3 6e30macHOCTY MHOOP-
mauum PTK gBASIIOTCS MCTOYHUK Yrpo3bl, cpefa
pacrpocTpaHeHns MHGOpMaluu ¥ HOCUTETh VH-
dbopmariym.

ITIpu nepenmave nHbDOpMaLUM B PagUOIUHUIX
PTK xapaKTepHbI CJIeAYIOlIe YyTPo3bl 6€30I1acHO-
CTV MHGOPMAIIUN:

1. PanyuosnekTpOHHOe IIOJaBJieHMe KaHaja
YIIpaBJIeHNUS;

2. HapymeHue wiu mnepexBaT YIpaB/ieHUe
PTK;

3. IlepexBar u pemmmdpoBanue uHbopma-
1970/

4. Hapsi3pIBaHMe JIOKHOI MHpOpMaLN.

5. BosgeiicTBMe Ha MapOJbHO-KIIOUEBBIE CYi-
CTeMbl;

6. BHempeHue cpeAcTB HerjacHoro c6opa
uHbOpMaIum.

C ToukM 3peHus MHPOPMAaIMOHHON Ge3omac-
HOCTY HauOOJBIINI WHTEpeC IPeCTaBIISIIOT
YIpO3bl BO3AEVCTBYMS Ha KaHan yrnpasieHus PTK
myTeM paAuo3JIeKTpOHHOTO mnoxaasaeHus: (POIII)
cpeactBamy POB 1 HaBSI3bIBaHMS JIOSKHO MHDOP-
mauuu. ATaky, OTHOCSILIMECS K peann3anuy JaH-
HBIX YTPO3, CBSI3aHbI MEXIY COOOIA.

VYrposa POIII kanana ynpasienue PTK 3akiio-
YaeTcss B BO3MOKHOCTUM OCYIIECTBIEHUS] TPOTUB-
HUKOM IleJieHallpaBJeHHOr0 TOJaBJeHus pa-
IMOMMHMM TTyHKTa yripasaeHus — PTK mytem ¢op-
MMPOBaHMS Ha BXOoH, IpuemMHbIX TpakToB PTK Ta-
KOTO 3HaueHMsI OTHOIIIeHMe CUTHAJI/IIIYM, KOTOpoe
He IMT03BOJIUT 06eCeUnTh MPUEM JAHHBIX C TPeOy-
eMOJ1 CTemeHbI0 TocToBepHOCTU. Hanbosee Kpu-
TUUYHBIM 3jieMeHTOM 111 PTK gBnsiercs paguonu-
HUsl. IMeHHO MofaB/ieHye pagyuoJIMHUYU CITOCOOHO
obecreunTh MaKCMMAaIbHBIN 3(EKT C TOUKM 3pe-
HUS HapyieHus yHkuyonupoBanust PTK.

Yrpo3a HapylleHUsI UaK mepexBaTa ympasie-
Hus PTK 3akioyaeTcsi B BOSMOKHOCTU OCYILEeCTB-
JIeHMsI TIPOTUMBHMKOM HECaHKUMOHUPOBAHHOIO

nmocrtyna (HCH) kK mubopmaIiMoHHo nHbpacTpyK-
Type PTK 3a cueT momydyeHus MpaB OOCTyma C
(dyHKIIMOHAIOM orepaTopa. [laHHas yrposa o0y-
ciaoBieHa Bo3moskHocThbio HCII k KB3C PTK mno-
CpefiCcTBOM TiepexBaTa MHbopMaluu, Tepenaio-
1Ieicst 1o 6eCrpoBOAHOMY KaHAITY.

B npepcraBnenHoit ctpyktype PTK BoigeneHbl
clenyolye CUCTeMBI, KOTOPbIE MOKHO OTHECTU K
KB3C:

e 3amuUThl MHbOPMAIINUK;

e  00pabOTKM TAHHBIX;

e ympasineHust PTK u neneBbIMM Harpys-
KaMu;

e  TIpMeMa-Tepefauy JTaHHbBIX.

Mopgenb yrpo3 6e30macHOCTM MHGOpPMAIM,
uupkynupyromeit B PTK, nomkHa CTpOUTHCS € yue-
TOM yrpo3 6e3omnacHoCTM MHPOpMAITUH, YSI3BUMO-
cTeil ¥ 06bEKTOB 3allMUThI.

C yuetom Toro, uto PTK pa3nnuHoro HazHaue-
HUSI IPEJICTABJISIIOT CO60J CJIOSKHBIE CUCTEMBI, KO-
TOpble XapaKTepU3YIOTCSl CAeAyIIUMU 0CcobeH-
HOCTSIMM C TOUKM 3PeHMUS UX PacCMOTpPeHUS Kak
06BEKTOB, MOABEPKEHHBbIX AECTPYKTUBHOMY WH-
dbopmaloHHOMY BO3AeiicTBUIO ([IVIB) 3/10YMBbIIII-
JIeHHMKa:

e  HaINYMe CJIOXKHBIX B3aMMOCBS3€ll MeXIy
PasHOPOAHBIMY MHGOPMAIIMOHHBIMM TTOTOKAMHU,
dyukumMonupylomumu BHYTpu PTK, Hampumep,
CHIDKEHVE VMUTO3AIIUIIEHHOCTH, OIpenessio-
el ycTomumnBoCTh yiipasjieHus PTK, moxeT mipu-
BecTy K repexony PTK B 06beKT yrpos;

e  eCTPYKTMBHOMY MH(MOpPMAalMOHHOE BO3-
IeiicTBue Ha MHGOPMAUMIO MOXKET MPUBECTU K
(hbOpMMPOBAHUIO JIOKHBIX KOMAaHA, YIIPaBIEHUS
PTK u HapymeHuio ux GyHKUMOHAIBHON YCTOIi-
4ynBOCTH; [IVIB Ha MHepLMaIbHO-HAaBUTALIMOHHYIO
CUCTEMY, MHTETPUPOBAHHYI0 C BBICOKOTOUHOM
CITYTHUKOBOI arnapaTypoii (Ipy OBWKeHUM Y (Ha)
TOBEPXHOCTY BOABI) U CUCTEMOI MAIIMHHOTO 3pe-
HMSI MOXeT MPUBECTU K HAPYILIEHUIO TOCTOBEPHO-
CTY cIleliMaabHOi nHopmanum;

e  HaJMuMe Pa3HOPOAHBIX IIO CTPYKType,
dbopmaTy ¥ M36BITOYHOCTM BUIOB MHGPOPMALUA
MpenroaraeT MpuMeHeHe KpUnTorpapuueckux
cpencts 3 u cnenuasbHbIX MPOTOKOJOB Iiepe-
lauy JAHHBIX;

e  MaccorabapuTHble ¥  OSHepreTMYecKue
orpannuenus PTK onpenensitoT 1ONOMHUTEIbHbIE
TpeboBaHMs K cpeAcTBaM o6HapyxkeHus [IVB u 3a-
muThl cucteM PTK u mHbopmarym, QyHKIIMOHN-
pymoleii B HUX.

IlpoBemem  kimaccudukauuio  yrpo3 1O
CTpaTerMy  HapyumuTenas IJsg  JOCTVDKeHUS
TOCTaBJIEHHOI LIey (Tabauia):
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Ta6nmuua

CrpaTerum HapyumuTess

YpoBeHb Tun crparerun CueHapuii HapyIIUTeIsI
Komnpomeranus kioueBoil nokymeHtauuu Ha HITY u
Hapymenne
1 Tun PTK. TlepexBat u gemudpoBanme nHopmanym. Bekpbl-
KOHGUIeHIIMATbHOCTH
Tie mmbpa B pe3yabTaTe KPUIITOAHAIN3A.
BckphITie anropuT™Ma ¥ Kioua ob6ecreueHust UMUTOCTOM -
Hapymenne
2 TuUn . KoCcTU. HaBsi3bIBaHMe JIOXKHBIX KOMaH[, yrpasiaeHus: PTK,
UMUTOCTOMKOCTU
CU, TMU u HaBUTALIMOHHBIX JaHHbIX.
PagmosnekTpoHHOe TOJaB/ieHMEe KOMAaHJ YIIpaBIeHUS
% I Hapymenne gocrosepHoctu | PTK, CU, TMU u HaBUTallMOHHBIX OAaHHbIX. HapyleHne
U OOCTYITHOCTU MpaBUJ BXOXOEeHUS B CBsI3b. CpPbIB CMHXPOHU3ALUM Ce-
aHca.
BHenpeHnne 3aknagouyHbIiX ycTpoiicTB. Mogudukauys I10.
HapyiieHne coxpaHHOCTU P yerp ¢
IMogMeHa, YHMUTOXEHME, XUIIEHMe Hambojgee BasKHBIX
(paboTOCIIOCOGHOCTM) N
4 Tun komrioHeHTOB AHITA. Bo3neiicTBue Ha 37eMeHTbI MHGpa-
371IeMEHTOB U MOACUCTEM
PTK CTPYKTYPBI: 2JIEKTPOTIUTAHME, TUHUY CBSI3U U T. 1. CHUKe-
HMe KUBYYeCTU cUCTeMbl yripasieHus PTK.

e  [IepBOrO TUIIA HAIIPaBJIeHbI HA YCTAaHOBJIE-
HMe (pacKpbiTHe) sI3blka MHGOPMALIMOHHOTO 06-
MeHa PTK-HasemHbIil (KOpabeabHbI) MTYHKT
YIIpaBIe€HUS; LIeNb - MOJIYYUTh CIIELVATIbHYIO UH-
dopmanmio PTK (maHHbIE pa3BeIKM, MHTEJIIEKTY-
aJIbHOJ CUCTeMbl TIPUHSTUSI PelleHUl, KOMaH bl
yIpaBjieHus B paMKax 60eBoi MHGOpMAaIMOHHOI
CUCTEMBI);

e  BTOpOrO THUIA HAIlpaBJIEHbl HA HABS3bIBA-
HMe JIOKHOM uHOpMaLyuu; B JaHHOM CJydyae
MpeAToaaraeTcss HaBSI3bIBaHME JIOXKHBIX KOMAH]
yIpaBjeHVss ¢ HaseMHbIX (KopabenbHbIx) ITY, a
TaKKe TepexBarT U 1ieJieHalpaBAeHHOe UCKaKeHe
HaBUTALIMOHHBIX MTaHHBIX (CIIy(QuUHr-aTaka); Ie/b
— TepexBarT, 3aTPyLHEHME WU TOoTeps yrpasje-
Husi PTK, HaBsi3pIBaHMe JOXHONM CIIelaJbHOM
uHdopmaInm;

e  TpeThero TUIIa HAINlpaBJieHbI HA CPbIB WU
yXyIIIeHye KauecTBa MH(POPMaIMOHHBIX B3aMIMO-
JIeVICTBUI ITyTeM CO3[aHUSl arpecCMBHONM Cpenbl
OCyIIecTBAeHUST MHGOOPMAIVIOHHBIX B3auMOZAET -
CTBUIA, UTO [OCTUTAETCS, HAaIIpUMep, MpU IMMOCTa-
HOBKe IIOMeX CpelCTBaMU PaaMO3JIEKTPOHHOTO
TOAABJI€HUS U OPYTUMU; Le/lb — 3aTPYSHUTDb WU
HapywuTs ynpasneHue PTK, uckaxkeHue 1ie1eBoi
uHbOpMaINK;

e  UETBEPTOro TUIA HAMpPaBJIeHbl HAa Hapy-
IIeHe 1eJIOCTHBIX XapaKTePUCTUK cucTeM obpa-
OOTKM M 3alIUThl MHPOpMAIMK, a TaKKe APYTUX
KB3OC; naHHble cTpaTermy MOTYT UCIIOAb30BaThCS,
KOTJIa OTCYTCTBYIOT BO3MO>KHOCTM IO peanm3aumnmn
BBIIIECTOSIIINX TUIIOB CTPATETUA; LieIb — HaHeCe-
Hue yiiep6a cuctemam PTK myrem ITAB. ITpu aTOM
pe3yJabTaTOM BO3IENCTBUS SIBJSIETCS HapyllIeHue
TeX JKe COCTaBJSIONMX  WHOOPMAIMOHHOM!

6e30macHOCTY (KOHPUAEHIMATHHOCTHU, LIEI0CT-
HOCTM ¥ JOOCTYIHOCTM), a Takke HapylleHue
YCTOMUMBOCTM (QYHKIMOHMPOBAHUS POOGOTOTEX-
HMYECKOTr0 KOMIIJIEKCa BOEHHOI'O Ha3HaueHus.

Kaxk rmoka3aHo B Tabiuiie, pejiosKeHHas KJac-
cuduKraums yrpos 1o CTpaTeruu HapyumTesst s
IOCTVOKEHMSI TIOCTaBJIEHHOJM LieiM OmpefessieT
Lle BO3MEeNCTBUSI, KOTOPble KOPPEIVPYIOT CO
cBoOJicTBAaMM 06e30MacHOCTM MHOOPMALUU, UTO
MO3BOJISIET B [ajbHelillleM CUHTe3UpPOBAaTb CU-
CTeMy 3alMThl C ONTUMM3alLMel NaHHBIX Mapa-
MeTpOB.

PaccmaTtpuBasi TpeTuii TMII YTPO3bI 110 CTpaTe-
TUM HapYIIUTEJIs, YTO IJIsl 0O0ecreyeHst 3aluThl
KoHbUAeHIIMaAbHOM MHbOpMaIuu, epenaBae-
MOI1 MO0 pagMOAMHUSAM, NPUMEHSIOTCS CPeACTBa
KpunTorpadmueckoit  3ammUThl  MHPOpMAIUK
(CK3U). Uudopmanus, no paguoaMHum Iepena-
eTcsl B BUJIe MaKeTa JaHHbBIX, COCTOSIIIEr0 U3 CIIy-
SKeOHBIX TaHHBIX MIMPOKOIIOJIOCHOM PagyONIVHUN,
CUHXPOIOCBUIKHM, 3amndpoBaHHO MHGOpMAaIUK
U UMUTOBCTaBKU.

OpHaxko, mpu Iepefave MakeTa JaHHBIX Tpeib-
SIBJISIIOTCST  BBICOKME TpebGOBaHMSI K CUHXPOIIO-
CbIIKe, KOTOpasi 00ecreuyBaeT CUHXPOHM3AIINIO
CpencTB Kpurrorpaduyeckoi 3amuTsl uHboOpMa-
uun (CK3U1) Ha nmpuHMMamwILell U mepenaroliei
ctopoHe. IlpunyeM HapgexxHasi CUHXPOHMX3alMsI
HaszeMHbIX 1 60pTOBbIX CK3U, cBOAUTCS K Tpebo-
BaHMSAM 06ecIieueHNsI BBICOKOTO YPOBHS ITOMEX0-
YCTOMYMBOCTY U IPUOOPETAET BaXKHbII ITPOGIEM-
HbI1 XapaKTep.

[MogpasymeBaeTcs, YTO IPOTUBHMK He MMeeT
(bu3nUecKoro MOCTyIa K CTPYKTYPHBIM KOMIIO-
HeHTaM KoMmIuiekca PTK, HO MOXeT OoCyl1eCcTBIATh
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BO3[IeMICTBUSI HA CUCTEMY CMHXPOHU3aLMM, TPO-
BOLIMPOBATh B Hell NIOMEXU C 1eJIbl0 HapylleHUsI
Mpolenypsl 06paboTKM MHGOPMAIIUY U, KaK CIe] -
CTBUE, CHUKATh Pe3y/IbTaTUBHOCTh ero QyHKIIMO-
HupoBaHusl. Kpome Toro, 6eCcripoBOIHOE B3aMMO-
neictBue mexny komruiekcoMm PTK n HazeMHBIM
MyHKTOM yIpaBjeHus JaeT BO3MOXHOCTb ITpO-
TUBHMKY BO3I€iCTBOBATh Ha MH(GOpMAIINIO, Tlepe-
IaBaemMyl0 MO PaAMOJVHUSIM, UTO He TO3BOJSIET
obecreunTb TpebyeMylo JOCTOBEPHOCTD MOTYUEH-
HOW CMHXPOIIOCIKU.

BMmecTe ¢ TeM, OCHOBHBIMM 0ObEKTaMM BO3€ei1-
cTBUS 111 yrpo3 Vb saBnsioTcs, nopjiexaunye 3a-
muTte pecypcsl PTK: mporpamMMHble, anmnapaTHble,
MHbOpMaIMOHHbIE.

PeanusoBaTh yrpo3pl MPOTUMBHUK MOXKET Ha
BCeX YPOBHSX 00paborku mHbopmanum B PTK.
Ins 060CHOBaHHOTO TIPMMEHEHMSI MeXaHU3MOB
3Tl HEO6XOAMMO OLIEHUTb YPOBEHDb YTPO3 HA
nHbopMalMoHHoe obecreuenne PTK.

PaccmoTpeHHbIe BhILIE ClIeHApUU BO3AEMCTBUS
MPOTMUBHMKA Ha pagunonuHuio PTK, npu ux peanu-
3a1[MM, TIO3BOJISIT MPOTUBHUKY HAPYIIUTH KOHDU-
IEeHIMATbHOCTb, II€JIOCTHOCTDb U JOCTYITHOCTh 06-
pabateiBaemoit PTK uHpopMalyy, 4To B CBOIO
ouepenb, OyIeT CIOCOOCTBOBATh CHUXKEHUIO 3¢-
tdextuBHOCTM TpuMeHeHus1 PTK u skuByuectu cu-
CTeMbl yIIpaBaeHUs.
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Student, Krasnodar Higher School, Russia, Krasnodar
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SURVIVABILITY OF THE CONTROL SYSTEM AND INFORMATION
TRANSMITTED OVER THE RADIO LINES OF ROBOTIC COMPLEXES

Abstract. The article discusses the key aspects of ensuring information security and the stability of the func-
tioning of military-purpose robotic complexes (RTCs) in the context of information technology impact (ITV). The
growing number of threats to information security is highlighted due to the use of imported hardware, the use of
wireless communication channels and the limited use of cryptographic information protection tools.

Keywords: robotic complex (RTK), information security, critical elements of the system (CES), information tech-
nology impact (ITV), electronic suppression (RAP), spoofing, cryptographic protection (SCSI).
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APXUTEKTYPA, CTPOUTEJIBCTBO

KOJIBIBEJIKVHA Vpuna HukonaeBHa
CTYeHTKa,
CankT-IleTepOyprckuii rocyIapCTBEHHBIN apXUTEKTYPHO-CTPOUTEIbHbBIN YHUBEPCUTET,
Poccus, r. CaukT-IleTepOypr

OIITUMAJIbHBIV BBIBOP BBITOBOI'O TA30BOI'0O KOTJ/IA

AHHOmMauus. B cmamee cpasHusarnmcs 0bimossie 2a308ble KOMJbl C OMKPsIMOLL U 3aKpblmoti Kamepoli czopa-
HUS, npusedeHsl npeumywiecmea u Hedocmamku, npedcmasieH aHaIU3 yCMaHasausdaemslx Konuog 8 UacmHbix

domos1a0eHUsX.

Knrouessle cnoea: zasuguxkayus, cmpoumenscmeo, NPUpooHslil 2a3, 2a308slii Komen, Uacmuslii dom, Kamepa

C20paHusl.

TeMl‘[bI rasudukaiuyu B Poccun mocturiau or-
meTkM B 89 u3 100% TexHMYIeCKM BO3MOKHBIX
Ha Hauvano 2024 ropa [1]. Cyns mo npencraBieH-
HbIM gaHHbIM TTAO «Tasmpom» Ha 2021-2025 rr.
Haubosiee BBICOKMIT YpOBEHb TasubuKaiuy ObLT
3allJIAaHMPOBAH U peasn3yeTcs B IleHTPaIbHOM Ya-
CTM CTpaHbl, TOTJla KaK B OTJa/IeHHbIX perroHax
BBUAY TePPUTOPUAIBHBIX 0COOEHHOCTeN U CpaB-
HUTEJIbHO  HU3KUX  OO0BEMOB  TOTPEOIEHUS

Mporpamma rasudukaLmm pernoHoB Poccun 2021-2025 | Buispars peruon

MIPMPOTHOTO ra3a CKOPOCThb rasuduKauyuy 3HaUM-
TEeJIbHO HUKE.

Kapta neneit mporpaMmsl razubuxauuy mpu-
BeJleHa Huxke (puc. 1).

Taxke B 2024 romy NMOCTaHOBJIEHVEM IPaBU-
TenbcTBa PO [2] B mporpamMMy COLMaabHON rasu-
dukanuy ObLIM BKIKOUYEHbI CaZOBOIUYECKME He-
KoMMepueckue toBapuinectsa (CHT), uyTo B passl
TOBBIIIAET KOJUYECTBO MOAKII0YaeMbIX yUaCTKOB
Y POCT ra3’uduUIMpyeMbIX JOMOBIaAEHMIA.

(QTMIIPIIM

Puc. 1. inmepakmueHas kapma yeaeti npozpammesl eazuguxayuu pezuoHos P® 2021-2025 ze.

BBumy yBeIMUMBAIOLWIEroCs KOJIMYECTBA IOI-
KJIIOUEHMI 10 MporpaMme rasmdukanum Bo3pac-
TaeT CIIpOC Ha ra3oBoe o6opymoBaHue. JIjist 6bITO-
BOIO MCIIOJIb30BaHMs TIPUMEHSIOTCS Tra30Bbie

BapouHble MaHeIM WIM Ta30Bble IUIUTHI C IYyXO-
BBIMM IIKadaMMu, IJisI OTOTUIEHUS U HYK]T TOPSTUEro
BOJOCHAOXeHMUsT — Tra3oBbie KOTJIbl. C BbIGOpOM
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TOC/IeTHEr0 BO3HMKAET PsilI, BOIIPOCOB IIepe Bjia-
IeJIbIleM UHIUBUIYATbHOTO KUJIOTO TOMA.

PaccMmoTpuM KiaccuduKaLio ra30BbIX KOT/IOB
[3], ycTaHaB/IMBaeMbIX B YaCTHBIX JOMOBJIAIEHUSIX
(puc. 2).

BEITOBEIE Tra30BBIC KOTIIBI

[T

' |

| Crocot Tarn (xamepa N Crocod
CTOPaHILA) VCTAHOBKH
€CTEeCTBeHHBIIT .
> HAIIOJBHEIT
(oTxpHITAN)
HHY THTeThHAS .
Ly TPHHY > HACTEHHEBII
(3axphITas)

! ‘

KommiectBo
KOHTYPOB

— Tun poxxura

OTHOKOHTY PHEIIT N

IBE30POKIT [+
(oToruteHue)

JIBYXKOHTY pPHBIII

ABTOMATITICCKIIT [+
(oTomnenue+ I'BC)

Puc. 2. Cxema xnaccuguxayuu 6b611mossiX 2a308bIX KOMJI08

Ot BbIOOpa KOTJ/IA 3aBUCSIT BO MHOTOM Tapa-
MeTpbl, Ha KOTOpBbIe OyIeT MPOBepsSIThCS ToMelle-
HMEe TeIUIOTeHepaTOpHON (KoTenbHOI). Hampu-
Mep, ISl pa3MelleHMs Ta30BOr0 KOT/Ia C OTKPBI-
TOJ KaMepoi CropaHusi COrIacHO [4] MUHUMAIb-
HBII 06beM ITIOMeIeHNS JO/KeH ObITh 15 M3, a 11
KOTJIOB C 3aKPbITOJ KaMepoil cropaHusi TpedoBa-
HJe K MMHMMAaJbHOMY 06beMy — U3 yI06CcTBa 06-
CITyKuBaHUsT 060pynoBaHus. CBSI3aHO 3TO C TEM,
YTO MOCAeOHNUI BCcacblBaeT BO3LYX AJ1Sl MO lepiKa-
HMUSI TOPEHUSI C YIIUIIBI U SIBJISIETCSI IBHBIM [IPeUMY-
IIECTBOM [JI T€X JOMOB, B KOTOPbIX HA MOMEHT
NPOEKTMUPOBAHMUS U CTPOUTEIBCTBA He MpexIoa-
rajoch pasMelleHus] KOTeJbHOI, paboTaiieit Ha
MIPUPOJHOM rase.

PaccmoTpuM npeumyliecTBa KOT/IOB C 3aKpPbl-
TO¥ KaMepoil CropaHmsl.

1.  OddeKkTMBHOCTb: B CpaBHEHUU C OTKPbI-
TO¥ Kamepoit cropanus KIIJI Beiie;

2. besomacHOCTb: TIIpUHyAUTENbHAs Tsra
BO3Jyxa obecreunBaeT CTaOMIbLHOCTb TOPEHUS U
He 3aTyxaHye IJIaMeHH;

3. Yno6CTBO MOHTaXka: He TpebyeTcsl CTpou-
TeJIbCTBO UM 3KCILTyaTaluys JbIMOX0[a, OTBOJ, IIPO-
IYKTOB CrOpaHMs yepe3 KOaKCUAIbHBIN MaTpyOoK.

OnHaKo Ha psAy € 3TUM, B KaueCcTBe OCHOBHOTO
HeJ0CTaTKa, BBIAENSIOT TOPOTrOBU3HY TaKUX KOT-
j0arperaTos.

B cpaBHeHMM € 3TUM KOTJIbI C OTKPBITO Kame-
poit cropaHmsi CTOSIT JellleBJie, YTO SIBJSETCS UX
npeuMyIecTBoM. Tak ke KaK MPOCTOTY KOHCTPYK-
IIMM, OTCYTCTBYME HEOOXOIMMOCTY MOIK/TIOUEHUST K
CeTU JIeKTPONUTAHUS (OCOOEHHO aKTyaJbHO IS
OTIaJIEHHBIX PalioHOB, C MepebosIMM 3JIeKTpoce-
Teik).

SIBHBIM HEJIOCTATKOM YCTAHOBKM TaKMX KOTJIOB
SIBJISIETCSI TOBBILIEHHbIN PUCK NOTIaAaHUS TTPOIYK-
TOB CTOpaHus B IOMelleHue.

PaccmoTpeB OCHOBHbIE TOCTOMHCTBA M HeO-
CTaTKM KaXKIOOM MOoen, ObII MPOM3BeleH aHaIN3
Ha npuMepe 13 100 mpOeKTHBIX pelleHN i 10 ra3u-
duKkanMy YacTHbIX HOMOBJIameHMUii B BopoHexk-
CKOJM o6mactu. B xome mccienoBaHus ObUIM CO-
OpaHbl JaHHbIe 00 YCTAHABIMBAEMbIX Ta30BbIX
KoT/ax. Ha muarpamme mpejcTaBaeHO paciipefe-
JIeHVe T10 KPUTePUI0 KaMepbl cropanus (puc. 3).

BBuOy IMoMydYeHHBIX Pe3yIbTaTOB OBLI CHeNaH
BBIBOJI, O TOM, UTO IIPEUMYII[eCTBEHHO K YCTAHOBKE
MIPUHUMAJIVCh GBITOBBIE KOTJIBI C OTKPBITOI Kame-
poit cropaHus 1Mo MpUUMHe HaIuuus CylecTBYIo-
mero piMoxona (Mpy IepeycTpoiiCTBe JOMOB C
MMeYHOTO OTOIIEHMS), TaKXKe 13-3a HeBO3MOXHO-
CTM TIOAK/IIOUEHUS K CeTU 3JIeKTPONUTAHUS
HaIyBHOTO BEHTU/ISITOpA (IIpU Iepebosx B pabore
CETU IIEKTPOCHAOKEHMS), a TAKKe 110 CTOMMOCT-
HBIM XapaKTepUCTMKAM, UTO OBIIO OTpPaskeHO B
IIPOEKTHO NJOKYMEHTAaLUN.
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JlanHbIE 00 YCTAaHOBKE ra30BBIX KOTJIOB B YACTHBIX
JTOMOBIafieHnsx BopoHexckoit obmactu

74%

OTKpI:ITaH KaMepa CropaHus

= 3aKpI>ITa$I KaMepa CropaHusa

Puc. 3. [luazpamma euda ycmaHasnaugaembix 2a308bixX KOMui08

Takske ObLIN pPaCcCMOTPEHBI MapKIM YCTaHABJIMBAEMOI'O OGOPY,ZLOBEIHI/IH n OTOGpa)KeHbI Ha JuarpamMmMe HIDKe

(puc. 4).

I[aHHBIe O MPOU3BOAUTCIIIX YCTAHABIIMBACMBIX KOTJIOB

-

AN
=
e

Puc. 4. [luazpamma evibupaemsix npoussodumeJieli 2a308020 060pyo08aHus

[MpousBoguTeneM, 3aHUMMAKIIUM JUAUPYIO-
mee Mmecto (21%) cran poccuiickuii 3aBog, Jlemaxkc,
YTO B [IEPBYI0 OUepeb CBSI3aHO B LIMPOKUM accop-
TUMMEHTOM IIpeJyIaraeMoro K yCTaHOBKe 060pyzo-
BaHMsI, B TOM YMCJIe He HY>KAIOLIEeTroCs B 37IeKTPO-
MUTAaHUU, PA3IMYHOTO IIEHOBOTO CeTMEeHTa U Ba-
PUaHTOB YCTAHOBKU (HACTEHHOI'O ¥ HAIIOJIBbHOTIO).

3a HMM c I1oKaszarteieM B 15% BbICTymaer
rpynna komnanuit «TATAHPOT TA3OATIIIAPAT»,
3apeKoMeHIoBaBIasi ce6sl, KaK ITPOU3BOIUTENIS
OIOMIKETHBIX Y TOJITOBEYHBIX ra30BbIX KOT/IOB.

Ocrasiecs: MO3UIUM TTPAKTUUECKM HapaBHE
pasmenniu oTevuecTBEHHbIe U 3apy6eskKHbIe KOM-
MaHuy, Tpeajaralonye cepTudUIMpOBaHHOE Ta-
30Boe 060pymOBaHME O MHIUBUAYATbHbIE OCO-
6EHHOCTY KaskAOTo MPOeKTa.

Takum 006pa3oM, ONTUMAaIbHbIA BbIGOP GBITO-
BOT'O ra30BOT0 KOTJ/Ia TPeOyeT KOMIUIEKCHOTO ITO/T-
X0lla U yyeTa MHOXecTBa (aKTOpOB, TaK KaK BbI-
60D 3aBUCUT OT KOHKPETHBIX 0CO6EHHOCTe U 11e-
JIeii MoTpe6uTens.

= Ariston
= Jlemakc
PROTHERM
= Bopunckoe
= TATAHPOI TA3OAIIITAPAT
= Vaillant

= BAXI

= JIpyrue npou3BOgUTENIN

Br16upast MeXXIy KOTJIOM C OTKPBITOM U 3aKPbI-
TOJ KaMepoii CrOpaHus, JOMOB/IAAe/bIIbI, IIPOXKM-
BalollMie B LIEHTPAJbHOJ 4YacTU Hallell CTpaHbl,
MpeanouYTUTENbHO (74%) ycTaHaBIMBAWOT — Iep-
BBIN, BBUY [IepEeUCI€HHbIX TPEeUMYIeCTB U BbI-
TTOTHEHMS 3aJJaHHBIX ITOTPEOHOCTEI.
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OPTIMAL DOMESTIC GAS BOILER SELECTION

Abstract. The article compares household gas boilers with open and closed combustion chambers, highlights
their pros and cons, and examines the types installed in private homes.
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CEJIBCKOE X03HUCTBO

d- " 10.5281/zenodo.15192510

BEJIKVH Anppeii AnekceeBu4d
nupektop, 000 «Bd» BombHblii hepmep, Poccust, T. EkaTepnHOypr

YHUBEPCAJIU3AIIMS OBOPYIOBAHNS KAK ®AKTOP YCTOMUMBOIO
PA3BUTHS MAJIbIX MOJIOYHBIX ITPON3BOCTB

AHHomauus. Mansie MONOUHBIE X03ATICMEd, 0COOEHHO 8 CENbCKUX PecUOHAX, CMANKUBAMcs ¢ npodaemamu
Hexsamku pecypcos, 02paHutdeHHoCmu npou3eodcmeeHHbIX niaowadeii u 8vICOKOL cmoumocmu 06opydosaHus. B
YCA08UAX 02PAHUUEHH020 0100Xcema 0711 HUX KPUIMUYECKU 8AXCHA 803MOXCHOCMb 2UOKOLI U IKOHOMUYHOLI hepepa-
6omku MosioKa 6e3 ywep6a 015 kauecmsa npodykyuu. B cmamee paccmampueaemcst yHU8epcaiu3ayus mexHosuo-
2u1eck020 060pyd08aHuUs KaK peuleHue, N0360Ji0uiee No8sICUMy ycmotliuusocms maxkux npednpusmuii. Ha ocHoge
asmopcKo20 onvima co30anust MUHU-pepmol U paspadomxu cCO8MeCMHO ¢ NPou38ooUmenem cepull yHU8epCanbHbsix
YCMAHOB0K 000CHO8bIBAIOMC NPEUMYLECMBd KOMNAKMHbIX MHO20(YHKUUOHANBHBIX peuleHuUli. YHU8epcanusa-
Uus N0360Ji51eM CyujecimeeHHo COKpamuime naowads Yexos, CHU3UMe 3ampamst U NOSbICUMb NPOU3800CBEHHYIO
appexmusHocms. Cmames hoduepkugaem nNOMeHYUAn Maxux peweHuii ona macumaduposaus U wWuUpokozo
8HEOpEeHUSsL 8 A2PONPOMBbIULTEHHBITI CEKMOP.

Kntouessle cnoea: majuvie MOJ0UHbIE XOB}H:ICI’HGG, YHU8epcajibHoe 060py006aHue, ycmoﬁlmsoe npou3soacmso,
azpo6u3Hec, MOJIOUHAA nepepa6omka, mexHoJioeuueckas onmumusayus, dJepMepCKue npe()npwlmuﬂ, CeJibCKoe X0-
35111Cm60, MHOZO(Z))/HKL{MOHLUIbele ycmaHo68Ku, CHUJ)eHue Ce6ecmoumocmu, JIOKAJIbHOE npous’eoacmeo, UHHO8a-

uuu e AIIK, KomnakmHole npOLl36066m3€HHbl€ JIUHUU, MO@G[JHLBGL{LUI nuujesoti npomoelulyieHHOCmMu.

BBegenmne

Marbie depMepcKye X03s1CTBa UTPAIOT BaxK-
HYI0 POJib B obecrieyeHuy IPOAOBOIbCTBEHHOI
6e30MaCcHOCTU M Pa3BUTUM CETbCKUX TEPPUTOPUIA.
OnHako Ha oHe JOMMHMPOBAHMSI KPYITHBIX arpo-
XOJIAVHTOB OHM CTAJIKUBAIOTCS C PSIOM CUCTEM-
HBIX OrpaHUYEeHUI: JeUIUT MHBECTULIMIA, Hel0-
CTaTOK KaJpoB, CJIOXKHOCTH JTOCTYIIA K COBPEMEH-
HbIM TexHOJIOTMSIM. OCOGEeHHO OCTPO 3TM MpPO-
6JieMbl MIPOSIBJISIIOTCSI B MOJIOUHOI IepepaboTke,
rae maske 6a3oBast IMHUS TPeOyeT 3HAUUTETbHbIX
3aTparT Ha 3aKyINKy 060pyI0BaHMs M OpraHu3aliio
MPOV3BO/ICTBEHHBIX ITOMEIIEeHMIA.

TpaguIMOHHBIE TEXHOJOTUMYECKME pelleHMus
OPMEHTMPOBaHbI, KaK MpPaBWIO, Ha CpegHMe U
KpymnHble mpennpusitusi. Croenyuanu3upoBaHHOE
obopynoBaHMe 3aHMMAaeT OoJbIlINe TUIONIAIH,
TpebGyeT BbICOKOI KBanmbuKauy IepcoHasa u
YaCToO He aJalTUPOBAHO II0J IlepeMeHHbie 00b-
€MbI IepepaboTKN. B pesynbTaTe Masibie IPOU3BO-
IUTEeIN OKa3bIBAIOTCSI B HEBBITOAHBIX YCIOBUSIX U

TEPSIFOT BO3MOXXHOCTb KOHKYPUPOBATH 3a CYET Ka-
YyecTBa.

B maHHOI1 cTaThe paccMaTpuUBaeTCs ajbTepHA-
TUBHBIN MOAX0], — YHUBEPCAIU3ANus 060pya0Ba-
Husl. Ha mpumMepe paboTsl MUHM-(GEPMbI, ITOCTPO-
€HHOJ «C HYyJISI», NeEMOHCTPUPYETCs, Kak Co3aHne
M BHeJpeHVe MHOTOMQYHKUIVOHAIbHBIX arperaToB
TO3BOJISIET MPEOJ0eTh KIIUeBble OrpaHUUYeHUsT
MaJioro 6msHeca ¥ 00ecleunTh YCTOMUUBYIO MO-
IleJIb MOJIOUHOJ IepepaboTKy ¢ MMHUMATbHBIMU
pecypcamu.

Ipo6aeMaTnKa TPAAUIIMOHHOTO MOAX0AA K
OCHAIIeHNI0 MOJIOYHBIX IPOU3BOJACTB

OcHaleHye MOJIOUHOTO NTPOU3BOJICTBA TPagu-
LIMOHHO IpeAIioaraeT o3TalHyl0 OpraHn3alnio
TEXHOJIOTMYECKOr0 LIMKJIA C UCII0Ib30BaHNEM CIie-
IMaTN3UPOBAHHOTO 060PYIOBAaHMS JJIST KaKIOTO
mnmpoijecca: cernapauuu, rmactepusanum, Oxaaxmie-
HUSI, TOMOTeHu3aluu, GepMeHTalM, PO3aMBA U
nip. Takoe o6opynoBaHMe pa3pabaTbiBaeTCs U I0-
CTaBJISIETCS B pacuéTe Ha OlpeenéHHbIe 06bEMBI
repepaboTKM, CTaHAAPTHBIE YCJIOBUSI M HaIMUMeE
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MPOU3BOMICTBEHHBbIX IUIOIIamei 1. OgHaKO MaJsibie
dbepmepckue X03giCTBa YaCTO HE COOTBETCTBYIOT
3TUM ITapaMeTpaM.

Bo-mepBbIX, MPOCTPAHCTBEHHbBIE OTPAHUYEHNS
He T03BOJISIIOT PA3MEeCTUTDb BCe HeOOXOAMMbIe Ma-
IIIMHDbI. ,HaX(e KOMIIQKTHAS JIMHUS B KJIaCCUYECKOM
ucroaHeHunu Tpedbyetr 60-100 KBagpaTHbIX MET-
POB, UTO 3aUaCTyI0 HEBO3MOSKHO 11 HEOOJIbIINX
TIOMeIlleHNIi B CeJIbCKOI MeCTHOCTH.

Bo-BTOpBIX, CTOMMOCTD 3aKYITKY ITOJTHOTO KOM-
TJIeKTa 060PYAOBAHMS YACTO MPEBBINIAET OI0KeT
MaJibIX (hepMepoB. DTO MPUBOIUT JMOO K HEJI0OC-
HallleHMIO ITPOU3BOACTBA, JINOO K IOIbITKAM pabo-
TaTh Ha yCcTapeBueM uiu 6/y 060pynoBaHMUM, UTO
CHMKAEeT CTAa6MUILHOCTh KauecTBa M YBEIMYMBAET
3aTpaThl HAa 06C/TysKMBaHME.

B-TpeTbux, orpaHMUYeHHbIE KaJIPOBbIE PECYPChI
IeyaloT 3aTPyIHUTETbHBIM OOCTYKMBaHME CIOK-
HOI TexHUKU. CHenuuanu3MpoBaHHbIE MaIlllVHbI
TpeOYIOT COOTBETCTBYIONIEI KBaMUGUKAIIUM, KO-
TOPYIO CJIOKHO HaifTV WJIM MOATOTOBMUTh Ha Me-
CTax.

Kpome Toro, TpaguiMOHHbIE JIMHUM, KaK Ipa-
BUJIO, IVIOXO MPUCIIOCO6/IeHbI K TMOKOMY ITPOM3-
BOZCTBY. B yC/TOBUSX MaJTbIX ITAPTHI1 ¥ HECTAOUITD-
HOT0 06beMa ChIpbsi 000PYyIOBaHMe 160 MPOCTa-
MBaeT, 1160 paboTaeT C Meperpys3Koit, YTO CKasbl-
BaeTCs Ha ero pecypce U 3KOHOMMKE ITPOM3BOJI-
cTBa [1, c. 163].

TakuM 06pa3soM, TPaaMUIMOHHBIA IOOXOMd K
OCHAIIIEHNMIO MOJIOUHBIX IMPOM3BOACTB CTAHOBUTCS
O0apbepoM ISl YCTOMUMBOTO Pa3BUTUSL MaJIbIX
MpennpusTHii. 9To GopMUpPYyeT 0ObEKTUBHBIN 3a-
MIPOC Ha HOBOE TMOKOJIeHMe 000PYAOBaHUS — YHU-
BepCaJIbHOTO, KOMITAKTHOTO, MHOTOQYHKIINO-
HaJIbHOTO, ITPOCTOI0 B SKCIUTyaTaIllMM U OBCITYKU-
BaHUMN.

PaspaGoTka u BHeApeHNEe YHUBEPCATIbHOTO
000opymOBaHUA: TMPAKTUYECKUIT Keic MMHM-
depmbl

B yC/IOBUSIX OIMMCAHHBIX OTpaHMYEHMUIT OBLIO
MPUHSITO pelleHye O CO3JaHMUM COOGCTBEHHOI
MUHM-QEepMBI C IepepabaThIBAIOIIVM IIEXOM,
MOJTHOCTBIO aJalTUPOBAHHBIM IO pealuy Ma-
joro 6usHeca. OOHMM U3 KIIOUEBBIX (aKTOPOB
ycrexa CTajo pelleHue OTKa3aTbCsl OT TPaguiiy-
OHHOI'0 Habopa 000pyIOBaHMSI B IOJIb3Y pa3pa-
60TKM YHUBEPCAIbHBIX aTPEraToB, CIIOCOOHBIX BbI-
TTOJTHSTH CPa3y HECKOJIBKO TEXHOJOTMYECKUX OIIe-
paruii.

IIpoekTUpoBaHMe 060PYIOBaHMS BEJIOCh COB-
MEeCTHO C MH)XeHEePHOV KOMIIaHMe, Crienuaansm-
pyIoleiicsi Ha TIPOM3BOJCTBE TEXHUKU  [IJIS

MOJIOYHOJ ITPOMBIILIEHHOCTH. IIp1 5TOM B OCHOBY
JIETJIN CIeAVIoNI/ie MPUHIIAIIBI:

e  MHOroyHKUMOHAIBHOCTh: OJHA yCTa-
HOBKA [TOJJKHA BBITIOJIHATH HECKOJbKO 3TAIlloB —
HampuMmep, Harpes, MacTepusaluio, OXIaKIeHNue
U TiepeMellBaHue;

e KoMmakTHOCTb: 060pyIOBaHME TOIKHO
3aHMMaTh MMHMMYM MeCTa, IIO3BOJISISL Cylle-
CTBEHHO COKPATUTD IUIOMIAIb 11eXa;

e IIpocToTa 3KCIUTyaTalUM: YIIpaBIeHUe
IIOJKHO ObITh MHTYUTUBHO TTOHSATHBIM, 6€3 Heo6-
XOJIMMOCTHU TIPUBJIEUEHUS Y3KOMIPOPUIbHBIX CITe-
LIMaJIMCTOB;

e  JIErKOCTh B OOCITY;KMBAHUM M OUMCTKE:
arperaTsl TOJKHBI 6BICTPO Pa3bupaThCs U Ae3UH-
duiMpoBaTbCsl, COOTBETCTBYSI CAHUTAPHBIM Tpe-
6OBaHMIM;

e T'mGKOCTB B paGoTe C pasHbIMMU IIPOAYK-
Tamu: 060pyIOBaHMe AO/DKHO OBbITh amamnTUpo-
BaHO K MPOM3BOACTBY Pa3/JIMUHbBIX TUIIOB MOJIOY-
HOJi TIPOAYKIMM — OT MacTEePM30BAHHOIO MOJIOKA
IO IOrypTa U CJIUBOK.

B pesynbTaTe 6bUM CO3/TaHbl YHMBEpPCAIbHbBIE
CTaHIIMM, KaKIasl 3 KOTOPBIX 06beI1HsIIa B cebe
GYHKIMYM cpa3y HECKOJbKUX CIIeIUaan3upOBaH-
HBIX MallIYH. Biarogapst STomMy yaaaoch:

e  COKpaTUTb KOJMUYECTBO OOGOPYHOBaAHUS
60Jiee ueM B [IBa pasa;

e  YMEHbBIINUTH ILIOWAAb IIPOU3BOICTBEH-
HOTO ILiexa IIOYUTH BIBOE;

e  CHM3UTb SHEProIoTped/eHyre U 3aTpaThl
Ha 00CTy>KMBaHUE;

e  OpraHM3oBaThb mepepaboTKy MOJIOKA C MU-
HUMaJIbHBIM KOJIMUECTBOM ITepCOHaa;

e  obOecreunTh CTAOGMUIbHOE KA4ecTBO ITPO-
IOYKIVM, COOTBETCTBYIOLIee HOPMaTUBHbBIM TPe6o-
BaHMAM [2, ¢. 599].

Ocoboe BHUMaHMe TIpU pa3paboTKe yaessioch
MOZYJIBHOMY TIPUHLMITY: KakOas YCTaHOBKa
MOrJIa ObITh JIETKO AOOCHAIeHa MIM MHTEerpupo-
BaHa C IPYIMMM B paMKax yYBeJIMUYEHUS] IIPOU3BO-
IUTEIbHOCTU WIM PaCIIMpPeHus] acCOPTUMEHTA.
JTO HOenaeT MoAe/ib MPUTOAHON Kak IJs CTapra,
TaK U AJi9 MacitabupoBaHus 6usHeca 6e3 He06-
XOIMMOCTM ITOJTHOV MOZePHM3aLMM 1iexa.

OmbIT BHeApeHus mOATBepAuUIT 3G EKTUB-
HOCTb YHMUBepCcaau3aluy 060pyIOBaHUS KaK TeX-
HOJIOTMYECKOTO pelIeHusT IJisl MaJoro MOJIOUHOTO
6usHeca. Bosee Toro, oH cTaja OCHOBOI 1jist op-
MMPOBaHMUS I11€JIOCTHOI IPOU3BOJICTBEHHOM MO-
Ieu, B KOTOPOit MMHMMAaJIbHbIE pecypchl obecrie-
YMBAKOT YCTOMUMBBIN U MpeacKasyemMblil pe3yib-
Tar.
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VcToiuMBOCTh KaK pe3y/IbTaT TEeXHOJIOTU-
YeCcKoM ONTUMMU3aLNUN

BHenpenue yHMBEpPCAIBHOTO 060OPYHOBAHMS
0Ka3ajI0 KOMIUIEKCHOE BJIMSIHYME Ha YCTONYMBOCTD
MPOU3BOJICTBA — KaK B 9KOHOMMUYECKOM, TaK U B
9KOJIOTMYECKOM ¥ COLMAIbHOM M3MepeHusix. Ta-
KOJi TTIOAXO, CTaJI He IIPOCTO TEXHOJIOTUUECKUM pe-
HIeHMEM, a CTpaTerueii, 06ecreunBaoIIeit BbIKI-
BaeMOCTb ¥ pasBUTHME MaJOTO arpobmsHeca [3, c.
18].

JKOHOMMYECKasi YCTOMUMBOCTD

VHuBepcanusauusi 060pyaoBaHMs MTO3BOJIMIIA
IOOGUTHCS CYIIECTBEHHOTO CHMKEHMS U3IEPIKEK:

e  CokpaTManch KamuTaJbHbIE BIOKEHMS
— OJHO MHOTO(MYHKIIMOHAJbHOE YCTPOIICTBO 3a-
MEHWJIO HECKOJIBKO Y3KOCHEeIMaIn3MPOBaAHHbBIX
MalH.

e VMeHBIIMWJIMCH OIEepanMoHHbIEe 3a-
TpaTbl — 33 CUET KOMIAKTHOCTY OOOPYIOBaHMS
CHU3UJIVICh PACXOMbl Ha 3JIEKTPOIHEPTUIO, BEHTU-
JIAIMI0, BOJOCHAOXeHME 1 00C/TysKMBaHME.

e  OntumusupoBajicss (OHA  OIUIATHI
TpyAa — 6;1arogapst MpOCTOTE YIIpaBJIeHMs U aBTO-
MaTH3aluy YMEHBbIINIACh MTOTPEOHOCTh B BBICO-
KOKBaIMOUIIMPOBAHHOM ITepCOHAJIE.

e CHusMIach €e6GeCTOMMOCTh IPOIYK-
MU, YTO TIO3BOJIVJIO YAEPXKUBATh KOHKYPEHTHbIE
LIeHbI Ha PhIHKE U 00ecreuBaTh peHTabeIbHOCTh
Iaske Ipy HeGOIbIIMX 06bEMaX.

B yciioBusix, Korma Masible IpeAIpusiTus 3ava-
CTYIO paboTal0T C HeCTaOMIbHO HMHAHCOBO MO-
IleJIbl0, TaKye M3MeHEeHMs 0Ka3bIBAIOTCSI KpUTHYe-
CKMMMU IS BBDKMBAHMS M MacCIITabupoBaHmMs 613-
Heca.

JKosmornyeckasi yCToiM4mnBOCTD

MeHblllee KOJIMYECTBO O06OPYIOBAHUS U KOM-
MMaKTHOCTb TPOM3BOJCTBEHHBbIX JIMHUIT CIIOCOO-
CTBYIOT:

e CHIDKEHMIO ITOTPebIeHMS pecypcoB (IHep-
I'MM, BOJIbI, MOIOIINX CPEICTB);

e  yMeHbIIEHUIO KOJINUECTBA OTXO/IOB U BbI-
6poCoB;

e (Oosiee paLVOHAIBHOMY MCIIOTb30BAHMIO
TTOMEIEHNI Y CTPOUTETBHBIX MaTEPUAJIOB.

Kpome Toro, TexHosormueckasi yYHMUBeEpPCasIb-
HOCTh YMEHbIIIAeT MOTPEOHOCTb B OGHOBJIEHUN U
YTUIU3AIMY 000PYIOBAaHUS IIPYU CMEHE acCOpPTU-
MEHTa MPOIYKIMUU — TOCTATOYHO ITepeHaCTPOUTD
CylLlleCTByIOLIME MOLYIN [4].

ConuanbHas yCTOMYUBOCTD

[TpoeKT okasajcs 3HaUYMM He TOJbKO ST O613-
Heca, HO ¥ JIJIT MeCTHOTo coobiiectBa. OH co3mat:

e HOBble paboume MecTa B CeJIbCKOI
MECTHOCTH,

e  BO3MOXXHOCTb CAaMOpeanu3auuy u npes-
IIPUHMMAaTEeJbCTBA B arpapHoit cdepe;

e JOCTYIl HaceJleHMSI K KadeCTBEeHHOM
HaTypaJIbHOJ NPOAYKIUM, IPOU3BeIEHHON 6e3
TpUMeHeHUsI KOHCePBaHTOB U YCUIUTe el BKyca.

IOTIOTHUTETPHO YHUBEPCATBHOCTh 060PYHO-
BaHMS CHM3MJIA TTIOPOT BXO/A B OTPAC/Ib JJis HAUM-
HawIIuX GepMepoB U CeMeiHbIX XO3SCTB, I0-
CKOJIbKY CHSJTA HEOOXOIMMOCTD B CEPbE3HO TeX-
HUYeCKOJ MOJITOTOBKe U KPYITHBIX CTAPTOBBIX UH-
BECTULIMSIX.

TakuM 06pasoM, YHUBepcaausaius o60pymo-
BaHMS BBICTyIAaeT He IMPOCTO KaK TexHuueckas
Mepa, a Kak IMOJHOIeHHbIN MHCTPYMEHT (hopmu-
pOBaHUS YCTOMUYMUBBIX MPOU3BOJCTBEHHBIX CU-
CTEeM, CITOCOOHBIX afalTUPOBATHCS K 9KOHOMUYE-
CKMM, 3KOJIOTMYECKMUM 1 COLIMAabHbIM BbI30BaM.

3aknoueHue

OmnbIT paspaboTKY M BHEAPEHUS YHUBEPCab-
HOTO OGOpYIOBaHMSI Ha Majioil ¢depMe moKasai,
YTO TEeXHOJIOTMYecKasi yHMUBepcaausauus CIo-
co6Ha paguKaIbHO MU3MEHUTH ITOIXO[T K OpraHm3a-
MM MOJIOYHOTO MPOU3BOACTBA B MaJIOM U Cpef -
HeM 6u3Hece. 3a CUET 0ObeIVHEHUS HECKOIBKUX
(yHKIMIT B OHOM arperaTe yJajioch:

e  COKpaTUTh MPOU3BOJCTBEHHBIE TUIOLIALU
" 3aTparThl;

e  TIOBBICUTH TMOKOCTb IepepaboTKM MO-
JIOKa;

e  00ecmeuMTh BBIMTYCK KAYECTBEHHOI MpO-
OYKIUU TIPY MUHUMAaJIbHBIX pecypcax;

e  (C03[aTbh YCTOINYMBYIO MOZENb, HE 3aBUCS-
IIYI0 OT BHEITHUX KOJIe6aHUI 1 60ThIINX O6BEMOB
MpOM3BOJICTBA.

OTo MoATBepXKIAeT: YHUBepcaabHOe 060pynHo-
BaHlMe MOKET ObITh HE [TPOCTO peleHeM YaCTHbBIX
3ama4y, a pyHgaMeHTOM [JISI HOBOM MapagurMbl
MOJIOYHO IepepaboTKM — afanTMPOBAHHOM K pe-
aJIMsIM JIOKAJIbHOTO ITPOM3BO/ICTBA, IIOTPEOHOCTEI]
CeJIbCKUX TePPUTOPUIL U TeHOEHLUI YCTOMUUBOTO
pPasBUTHS.

IMoTeHIMaA MacIITabMpOBaHUST HAHHOW MO-
nmenmu oueBumeH. OHA MOXKET ObITh:

e BHeJ[peHa B paMKax IIpOrpaMM HOJ-
JepP>KKU ceTbX03KooIepanuu;

e  JCIOJIb30BaHA B 00pa30BaTEe/IbHBIX IIPO-
eKTax J1s IOATOTOBKY hepMepoB;

e  aTanTMpOBaHa /i KOHTEfHePHBIX MO-
OYIbHBIX II€XOB, BK/IIOYass MOOMJIbHBIE KOM-
TIJIEKChI;

e  pEeKOMEeHJOBaHa Kak 6a3a Aji1 couualb-
HBIX ¥ 3KCIIOPTHBIX arpoIpOeKTOB.

C yuéTOM TIJIOGAJIbHOTO TPEHJa Ha 5KOJOTUY-
HOCTb, JJOKJIBHOCTh U HaTYypPaJIbHOCTb MPOTYKTOB



AKTyaJbHbIE UCCIeOBAHUS ¢ 2025. N214 (249)

ES o
=8 Cenbckoe xo3siiCTBO | 63

MUTaHUsI, YHUBepcaIM3auus 060pyJ0BaHMUS CTa-
HOBUTCSI He MPOCTO TEXHOJOTUYECKUM BbIOOPOM,
a CTpaTerMuecKyM HalpaBlIeHMEM pPa3BUTHUS
YCTOMUYMBOTO arpobusHeca.

MpennpusTuii: yue6Hoe nmocobue. — MuHCK: Mu-
caHra, 2011. - 599 c.

3.  VYmurenko A.U., ITymikuu B.A. DHeprocbe-
peramiasi TeXHOJIOTUSI TE€PBUYHON 06pabOTKM

mosioka // ArpapHas Hayka. — 2003. - N2 7. - C. 18-

JIutepartypa 20.

1. Pga6osa A.E., [Ipsanunukosa H.C., Xyp- 4. PbDKOBO (arporpepnrpusrue) [II1eKTpPOH-
myasH C.A. MoJiouHasi mpOMBIIIEHHOCTh Poc- HbI pecypc] // Bukunenust — cBo60HasS SHUIMKIIO-
CUM: peaiM B UCTOPUYECKOM KOHTeKCTe. — M.: memusi. URL: https://ru.wikipedia.org/wiki/Pbi-
BHMMMU, 2022. - 163 c. SKOBO_(arporpenmnpusTtue) (mata o6palieHus:

2. IapmryHoB B.A. TexHoMOrMueckoe 060py- 10.04.2025).
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UNIVERSALIZATION OF EQUIPMENT AS A FACTOR OF SUSTAINABLE
DEVELOPMENT FOR SMALL-SCALE DAIRY ENTERPRISES

Abstract. Small-scale dairy farms, particularly in rural areas, face challenges such as limited resources, re-
stricted production space, and the high cost of equipment. Under constrained budgets, the ability to process milk
flexibly and cost-effectively without compromising product quality becomes critical. This article explores the uni-
versalization of technological equipment as a solution that enhances the sustainability of such enterprises. Based
on the author's experience in creating a mini-farm and collaborating with an equipment manufacturer to develop a
series of universal installations, the paper demonstrates the advantages of compact multifunctional solutions. Uni-
versalization significantly reduces the required production area, cuts costs, and improves operational efficiency.
The article highlights the potential for scaling and widespread implementation of such solutions in the agro-indus-
trial sector.
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K.}.H., moueHT Kadeapbl GOHETUKY U IEKCUKOJOTUM aHTJIUIICKOTO SI3bIKa,
XymKaHICKMI TOCyIapCTBEHHbI YHUBEPCUTET MMeHM akagemuka b. l'adyposa,
Pecniy6sinka TamskuKucTaH, . XyIsKaH/I

KYPBOHOBA ITapBuHa ConMKOBHa
MarucTp mnepBoro Kypca,
XymKaHICKMI TOCyIapCTBEHHbI YHUBEPCUTET MMeHM akagemuka b. l'adyposa,
Pecniybninka TamkukmcTaH, r. XyasKaH]I

KJIACCUPUKALIVISI OMOHVMOB B AHIVIMIACKOM SI3bIKE

AnHomauusa. Cmambps N0C8AUWEHA OMOHUMAM U UX KAdccuukayuu 8 aveautickom sa3wike. Credyem omme-
Muma, Umo 6 CO8PEMEHHOLI IUH2Z8UCINUKE OHU KAACCUPUUUPYOMCS HA OCHO8E 0NPedenéHHbIX Kpumepues.

Knioueesie cnoea: oMOHUMbL, KJICICCUCZ)LIKCIUUH, COBpeEMEHHAsA JiIuH28UCmMukKda, abcontomHole U HeabCONOMHble

OMOHUMbl.

ap cucTeMau JyraBuu 3a60HM aHIJIACH, a3 OH
,Z[quna gap cucrteman cyhPURCXoM OH,
Xo[Mcay OMOHMMMS Baceb 6a Hasap mepacam, K1
6apoy OMy3aHIAroHU 3a00H MyaMMOXOM 3UET
mem Meopan. Hap pabTu omys3uiM 3aboOHXO,
VHYYHMH 3a00HM aHIVINCHA, OMY3aHmaroH 6a
MYIIKWINX0e 6apMexypaH[, KU sKe a3 cababxou
MaxHramTa MabHOXO0M 'YHOTYHPO 1doaa KapaaHu
SIK makiu 3aboHi Meboman. YyHMH Xommcau
3a00H JapK HaMygaHM MaTHY Mab/JIyMOTXOpo 6a
3a00HM XOPUYJ XeJie MYIIKIUI Meco3an. OMY3uIm
OMOHMMXOPO TasIab0TX0M 3a6OHIIMHOCUY aMaJiit
HU3 BOAOp MeHaMosil, 6apou OH KM OMUHUMXO
Iap yapaéHyu MyommpaT XaMm 6a IIyHaBaHIa Ba
xaM 0Oa TyIHIA MOHebaxoM MyaliaH 6a MUEH
MeopaH[. bucépuu BakT fap yapaéHu mMyourMpar
IIyHaBaHIa, a3 cababy OH KM SIK MAKIU 3a60H
MeTaBOHAJ, MabHOXOM T'YHOTYHpO udoma KyHam,
6apoyu MHTUXOOM TYyPYCTM MAbHO Ba OyPYCT JapK
HamygaHu GUKpPU TysgHga 6a XoJiaTuM HOTYBOP
oydyop MelraBan. ap XojaaT WU3XopuU (QUKP
6omaj, TySTHAa KNI 6a Xapy Meauxaj, K1 ypo
aHMKY OypycT dpaxMaH,.

VHuyHMH  XommcayM  OMOHMMMS  OGapou
asXyIOKYHMM MAaTHXOUM 3a00HM XOPUYM, KOPXOMU
nexkcukorpady - OGapou MyaiisiH HaMygaHU

MeBEpX0 6aiiHM KajaMmaxo, 06apou KopKapau
POXXOM HUILIOH AOTaHM OMOHMMXO Jap JIYFaTX0 Ba
MOHaHAM WHXO0, MYIIKMINXO Ieml Meopam. Ilap
6aliHy OIMMOHM 3a60HIIMHOC ouf, 6a TacHU(POTU
OMOHMMXO0 6axCy MyHO3Mpa Kapub Auaa HallaBa
XaM, HMc6aT 6a MH Macbaja HYKTaxou Hasapu
TYHOTYH Oupaa MemraBag. Jlap 3a00HIIMHOCUMU
MYOCUP OMOHMMXO Jap acocu MH € OH MebEPX0
TacHM(} Kappa mrygaaHp. lap mMakosayM MasKyp
TacHM(DM OMOHMMXO Aap 3a60HM aHIJIUCHA AUIA
6apoMaja mrymaacrt.

Hap JIyFaTV UCTUIOXUYU 3a00HIIMHOCH XeJIX0U
acocuy OMOHMMXO Kaif 1yaaacT:

e  OMOHMMXOM MYTJIaK (KOMWUJI);

. OMOHMMXOU HOMYT/IAaK;

e  OMOHMMXOM COJIJIA;

e  OMOHMMXOM COXTa;

e oMo(dOHX0;

e  omMmorpadxo;

e omodopmxo [4, c. 148].

3aboHmmHOCHK aHruc You Jlaitons TacHuboTH
MOHAHAPO TEINIHUXOMA HaMyHaacT, KM Jap OH
OMOHMMXOM MYTJIaKpO abCoII0Ti MeHoMaz,. YoH
JlalioH3 ce WapTpPO MyalisiH HamyAaacT, K1 a3 pyu
OH OMOHMMXO0 6a TYpyXyM MYT/IaK, 4 Xejle KU §
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Merysiz, abcoJIoTi, JOXMU Kapia MellaBaHz [3, c.
292]:

e  OHXO 0057 a3 YMXaTU MabHO 6a SKIUrap
aJoKaMaHAy HagoIITa 60IIaHT;

e  xaMaM INaKIXOM OHXO (IIAKIXOM XaTTH,
0BO03J#1) MyBOMUKAT KYHAH]T;

e  IIAKJIXOM SIKXeJa a3 YMXaTu I'paMMaTUKA
SKBUBAJIEHTH 6omaHf [3, c. 294].

A3 pyu nyktam Hasapu Yon JlaiioHs, arap
OMOHMMXO0 a3 pyM SK € Oy HiapTu nopjanryna
MYBO(UKAT KyHaH[I, OHX0 OMOHMMXOU
HOMYTJIaKaHp [3, 294].

Bostm,  Kkaitm Kapa, Ku Jap 3a00HIIMHOCUU
Myocup MahXymMu OMOHMMXOM OaiiHu3ab0HI Ba
MapoHMMX0 HM3 6a Hasap Mepacan. MacajiaH:
KaJiMMan magazine (Mavaiia) - gap 3a60HU pycit
maro3a. OMOHMMXOM 6aitH13a00HM, a3 cababyu oH
KM Xoaucau Tacomyuan, rap 3a60HX0 KaM quaa
MelllaBaH,.

HOap 3a0OHIIMHOCUMM MYOCHP OJIMMOH Hdap
TagKMKY OMOHMMXO Oemrrap 6a tacHudotu A.U.
Cvmupuuackuit [5] Ba U.B. Apnonpm [1] Taksa
MeKyHaHn. [ap TacHMOTM OHXO Xamawu
MachayIaxOM MH € OH AKX OMOHMMX0 Mydaccat
Iupa 6apomMaa IIymaacr.

3a60HIIMHOC AN CMUpHUIICKUT
OMOHMMXO0PO 6a Iy TYpyXy KaJIOH YyJI0 MeKyHa[,
[5, c. 69]:

e  OMOHMMXOM MYTJIaK;

e  OMOHMMXOM HOMYT/IAK.

A3 pyu HykTam Hazapu A.U. CMUPHUACKUIL,
OMOHMMXOM MYTJaK UYyHMH Tabpud mgozpa
wynaags: “OMOHMMXOM MYT/IAK — MH Ka/IMMaxoe
MeOOoIIaH I, Ki 6a SIK XYCCau HYTK TaaJIyK JOIITa,
IOopoM IapagurmMaxoM sSKxejaaHna (Macajial,
match — mach)” [5, c. 69].

Oap wHaBbatM xym A.M. CMUPHUACKMUI
OMOHMMXO0M HOMYTJAKpo 6a ce TypyX TaKCUM

MeKyHa[:
1) omoHUMxXOU conman JIEKCUKO-
rpaMMaTUKI (K xyuccanu HYTK, KU

MapagurMaxosiii K [IaKJ  [OOpaHf, SbHe
xamiakiaum): to found - found;

2) OMOHMMXOU MypakKaou JIeKCUKO-
TpaMMaTuKi (BOXUOXOM 6a XMccaxou TYHOTYHU
HYTK TaaJUTyKOOIITa, KM Jap MapagurMaxosiiioH
K IIaKA JOpaH[, SbHe XaMIlakiaaHm): maid —
made; bean — been;

3) OMOHMMXOM JIEKCUKI (KaimMmaxou 6a sK
XMccay HyTK TaaJUTyKAOIITa, KM GaKaT Jap MaKIn
aBBajia MyBo(pUKaT MeKyHaH[I): to can — can [5, c.
75].

Onumu aurapu pyc U.B. ApHosnp 6o1miag Xxaman
OMOHMMXO0PO 6a ce rypyxy KajJoH Yyao MeKyHa:

e  OMOHMMXO;

e  oMO(DOHXO;

e omorpadxo.

bapou Tacuudoru myppaBy Mydaccanu
oMmoHuMx0 U.B. ApHoipn 12 rypyxu OMOHUMXOPO
MEeNTHUX0]T HaMy/1aacT:

e  OMOHMMXOM HOMYTJIAK, KM IMIAKIU
aBBajlayM SIKXeja, JIEKMH TapagurMaxou TYHOTYH
nopanp (light ucm, pasuraui - light cudar, cabyk);

¢  OMOHMMXOM HOMYTJIAK, KM IIAKJIM aBBajia
He, 6ajKy ILIAKIXOM aJoXUIaalloH MyBO(MUKAT
MeKkyHan (might mcm, KyBBaT — might d¢esbr,
IIAK/IY 3aMOHM Try3amrtay Geban may);

e  KajaMMaxoe, K 6a SIK XMccau HyTK TaaJlTyK,
JIOpaH[, IaK/IM aBBa/laalllOH TYHOTYHAH]I, JEeKUH
Jap SITOH gurap Iakia MyBoduKaT MeKyHaH7, (axe-
axes, axis — axes);

e KaIMMaxoe, KM a3 YuUxaTu MabHOU
JIEKCUKIA Ba TPaMMAaTUKIA T'YHOTYH Me6ouraHs. VH
acocaH KajiMmaxoe MeboulaHz, KU Iapagurma
HamopaHZ, Ba 0a  KaTopM  KaJIMMaxou
TarMpHaébaHIay épMpacoH moxwi Memasan (for
nemosHA — for majiiBaHmak);

e  MabHOXOM I'YHOTYHMU JIEKCUKII 60 HMIaKIXOU
aBajau sIKxeja, MabHOXOM TPAMMATUKUM SIKXeJia
60 napagurmaxou ryHoryH (lay — lain, lie - lied -
lied);

e KajguMMaxoe, KM 0a SK Xuccaum HYTK
TaaalIyK JIOopaHp, JIeKVH MabHOXOU
JIEKCMKUAIIIOH TYHOTYHAaHJ (Spring — yYaxul,
spring - yarima, spring — 6axop);

e  MaBuyp OymaHU Yy3by YMyMi1 Jap MabHOU
nexmuki (before — memosing, before - 3apd,
before — majiBanmax);

e uyydbTM KamMmaxoe, KM MOHAHIUU XeJio
Ha3OMK J[OIITa, XaM4YyH BapMaHTXOM KaauMMau
cepMabHO 1A MellaBaH;

e OMOHMMXOM 060 pOXM  KOHBepCHUS
coxTaiya (eye — ucm; eye — ¢geni);

e  KaIMMaxoM 6a Xyccaxou HYTKU T'YHOTYH
Taa/UTyKIOIITa, KM MOHAHAUM OHXO Oap acocu
pemia quma MmemraBag (thought — ncm; thought —
bebmn);

e  MOHAHIMM MabHOXOM JIEKCMKM  Ba
rpaMMaTHKIA, KM JOpPOM IIAKJIXOM TYHOTYH
mebomann [1, c. 56].

Bab3e omMMOHM 3a60HIIMHOC MAPOHUMXOPO
(xamuMmaxou Taymaddysanmon Has3auk) 6a KaTopu
OMOHMMXO0 AOXWJI MEKYHaH[, JIEKUH 60 Bydyau
xeJjle Ha3IUK OyIaH MapoHUMXO a3 OMOHUM Gapk,
JopaHna. Arap OMOHMMXO a3 uuxaTu Tanaddys
myppa  MyBOPUMKAT  KyHaHHA,  IapOHMMXO
MyBOGMKATM OBO3UM HOITyppa AopaH[ [2, c. 152].
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Xysoca, 1ap 3a60HIIMHOCUY MYOCUDP aCOCaH Iy
HaMyI}¥ OMOHMMXO IIMHOXTa MellaBaH[I: MYTJ/IaK,
KM Jap MH XO0JIaT IIAaKJIX0 a3 XaMma 4yuxaT myppa
MyBOGMKAT MEKYHaH/[I, Ba HOMYTJ/IAaK, Jap XoJjaTe
KM IIaKIXo (akaT a3 SITOH 4yuxaT MyBOGMKAT
IOpaH[, sSbHe IMyppa MyBO(PMKAT HAMEKYHAaH/I.
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COIIUOJIOTUS

BOTOAHOBA ExkatepuHa 'eHHagbeBHA
CTYyIeHTKa, TMX00KeaHCKNI TOCyIapCTBeHHbIN YHUBepcuTeT, Poccust, . XabapoBckK

COLUAJIbHASA AJAIITALIA BOEHHOCJ/TY>XKAIINX
ODPULEPCKOI'O COCTABA, YBOJIEHHBIX B 3AITAC

AHHOmMauyusa. /[aHHas cmamos NOC8AWEHA PACCMOMPEHUI0 COYUATbHBIX NPOOTIEM, 803HUKAIOUUX Y 80€HHOCTY-
HAWUX 0uyepcKozo cocmasa nocie y8oabHeH Us 8 3anac Ha adanmayuoHHOM 3mane, Ux usy4eHur u npednona-
2aemuim nymam paspewerus. Takie o0paweHo eHUMAaHUe Ha 0COObie YeHHOCMHble CUCMEMbl, MblULIEHUE U N08e-
OeHue B0eHHbIX, 8bIPAOOMAHHbLE 3a 2000l CY#Ob! U 8NUSIOWUE HA PECOYUANU3AYUI. AHATUIUPYIOMCS HUSHEHHBLE

naaHsl 0ulepos, yoaeHHsIX 8 3aNAcax, U Ux peanrusayusl.

Knroueesle cnosa: coyuansHas nomMouwb, 80eHHble, 80EHHOCTYXcaujue, OblgllLe B0eHHOCTYHaujue, opuyepol,
OvleuLIas BOEHHAS CIIy#Oa, coyuanvHas adanmayus, COyuUaibHole npodiemsl, 00UIECMB0.

ocne Havasa CrnenuanbHOM BoeHnHol Omnepa-
4 Luyu B 2022 rogy yBoIbHEHME BOEHHBIX OBIIO
npuoctaHosieHo. OpHAKO paccMaTpuBaeMast
Tema 6bl1a akTyasnbHO 10 CBO u 6ymeT Takoii siB-
JIITBCS TIOC/Ie ee OKOHYaHMS. OIISIHYBIINCH HA C-
TOPMIO HAaIlIel CTPaHbl, B KOTOPOI ObITH 0dMiIepomM
BCerJa CYMTAIOCh TOYETHBIM, ¥ CPABHMBASI HbI-
HeIllIHVe TOKOJIeHUSI, MOKHO CZeaTh BBIBOJ, UTO
CTaTyC BOEHHOCTYKAIIMX U MPECTK apMuu 3Ha-
YUTEeNIbHO yIana. Ha 9To ecTh MHOKECTBO ITPUYMH,
HO JIJIS HaC TIPeJICTABIISIIOT MHTepeC BBI3bIBAIOIIVE
COLIMATBHYIO Ie3alalTanuio mpobieMsl, ¢ KOTO-
pPBIMM  CTQJKMBAIOTCS BOEHHOCTYyKAll[e TI0CiIe
yX0Z,a CO CITY3KOBI.

VBonbHeHue oduiepos U3 BC PO umeet oTpu-
1[aTeIbHbII OKpac B IIePBYI0 ouepenb 13-3a OTCYT-
CTBUSI TPXKIAHCKMX CITEIMATIbHOCTEI ¥ OTIbITa pa-
60TbI B HUX. PaboTas romamu B ofHOI cepe 1 BbI-
TIOJTHSISL IEHb 33 THEeM 3aJa4M U [TOPyYeHuUs ompe-
JleJIeHHOTO XapaKTepa, BOeHHOCTyXXallue B 60Jb-
IIMHCTBE BbIpabaThiBAlOT B cebe COBEpIIeHHO
MHOe MbllIIeHne U noBeneHue. [Iporecc pecoty-
anu3auuy opuIEpOB, YBOJIEHHBIX B 3a11ac, BaskeH

He TOJIbKO [IJIs1 KaskA0ro M3 HUX, HO U JIJISI COLIMyMa
B 11esioM. O61IeCcTBY HEO6X0IMMAa CTaOMIIBHOCTD U
YKpeIieHe COUManbHbIX CTPYKTYP. YCIEIIHO MH-
TerpMpoOBaHHbIe B IPAXKIAHCKYIO JKVM3Hb ObIBILIE
BOEHHOCUTYKAIye MOTYT ITPUBHECTY BKJIaJ B pas-
BUTME CTPAHBI C ellie HeM3BeIaHHO I/ HUX KO-
HOMMYECKOJ HUIIIN.

Apmantansi BOeHHOCUTYKAIMX OMUIepCKOTo
COCTaBa, YBOJIEHHBIX B 3aIlac — 3TO CJIOXKHBI KOM-
IUIEKC HOBOOODPA30BaHMIA, BKIIOUAIOIINX B CeOSI
TO3HaHMe HeBelaHHBIX paHee COIMaIbHBIX POJIeii,
M3MeHeHMe OIYIIeHMsI CeOsI M CBOEro OKPYKeHMs,
npeobpa3oBaHKe JUUHOCTU BO Bcex cdepax [5, c.
1-11].

CornacHo pesynbraTaMm ucciaemoBanus llumna-
KoBa B. 3., 0CHOBHBIMM TPYAHOCTSIMM, C KOTOPBIMU
CTAJIKMBAIOTCS YBOJIEHHbIE B 3arac oUIlepPHI, SIB-
JITIOTCSI TPYAOYCTPOICTBO U TMpodeccroHa bHbIi
pOCT, MEPBOOYEPENHO CBSI3aHHbIE C KaueCTBOM
MporpaMM OOGYUYeHMs U TIePEeIoATOTOBKY [1, ¢. 23-
31]. B 11e;iomM fgaHHbIe NIPOrpaMMbl OLIEHUBAIOTCS
MOJIOKUTEbHO 9KCIIepTaMyu pecouyann3aiinm,
OITHAKO ITPY 3TOM K€ UMM TOIUepKMBaETCsS He0o-
XOOVIMOCTh MX YAYUIIEHUS B HEKOTOPBIX 0CO60
BaKHBIX acIeKTaxX — IOBBINIEHNMM KayecTBa 0bpa-
30BaTe/bHBIX IPOrpaMM, YIydllleHUM MexXaHU3-
MOB TPYIOYCTPOICTBA, OOecreueHun XUIbeM U
yBenuueHnn GUHAHCOBO Moaaepxkku [1, c. 23-31;
4, c. 120-132].

ITpodeccroHanbHas aganTalys BOEHHOCTYKa-
IIMX COCTOUT U3 psiia KOMIIOHEHTOB, KasKIblii U3
KOTOPBIX ITPe/iCTaB/IsIeT olipefe/ieHHOe HallpaBie-
HMe. Tak, MOXXHO BBIAEIUTb YeTbIpe OCHOBHBIX:
obpasoBaTe/ibHbIil (IpUOGpeTeHe HOBBIX HE00-
XOOVMBIX 3HaHMII 1O BbIOPAHHOI CHEUMATbHO-
CTU), TICUXOJIOTUYECKUI (BHYTpeHHee IIPUHATUE
HOBOJI HeU3BECTHOI mpodeccun), GbuU3MIeCKui
(BO3MOXKHOCTH 3[T0POBBSI YBOJIEHHOTO) U TPYZ0BOM
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(HerocpeICTBEHHAST JesATebHOCTh OBIBIIETO BO-
€HHOCTYKAIllero B paMKaxX BbIOPAaHHOI MM HOBOJ
npodeccun) acrexTsl [2, c. 153-158].

3mech 60JbIIIOE BIMSIHME AO/DKHBI OKAa3bIBATH
pernMoHajiibHble Mepbl MOALEPKKU U 0OIIecTBeH-
Hble TporpamMmbl. Tak MeCTHbIMM OpPTaHaMy pas3-
pabaThIBAIOTCS M PeaM3YIOTCS MPOEKThI OKasa-
HUS TIOMOIIM B cdepax 3apaBOOXpaHeHMs, o0pa-
30BaHMsI TPYLOYCTPOJCTBA M COLMATIbHON IOX-
mepxku [1, c¢. 23-31]. Takue mporpaMmbl HallpaB-
JIeHbI He B YaCTHOCTM Ha 0¢M1lepoB B 3arace, HO B
MIpUHIINIIE Ha YSI3BMMBbIe TPYIIIbI HaceleHMs, HyK-
Jallyecs B pecypcax Jjs IOJI0KUTENbHO afar-
Talluu B couuyme. B OCHOBY afjantauuu TpyaoBO
3aHSITOCTY OBIBIIMX BOEHHOCTYKAIIVX MOTYT ObITh
TOJIOXKEeHBI y’ke MHOTMM 3HaKOMble OpraHu3anumn
COZEeNMCTBUS TPYOOYCTPOICTBY BBIMTYCKHMUKOB 006-
pa3oBaTelbHbIX OpraHu3alyii, Korjaa eHTPbI TPY-
IIOYCTPOMCTBA «IIepefaloT B PyKu» OBIBIIUX CTY-
IIeHTOB MOTeHIUATbHBIM paboTomartensimMm
[4, c. 120-132]. Taxoit )xe MexaHMU3M MOKeT ObITh
MpMMeHEH B KakIoM cyobekTe PO mpu B3amMo-
nmeiicTBUM MUHMUCTEPCTBA OOOPOHBI U PETVOHAIb-
HBIX BJIaCTe K YBOJIEHHBIM B 3ariac odpuiiepam.

CTouT ymeanThb Takke BHMMaHMe MOBBIILIEHUIO
MHGOPMUPOBAHHOCTY O MpaBax, CyLIeCTBYIOUIUX
BO3MOSKHOCTSIX COLIMANbHOM MOAJEpKKU U TIpO-
(dbeccroHanbHOI MepenoAroToBKY Cpeli BOEHHO-
CJTy>Kalux, Tak KaK MHOTME He MOTYT BOCIIOIb30-
BaTbCsl MOMOILBIO B CWJIY TOrO, YTO MPOCTO HeE
3HAIOT O ee cymecTBoBaHMM. Heobxommmas MH-
dbopmanus ToKHA PacIpOCTPaHSAThCS yepes J10-
CTYIHbIE VICTOYHMKY MH(POpMAaIMu ¢ IoJauu pe-
TMOHA/IbHBIX CTPYKTYP BJIACTHU.

HecMoOTps Ha MOAAEPXKKY CO CTOPOHBI rocyap-
CTBa, B O0JIbIIIel CTeleH! Ha YCIIeTHOCTb PeCoIy-
anusanyy ObIBIIMIT BOEHHOCTY)KAIIUX BJIMSIET
BHYTPEHHSISI MOTUBAIUSI — TICUXOJIOTUUECKUIT ac-
MeKT — MoAJepXKa CO CTOPOHBI CeMbM, Ipy3eii,
POICTBEHHUKOB U T. 1. [lepen oduiiepamu CTOUT
3a7jaua IMpeojioyieHns TICUXOMOTUUECKUX U KYJb-
TYpHBIX 6apbepoB, CBSI3AHHBIX C MEPEXONOM K
IPAXIAHCKOM XU3HU. VIMEHHO TO3TOMY TakKxKe
TOCYIApCTBEHHBIM CTPYKTypaM CTOUT OOPaTUTb
Oonblllee BHUMaHME COIMATbHO-TICUMXOJIOTHYE-
CKOMY COCTOSIHMIO BOEHHOCTYKalIUX — ICUXOJI0-
ruyecKkasi IoJiIr0TOBKA 1epes, yBOJIbHEHMEM U T10-
cJle Kak caMuM oduiiepaM, Tak ¥ WieHaM UX ce-
Meit, MHTerpamus B npodeccuoHaabHble COOOIIIe-
CTBA ¥ KPYXXKKM T10 MHTepecam u Tip. [3, c. 159-165].

Tak, Hanmpumep, C. JI. Kocuk npeajaraet 3a 1-2
rofia 0 BO3MOSKHOTO YXO[a CO CIY>KObI HAUMHATD

MPOBOAUTh O3HAKOMMUTEIbHbIE TPEHUHTU-CEMMU-
Hapbl, TIOCBSILEHHbIE 03HAKOMJIEHMIO C HbIHEII-
HUM PBIHKOM TpY/a, @ TAKKe TaKTUKe TOBeIeHUsI
TIpU TTIOUCKe HOBOJi paboThl. [Ipy 3TOM ycTpanBaTh
TICUXOAMUATHOCTUKY C 1eJbl0 BBISIBJIEHUS CYIle-
CTBYIOIIMX BHYTPEHHMUX OapbepoB MHpu Oymylmei
cMeHe MecTa paboTel 1 mpodeccun [5,c. 1-11]. Ta-
KOJi TIepuof, Mo MHEHMIO aBTOpa HaYyYHBIX CTaTeMN,
MOT Obl OOJIETYMTh BOEHHOCTYXKAILIMM IIPOIeCC
YBOJIbHEHUS U TIepBOe BpeMs [ocJie HeTo.

ITo muenuto T. A. YepTyIIKUHOIA, «pa3BUTKE CO-
LIMaIbHOJ PabOThl ¥ MEHCMOHHOro obecreyeHust
BOEHHOCJTY3KalllUX, YBOJIEHHBIX B 3ariac, M 4JeHOB
MX ceMell HemoCpeICTBEHHO B3aMMOCBSI3aHO C
pa3BUTMEM BOOPYKEHHBIX CUJI B CTpaHe, COCTOS -
HMYEM ee 3KOHOMMKM, YPOBHEM HAIMOHAIbHOTO
IIOXO/a U MOBBIIIEHMEM MaTepuaabHOr0 61aroco-
CTOSIHMSI JTIofed» [6, ¢. 129-135].

[MepBoouepeAHBIM MPOTPAMMHBIM AOKYMeEH-
TOM COILIMAJbHOTO TIJIAHMPOBAaHMS, HA KOTOPBIN
onupasocb MuHMUCTEPCTBO 0060poHBI P® B BO-
Mpoce COLMANIbHOM afanTtamuu, sipjsiiach CTparte-
I'Ms COLMAaJbHOTO pa3BUTUS BoopyskeHHBbIX Cu
Poccuiickoit ®enepaunu Ha nepuog ao 2020 r. [7].
B nanHom mokymenTe oT 28.03.2008 r. mponucaHa
cucTeMa Mep JOATOCPOUYHOTO XapakTepa, OCHOB-
Hasl LieJib KOTOPBIX — YAy4llleHMe BOEHHO-COLM-
aJbHO cdepbl B pasauUHbIX HampasjaeHusx. O6-
pasoBaHMe, MeOUIIMHA, KYyJIbTypa, CIOPT, COLM-
aTbHO-OBITOBBIE YC/IOBMSI, 3apaboTHas Ij1aTa, IeH-
CUsl, IeHeXXHOe NTOBOJbCTBME M COLMaIbHAs 3a-
muTa — Te cepbl, KOTOpble oxBaTbiBaeT CTpare-
TSI COLMAAbHOTO Pa3BUTHSI.

BoenHoctyskamye oduiiepckoro coctaBa, yBo-
JleHHble B 3arac — BbIHeCeHbl B JAHHOM J[OKY-
MEHTBI KaK OTJleJIbHaS COLiMa/bHasI TPyTIia C COOT-
BETCTBYIOIIMMU [JII HUX Meponpusitusimm. Tam
MpOoNMCcaHbl Takue Mepbl MO OKa3aHUIO Comeli-
CTBUS B ITOJTyYe€HNUY MTPODeCCHOHATbHBIX HABBIKOB
T10 TPasKAaHCKO CIIelaJlbHOCTI: pa3BUTHE peru-
OHAJIPHOTO KOMIUIEKCA BOEHHO-YUYEOHBIX IIeH-
TPOB; CO3[laHMe CeTU MTOATOTOBUTENbHbBIX LIEHTPOB
Mpy 0O6PA30BATENbHBIX YUPEKIEHUSX BBICIIETO
npodeccuoHabHOTO 00pa30BaHMSsI; IepPerofro-
TOBKA BOEHHOCTYKaIMX M0 IPasKIaHCKUM CIIely-
aJbHOCTSIM B TIepUOM, TMPOXOXKIEHUST BOEHHOM
CITY>KOBI IO IPU3BIBY [6, . 129-135]. Ha oduimans-
HOM caiiTe MuHuUcTepcTBa 060pOHBI Poccuiickoit
depnepaly MOXXHO 03HAKOMMUTBCSI C UTOTAMU CO-
uyanbHOro passutus BC PO B 2024 1. B oTHOCHK-
TeJTbHO HeOOJbINOI Tpe3eHTalliM, OXBaThIBAIO-
IIMIA 1IeJTbIN TOJT, OCBSIIIIEHBI MTOTY BO BCeX cdepax
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- (MHAHCOBOE U KMUIMITHOE obecrieueHne, obpa-
30BaHMe, MeIUIIMHCKOe obecrieueHye, KylIbTypHO-
IOCyTOBOE obcmy>kuBaHue, IBIOKEHUE
«IOHAPMUSI» u snekrpoHHas npuemHasi [8]. Ha
IaHHBI/I MOMEHT MUTOTM II0 paboTe C M3ydyaemoit
COLIMAJIbHOM TPYMIION OTCYTCTBYIOT B CUMJIy TOTO,
uTo AeictByeT ykas IIpesungenta PO ot 21.09.2022
N2 647 «O6 0OBSIBAEHUM YACTUUHOIN MOOWMINM3A-
uum B Poccuiickoit ®emepauun», ¢akTUUeCKU
03HayvawIlNii, YTO BCe KOHTPAKThI MPOIOJIKAIOT
nIeiictBoBaTh [9]. B HacTosiee Bpems doxyc cme-
IleH Ha OKa3aHue COLMaabHOM MOMOIIY Y4aCTHU-
kaM CBO u ux cembsiMm. OgHaKo, Iocjie OKOHYaHUS
CrieniayibHOJ BOEHHOI OIepaly U OTMEeHbI BbI-
IIeyIIOMSHYTOr0 yKasa, uM3ydyaeMas MHOKI TeMma
MIpMOGpeTeT ellle OONBINYI0 aKTYaIbHOCTbD.

ColvanibHasl 3alUTa BOEHHOCTYXKAIIUX UCTO-
pMUecKy CKIafbIBa/iach KaK BaKHeJIas cucrema
M 3JIeMEeHT TOCYJapCTBEeHHOM MOMUTUKM, TaK Kak
OHAa HeIoCpeICTBEHHO BMsIeT Ha 9KOHOMMUYECKYIO
U COIMATbHYIO CTPYKTYPbI CTpaHbl. BoeHHOCTY KA -
e o¢uilepckoro cocTaBa, yBojeHHbIe B 3ariac,
SIBJISTIOTCSI HE TOJBKO 0CO0O0¥ COIMAanbHOM TPyII-
10, HO ¥ 3HAYMMBIM TPYJOBBIM PECYPCOM, KOTO-
pbIif B yMeJbIX TOCYyapCTBEHHBIX PyKaX CMOXET
JBaKIbI TOCTYXXUTh CBOEMY OTE€UYEeCTBY.

W3 paccMOTpeHHOT0, MOXHO CIlesiaThb BbIBOZ,
YTO B ITepPBYI0 oUuepeb roCyqapCTBEHHbBIM BJIACTSIM
Heo6XOIVIMO YAYUIIMTh HPOTPaMMBbl IIPodeccro-
HaJIbHOJ MTepernoAroTOBKM, OKa3aTh 6ojiee 3HAUM-
TeTbHYI0 (OMHAHCOBYIO, KWINIIHYIO IOALEPKKY,
U3MEHUTb MOIXO/, K OpraHM3allMOHHO TOMOIIU U
IOHECeHUIO BakHONM MHGOpMAaIUM, CBSI3aHHOI C
MpaBaMM ¥ BO3MOXKHOCTSIMM GBIBIIX BOEHHOCITY-
skalux. Takke CTOUT 06paTUTb 0cO60e BHUMaHMe
Pa3BUTUIO COLMATBHBIX U TICUXOJIOTUUECKUX TTPO-
IrpaMM, CITOCOOHBIX ITOOHSTb MOPAIbHBINA TyX
cpeny VIIeOmMX €O CIyk0bl oduiepos. OTmas
3HAYUTEIBHYIO YaCTh CBOE KU3HU CIy>KeHUIo Po-
IViHe, BOEHHBIN ITeHCMOHED 3aCIyXKMBAaeT 0COO0T0
BHMMAaHMS CO CTOPOHBI TOCYIapCTBa.
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Abstract. This article is devoted to the consideration of social problems that arise among military officers after
their discharge into the reserve at the adaptation stage, their study and proposed solutions. Attention is also drawn
to the special value systems, thinking and behavior of the military, developed over the years of service and influenc-
ing resocialization. The life plans of officers discharged from the reserves and their implementation are analyzed.
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