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HEOTAHAA IIPOMBIIIJIEHHOCTDb

BEJIOYCOB Oner AHaTo/ibeBUY
MarucTpaHT, YAbSIHOBCKNUI MHCTUTYT I'PasKIaHCKOM aBMaluuy uMeHu [J1aBHOro Mapiiasia
asuaumu b. I1. Byraesa, Poccus, r. YIbSIHOBCK

OYMCTKA ITPOMBIIVIEHHO-JO>XAEBBIX CTOYHbIX BO/, C IIOMOILIIBIO
MOBWJIBHBIX OYMCTHBIX COOPY>XEHUI HA BA3E ITPUIIEIIA

AHHOmauus. B Hacmosujee epems umeemcs 60abUOe KOIUUECME0 npednpusmuti, 8 mom 4ucie u ckaados
T'CM, Ha Komopaix ouucmKa 00#0esblx CMOUHbIX 600 OMCYMCMeyem Ulu He CO0MEemcmeyem cospeMeHHsIM mpe-
608aHUAM, UMO 8J1euem onpedeseHHbvle (PUHAHCOBbIE PUCKU 071 npednpusmus u co3daem yzpo3y sKoaozuu. B 0aH-
HOll cmamoee paccmampueaemcst yCMAaHo8Ka st OUUCMKU 00X0e8blx CMOUHbIX 800 He mpebyrwas 3ampam Ha
CMpoUmensHO-MOHMAMCHble pabomol U CMAYUOHAPHOU YCMAHOBKU.

Kntoueawie cnoea: ouucmia 0oxoessix CMoUHbIX 800, CKIAOD 20pioue-cMa3ouHbix mamepuanos (ICM), 3awuma

OKpyxcarouleti cpedsl.

FnaBHoﬁ LeJIbl0 TAHHOW CTaThU SIBJISIETCS —
obecrieueHyue IMPOU3BOACTBEHHBIX OOBEKTOB
CUCTEMOI OUMCTKM TPOMBILIIEHHO-J0XAEBbIX
CTOKOB ¥ MCKIIOUMUTH 3arpsi3HeHie TPYHTOB
HeTepoayKTOCOaepIKaIEeii BOMOIA.

[J1sT MOCTVIKEHMS 9TO¥ eI ObUIM TTOCTaBIEHbI
clenyloliye 3a1aun:

1. PaspaboraTb KOMIIAaKTHOE pelleHyue JIs
OUMCTKM MPOMBIIIIIEHHO-A0KAEBbIX CTOUHBIX BOJ,
Ha MpeinpusITUn;

2. TIpoBecTy BbI6GOp HEOOXOAMMOTO IJISI IIPO-
eKTa 000pyIOBaHM;

3. Paccumrarh 3KOHOMMYECKYIO II€J1eco006-
Pa3HOCTH OYIYIIEro ITPOEKTa.

IJig KaXkmoro TpemrpusTusi paboTaromero c
HeTenpogyKTaMy HeOOXOIMMO TTPOU3BECTH pac-
YyeT BOMOIIOTPEOIeHMsI MIJIsT MCIIONb3yeMOi yCTa-
HOBKM. [IJisI pacyeTa MCI0/Ib3yeTCsl CpeiHeMecs -
HbIi TIOKa3aTesb BbIMaJeHMUsI 0CAKOB JJISl peru-
OHA/HACEJIEHHOTO ITyHKTA, BBIOMPAETCS MaKCH-
Ma/JibHOe 3HaueHMe BbIMlaJleHMs] 0CaJKOB Ha Bceii
TJIOIIAAM TPeSIpPUSTUS, C KOTOPOI OCYILEeCTBIIs-
eTcst c60p MOKAEBBIX CTOUHBIX Bon. Hampumep:
CKIagpl XpaHeHMs HedTeNpOmyKTOB, pe3epByap-
HbI/ MapK, ITyHKTbl HaJIMBA U CIuBa. B cooTBeT-
CTBUM C TIOJIyYeHHBIMU JaHHBIMU TPOU3BOAUTCS
BBIOOpP HEOOXOOMMOJ YCTaHOBKM OUMCTKM CTOY-
HBIX BOJ OT HedTenmpoaykToB. [l mpuMepa pac-
CMOTPUM YCTaHOBKY IOCTaTOYHYIO 1151 UCITO/Ib30-
BaHMA B MOCKOBCKOI 0067acT¥ Ha He6OJbIIOM

ckiage (pesepByapHslii mapk 11 pesepsyapos PI'C-
50, TyHKT CIMBa-HaIMBA TUTommanbio 80m?. st co-
3IaHMs MOBMUIBHOI CUCTEMBI OUMCTKM OymeT Oo-
CTaTOYHO MUCII0/Ib30BaHMe HaMeHblllei Tpon3Bo-
IuTenbHoCTH 1-2 M3/dac. dnoTanyoHHO-GUIbTpa-
IIMOHHAsl YCTaHOBKA C (QUIBTPOM COPOIIVOHHBIM
OBYXCTYyMeHYaTbhIM [Ajis1  HgoouucTku. CremneHb
OUMCTKM CTOUHOM BOMBI TTO3BOJISIET OCYILECTBIISITh
c6poC OUMIIEHHBIX CTOYHBIX BOJ, B JIMBHEBYIO Ka-
Ha/IM3al Mo WiK B BofoeM (cooTBeTcTBYeT [locTa-
HOBJIEHUIO TIPaBUTENIbCTBA O BOMOCHAOXKEHUU U
BoZOOTBefeHMN N2 644).

dnoTraiMoHHO-OWIbTPAIMOHHAS ~ YCTAHOBKA
BK/IIOUAaeT B CebsT  Clemymiollye  IPOIeCChI
ouncrku [1]:

1. Kamepa cmemeHnus (yCTaHaBAMBAETCS IIPU
Heo6xoaMocTy). CITysKUT IJIT CMEeUIeHUs XUMMU-
YeCKMX PeareHToB CO CTOYHBIMM BOJaMu, 06pas3o-
BaHMS KOAryJIsiuu 3arps3HeHmnii ¢ 06pa3oBaHMeM
XJIOITbEB ¥ KaK CJIEICTBME MOBbIIIeHUY 3G PeKTUB-
HOCTY OYMCTKM BOIBI (prioTaryeit.

2. Carypauus. B aTom y3i1e MpoucxoauT pac-
TBOpEHME TI0f, TOBbIIEHHbIM JaBJI€HUEM aTMO-
chepHOro Bo3ayxa B OUMIIIEHHO Bofe IJ1s1 Togaun
B KaMepy ¢uioTammun.

3. ®@noraums. [IpenHasHaueHo A4J1 nogbeMa
3arpsi3HeHMI Ha TIOBEPXHOCTD GIoTaTOpa IMPU I0-
Momy Tpouecca ¢moranuu. Takke — 37ech
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IMPOUCXOOUT yAAJIeHUE 3arPsSI3HEHUIA B LIIJIaMOBBIi
KapMaH B Bujie (UIOTOIILIaMa.

4. Ounprpaumst. [IpegHasHaueHa st Gu-
HUIIHOM JOOYMCTKM OOKIEBBbIX CTOUYHBIX BOA. B
paccmatpuBaeMoM BapuaHTe OOV OCJ] ycTaHOB-
neHo 3 crynenu duapTpauyiu [1].

OunieHHast BOfa COOTBETCTBYET TPeOOBaHMSIM
IU1st cOpoca B BOIOEM.

Tak ke IS IPUIAHUS YCTAaHOBKY MOOWMIBHO-
CTY He06XOIMMO YCTaHOBUTDb OUMCTHBIE COOPYIKe-
HMS Ha TIpuilen. Beibop mpuiierna mpousBOIUTCS B
3aBUCUMOCTHU OT pa3MepOB OUMCTHON YCTaHOBKM.
IMox mapaMmeTpsl rabapuTOB U TPY30HOTBEMHOCTH
IS BHIOPAHHOM YCTAaHOBKM TOOXOOWUT TPUIIEIT
CCT Ha 2-x ocsix. Ha 6a3e maHHOTO mpuiiena u 0y-
JleT TIpoM3BeleHa yCTaHOBKa HaIIMX OUMCTHBIX CO-
OpY’KeHMIA.

[MpuHIMIT PaboThl MOOGUIBHOV YCTAaHOBKM OY-
JleT 3aK/II04aThCs B cienytonieM. JJokaeBast Boja ¢
TEePPUTOPHI, TEXHOJIOTUYECKM 3aJIe/iCTBOBAHHBIX
B OoIepanusix ¢ HeyTermpomyKTaMM, 110 TOKIETPU-
€MHMKaM T[OCTylaeT B aKKyMYJIMPYIOUIYIO eM-
KOCTb, OTKy[Ia ¥ OyJeT MPOMUCXOIUTh OTKAUKa ee Ha
MOOWIbHbIE OUMCTHBIE COOPYKeHUST YCTAHOBJIEH-
HbBIM Ha HMX HAcOCOM. Biaropapsi MoABMKHOCTU
MMeeTCs BO3MOXXHOCTb YCTaHOBUTDH OUUCTHBIE CO-
OpY>KeHMsI B JIIOOOM HEOOXOOMMOM YdYacTKe, B
CBSI3M C UeM HaKOMUTEIbHbIX €MKOCTei U MeCT
MOXXeT ObITb HECKOJBKO.

Bcero 4 srana [2]:

1. TlepBuMyHOe OTCTaMBaHMe B €MKOCTM-
HaKoIuTeNne, obecrieunBalllee ynajieHue MuHe-
paJbHBIX MMPUMeceit U TUIEHOUHBIX HedTelpoayK-
TOB;

2. HamopHywo dnotauuio Ha YCTaHOBKe
«DDY», yOanadwIlyl0d OCHOBHOE KOINYECTBO
HeTEeNpOIYKTOB M B3BEIlIEHHbBIX BEIeCTB, ¥ 0bec-
[eYMBaloIIyI0 3HauuTenbHOe CcHuKeHue BIIK n
XTIK. B coctaB «®DY» BXOAUT YCTPOICTBO IJISI [10-
3MpPOBaHMS XMM. peareHTOB, MTO3BOJIsIOlee B He-
CKOJIbKO Pas3 MOBBICUTh 3D (GHEKTUBHOCTb OUMUCTKY U
CHM3UTb Harpysky Ha Iocjeqyioliye CTerneHu
OUNCTKHU;

3. OuIbTpalyi0 Ha BCTPOEHHOM (GUIbTpe
YCTaHOBKU «DDVY», 3arpy>keHHOM IeHOIIOInype-
TAHOBOM KPOILUKOJ MM aKTUBMPOBAHHBIM YIJIEM,
obecrieunBarolei ygaaeHne U3 BOIbI OCTATOYHBIX
B3Beceii. (IaHHbIV QWIBTPYIOIIMIA MaTepuan (Ie-
HOIIoJIeypeTaH) oO6afaeT BBbICOKOW TIPSI3eeMKO-
CTbIO U TIOABepraeTrcs IepUOANYECcKOll TMpo-
MBIBKe);

4. CopOUMOHHYIO YMCTKY Ha GuiabTpe «OCI»,
3arpy>KeHHOM aKTMBMPOBAHHBIM YIJIEM, JIUOO JTIO-
6bIM 3 GhEKTUBHBIM COPOIMOHHBIM MaTEPUAIOM.
[Tpu 5TOM MOCTYIUIEHNE HA COPOIIMOHHYIO OUUCTKY
BOJbI, OUMIIIEHHOI OT B3BelIeHHbIX BellleCTB Ha
MpebIAyIMX CTaguUsIX, 3HAUMTEIbHO YBEIUUUT
CPOK CJTyKObI MaTepuasa 3arpy3Ku.

OUNIEHHYI0 CTOYHYIO BOAY MOXKHO COpachI-
BaTh B JIMBHEBYIO KaHAIM3ALUIO [2].

YCTaHOBKA JIOKQJIBHBIX OYMUCTHBIX COOPY>KEHUN
TpebyeT OOJIBIIOTO KANUTAJIOBIOXKEeHUS — OoT 10
MJTH py6Jieii ¥ eXXerofgHble 3aTpaThl Ha 06CTyKMBa-
He B pa3zmepe oT 250 ThIC. pyOsIeii.

B To BpeM Kak 3akymka yCTaHOBKU DDV ¢
dbunbrpom OCH, 1 mpuiieriom 060¥geTcs B CeMb
pas geriesse. B 3aBMCMMOCTY MOITHOCTY OT 1 MJTH
920 ThIC. pybOseit. 3aTpaThl HA OOCITYyKMBaHUE CO-
craBat 120 Toic. py6ieii.

Ilpy BBIGOPE MOOWMIBHOI CUCTEMBI OUMCTKU
CTOYHBIX BOJ|, BBITOJ]Ja COCTABMUT OKOJIO 8 MJTH ThIC.
py6neii. TIpy aTomM 3aTpaThl Ha OOCTYKMBaHME
€XEeroHo OyIeT 3HAYNTEbHO MEHbIIIe 10 CPaBHe-
HUSI C JIOKAJIbHBIMU OUYUCTHBIMU COOPYKEHUSIMU.
ExkeromHast Bbiroga coctaBuT 130 Tbic. py6ieii.
(Bcero 120 000 py6ieit, aTo 30 000 Ha snMeKkTpuUye-
cTBO, 40 000 Ha 3aKkymky cop6enTta u 30 000 3a-
TpaThl Ha INB B JIMBHEBYIO KaHanm3anmio 1 20 000
Ha O00CTyKUBaHMKE).

Takum 06pa3oM pe3OMUPYST BCE BBIIIEU3IIO-
SKEHHOe, JejlaeM BbIBOM, YTO MOOWJIBHOE OYMCT-
HbIe COOPYKeHMUSI:

1. TIpomecc ¢wibTpanuy BOOBI YCTAHOBKU
TTOJTHOCTBIO aBTOMATU3UPOBaH, He TpebyeT AOTOoI-
HUTEILHOTO OOYYEHMS ¥ CIIeLIMaTbHBIX HABBIKOB.

2. JaHHasg WHHOBALMsSI MaJjiorabapuTHa Wu
MOOMIbHA, UTO IIO3BOJISIET YCTaHABIMBATL €€ B
J060e ymo6HOoe [IJIsT HaC MeCTO U yOupaTh B Cryyae
HEHaJ00HOCTH, IPU 3TOM 000pPYIOBaHME BBIIIOJI-
HEHO BO B3PbIBO3aILUILEHHOM UCIIOIHEHUM.

3. MUcnonb3oBaHMe OUYMCTHBIX COOPY>KEHUI
MO3BOJIUT UCK/IIOUNUTD 3arpsi3HeHMe OKpYKaloIei
cpenbl.

4. Het Heo6x0AMMOCTY B CO3HAHUM TOPOTO-
CTOSILEro TUIaHa Ha CTPOUTENbCTBO CTal[MOHAp-
HBIX OYMCTHBIX COOPYKeHMI (HeT He0OX0AMOCTH
B JIOPOTOCTOSIIIUX ITPOEKTHO-U3BICKATeNIbCKUX U
CTPOUTENTbHO-MOHTAXHbIX Pa00Tax).

5.  CTouMOCTb YCTAaHOBKM M CTOMMOCTH Ha ee
3KCIUTyaTalyIo B pa3bl MeHbl1e, yeM JIOC.
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JIutepaTtypa 2. YcTaHOBKM OUUCTKU BOAbl DOV, dnoTanu-

1. Tlacmopt 3aBoga u3roroButessi: Komruiekc OHHO-(GMJIbTPaIMOHHAsI ycTaHOBKa OOY. HcTou-

060pyIOBaHMST ITPOU3BOOUTEIBLHOCTHIO 1 M3/uac HUK: https://avto.detektorpoligraf.ru/ustanovki-
Ha 6a3e GOTanVOHHON yCcTaHOBKU «DDY-1K», ¢ ochistki-vody-ffu-2. Tara 18.02.2025.

IOOUYMCTKON Ha copOLMOoHHOM puibTpe «OCI-1».
Iata 18.02.2025.

BELOUSOV Oleg Anatolyevich
Graduate Student,
Ulyanovsk Institute of Civil Aviation named after Chief Marshal of Aviation B. P. Bugaev,
Russia, Ulyanovsk

INDUSTRIAL RAINWATER WASTEWATER TREATMENT USING MOBILE
SEWAGE TREATMENT PLANTS BASED ON A TRAILER

Abstract. Currently, there are many enterprises, including fuel and lubricants warehouses, where rainwater
treatment is absent or does not meet modern requirements, which entails certain financial risks for the enterprise
and poses an environmental threat. This article discusses a rainwater treatment plant that does not require the cost
of construction and installation work and stationary installation.

Keywords: rainwater treatment, fuel and lubricants storage, environmental protection.
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Jasmine Aziz Hussein
Master's Student in Mechanical Engineering,
Department of Reconstruction and Projects, Al-Iragia University, Iraq, Baghdad

DESIGN AND STUDY OF MATHEMATICAL ANALYSIS
OF WIND TURBINES USING MATLAB/SIMULINK

Abstract. Wind turbines are a topic of great interest and development due to the problems of emissions, climate
change, and increasing carbon dioxide. Therefore, we analyzed, designed, and studied a wind turbine using
MATLAB. A wind turbine was designed, its mechanical properties were studied, and its control was studied. Finally,
these turbines can be proposed for operation in Iraqi conditions.

Keywords: wind speed, angle of attack, wind turbine.

Introduction

Wind power has been used for about 3,000
years. Until the early twentieth century, wind
power was used to provide mechanical power for
pumping water or grinding grain. At the beginning
of modern industrialization, the use of fluctuating
wind power was replaced by fossil fuel engines or
the electrical grid, which provided a more stable
source of power. In the early 1970s, with the first
oil price shock, interest in wind power resurfaced.
However, this time the focus was on wind power
rather than mechanical power. Due to the prob-
lems facing the environment, the clear increase in
carbon dioxide, economic instability and the in-
crease in population density, it is necessary to re-
think the search for alternatives to energy sources,
especially non-traditional energies, including re-
newable energy sources such as solar and wind en-
ergy, especially for remote and isolated areas that
are difficult to reach or deliver fuel and energy to
these areas, as these alternatives can be used for
domestic uses, which contributes to improving en-
vironmental conditions [1, p. 1-6; 2]. One of the
most modern renewable energies in use is wind en-
ergy, as wind energy is an irregular and unstable
source and is characterized by its momentary fluc-
tuations [2, 3].

Non-renewable energy consumption is respon-
sible for their total depletion, so the development
of alternative energy is inevitable. The demand for
electricity and the desire to minimize environmen-
tal damage have led to a greater reliance on renew-
able sources of electricity. Wind generators are of

greatest importance among them. Electricity gen-
eration systems based on the use of wind energy
use the conversion of wind kinetic energy into me-
chanical energy of the generator rotation. Using
the mathematical description of an idealized wind
turbine, it is possible to estimate the value of the
speed at which the turbine power and system effi-
ciency are maximum.

One of the key electrical challenges in wind en-
ergy generation is the inherently random and var-
iable nature of wind. To address this in wind-to-
electricity conversion systems, Maximum Power
Point Tracking (MPPT) strategies are implemented
to optimize efficiency [1, p. 1-6]. The output power
of a wind turbine varies with wind speed, and due
to the unpredictable characteristics of wind,
achieving maximum power output across all wind
conditions is complex.

This study explores a control approach for a 20-
kW small-scale horizontal-axis wind turbine that
aims to maximize power output under fluctuating
wind speeds. The main operational characteristics
of the turbine are analyzed, and a mathematical
model of a high-speed control system tailored for
MPPT implementation is developed.

The following assumptions are made: air com-
pression is neglected during turbine rotation, and
power losses in components like the gearbox and
inverter are disregarded. Only aerodynamic
losses — specifically, the portion of wind energy
not converted into torque and passing through the
turbine - are considered.



AKTyaJIbHBIE UCCIIEIOBAHUSA * 2025. N221 (256)

E
T Texuuaeckue Hayku | 10

Reference [4, p. 10-15] introduces an original
method for modeling small-scale wind turbines
based on their technical parameters. The paper
proposes an enhanced mathematical model that
incorporates both the power coefficient (CpC_pCp)
and torque coefficient (CtC_tCt). Additionally,
control is achieved by adjusting the blade pitch an-
gle (B\betap), allowing optimization of the output
speed for maximum power extraction.

1. Wind turbine operation mode

Modern wind turbines can function in two op-
erational modes: constant rotor speed and variable
rotor speed. The turbine’s performance is typically
categorized into four distinct regions, as depicted
in figure 1. Of these, only the second and third

regions represent active operation, while the first
and fourth are considered inactive.

Region 1 corresponds to wind speeds below the
cut-in threshold (typically less than 5 m/s), during
which the turbine remains stationary and does not
generate power.

Region 2 spans from the cut-in wind speed to
the rated wind speed i.e., when wind speed exceeds
5 m/s but remains below the nominal speed
vnomv. In this range, the turbine actively produces
power. Two primary control strategies are applied
in this region to optimize performance: adjusting
the blade pitch angle (i.e., angle of attack in the
horizontal plane) and modifying the generator’s
rotational speed.

Prom

06

0.4

0.2

V cutjin

V rated

V cut off

V HOM

30

CKOPOCTH BeTpa M/¢

Fig. 1. Of the wind turbine operation mode [5]

Region 3 lies between the cut-in and cut-out
wind speeds, typically when wind speeds exceed
nominal levels but are below the maximum safe
limit (above 5 m/s and up to around 30 m/s). This
is the range in which the turbine generates the
maximum amount of energy. However, to prevent
overloading the generator's electrical and me-
chanical systems, the turbine cannot harness all
available wind energy. In this region, the turbine
operates at a constant rotational speed and main-
tains a rated power output. To regulate excess en-
ergy and ensure safe operation, the blade pitch an-
gle is actively adjusted.

Region 4 represents conditions where the wind
speed exceeds the cut-out threshold (typically
above 30 m/s). At this point, the turbine is shut
down to prevent mechanical damage from exces-
sively high winds. To protect the system, the
blades are rotated to a pitch angle of 90°, effec-
tively stopping the rotor and preventing further
energy capture [5].

Mathematical description of wind turbine
aerodynamics

A Wind Energy Conversion System (WECS)
converts kinetic energy from the wind into me-
chanical energy and subsequently into electrical
energy. The modeling involves aerodynamic, me-
chanical, and electrical subsystems. Below is a
breakdown of each major component of the math-
ematical model.

When describing the model, equations (1-5)
wereusedin|[5;6,p.1-9;7;8,p. 163-168;9,p.917-
921].

The turbine's torque is dependent on the wind
speed. v ,,, which acts on its blades, the power uti-
lization factor C,, the speed A and the geometric
dimensions of the turbine (radius R and turbine
cross-section area A;) [5; 6, p. 1-9; 7; 8, p. 163-168,;

9, p- 917-921].
Where: T - Prywr and Topt = Popyo topt-
PTR?V,y2Cp(A,0) _ pmR5Cp(,0) 2
T‘m = = t » (1)

2w¢ 223
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Vwlopt
We_otp = R’ (2)
2 3
T _ PTTR“Vy, Cpmax (3)
opt anSCpmax’
20Wtopt———— 2
2130pt
topt

Substitution (2) into the equation of mechani-
cal motion (1):
w; =5 [ (Tope = Tp)dt, @
Based on the value of the power utilization fac-
tor C,, the torque factor C;is determined:

Where C; is the torque coefficient [6, p. 1-9].

Maximum power maintenance mode
(MPPT)

Based on the algorithm, the maximum power
maintenance mode (MPPT) is shown in figure 2.
We can control using the basis of the computa-
tional optimum rotation speed of the wind turbine
from measuring the wind speed and then deter-
mining the maximum power that can be extracted
from the wind the turbine system control shown in

o
=7 ®) figure below.
g .’ I'm((".f")"‘())
»
u Power
— Converter
—-: I._ (o T 1
v 1 o +
w
—_— ‘;’t Controller

MPPTController

@

Fig. 2. Control system of wind energy

Figure 2 illustrates the procedure of the control
algorithm intended for the mode of maximizing
power (MPPT). The system's control comprises 3
separate loops that are responsible for controlling
(maximizing the power point, field or vector, and
the control of the wind turbine by means of an ob-
server.

2. Simulation of wind turbine aerodynamics
in Simulink

The turbine's output mechanical power is de-
pendent on the speed.

Wind Vy, is given in table [5].

Table
Output mechanical power of the wind turbine [5]
Wind speed V, in m/s Capacity kW

1 0

2 0

3 0.25

4 0.5

5 1.5

6 2.5

7 4

8 6

9 8.6

10 11.8

11 15.6

12 20

13 20

14 20

15 20
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We built a complex turbine system using MATLAB as shown in the figure below using the mathematical
system as shown in the figure 3.

@D

Win_spee

Wind speed (m/s)1
turbine speed Wt

B

Y

8.1*30/(10%pi) 10*u[1)/8.1

Subsystem1

vr

G2 '
“ %
wt

B>

wt=30/pi(8.1*V)/R

Fig. 3. Modelling system WECS By Simulink

Visual representation of the mathematical used when constructing the model. The modeling
model compiled in Simulink. Equations (1-5) were scheme of the wind turbine is shown in figure 4.
Th

4

Wind speed (m/s)1

turbine speed Wt

Nind Speed1

Trp

—» R*u[1]/L opt

Wind speedr (m/s)2

Y

G2

\l*

Fig. 4. Wind turbine simulation diagram in Simulink
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The mathematical model for controlling the speed A coefficient is shown in figure 5.

Wind speed|
(mis)1
Reu2pu1] L ro*uf 1]A3 uRpE] f—CD
— L (1AU1]+0.08*U[2))-0.035 U213 +1)) L—» )m (C2/u[21-C3*U[3]-C5)"exp(-CE/u[2])+0.0068*u[1] P- T
Tambda_| r ru*u[1]"3* 2 4.@';)

ro= 1 225

Pitch anglie Shift Inertia2 Shift Inertia
w KTs
@ 2 b

Wind speedr
(mis)2 L N
%l + Rl I_ra‘ HAU]+0.08"U[2])-0.035/(u[21A3+1)) }—» C1*(C2/u[2]-C3*u[3}-C5)*exp(-CBIU[2])+0 ooss*u[n}—»I- o u1]*2"u[2}/(0.09) }7—’@

lambda ambda_i N
| - ¥ v {
1
pitch angle Shift Inertia1 I
Shift Inertia3 X
Fig. 5. Mathematical model of speed control
Take a sample of the wind speed as shown in m/s at different times shown in figure below (fig.
the figure below, where it varies from 15 m/s to 5 6).
wind bpeed |rvs)

B T T T T =

14— -

12— =
§
(=%
w 10—
g
2

sl |

sk -

4= | 1 | | | =

o 1 2 4 5 [:]

3
Fig. 6. Variable wind speed

We observe that the optimal turbine speed is different for different wind speeds, as illustrated in the figure
below.

optimal wind Speed |m/s] i
T

1207 T 1 Wind Speed

100 1 1 1 1 —

-]
T
|

optimal speed

= ! | i ! | =
(1] 1 2 3 4 L] 6

Fig. 7. Optimal turbine speed with time
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We also notice the change in the actual speed depending on the change in wind speed, as in the figure

below.

S

Actual speed
g
T

Actual Speed Turbine [m/s] =
T

—ind Speed

Here, the system that was developed using
MATLAB is observed to correspond to the optimal
speed while also matching the actual turbine speed
and the optimal torque of the turbine, both of

2
Fig. 8. Turbine s

3

peed with time

which indicate the overall response speed when
wind speed is altered, the controller causes the
system to correspond to the new wind speed, as in
the figure below figure 9.

DYSIET CIATACIENSICS =

T T T T
— ] L U
m— ol al speed
actual speed

— ey i al lOrque

o d

E

E4

@

=1

g

= 100~ =

E

=

£l i

=]

o

1=

0

™

2

[

mog -

| | | |
1] 1 2 4 & 1]

Fig. 9. Torque and

The mechanical and specific properties of wind
turbines are a major concern for researchers, rely-
ing on the angle of attack and the blade. We will
consider a range of different wind speeds, as
shown in the figure below. We observed from me-
chanical properties experiments that the angle of
attack has an impact on turbine power; the higher

3
speed with time

the angle, the lower the turbine power, and vice
versa.

The wind energy utilization coefficient (Cp)
value peaks at 0.48 when the blade angle of attack
is B=0, over a range of B values from 0 to 50 de-

grees.
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Fig. 10. Aerodynamic characteristics

Conclusion

This project aims to demonstrate the effective-
ness of precise parameters based on a large gener-
ator and its behavior as a wind turbine to overcome
the continuously changing nonlinear nature of
wind. The paper also covers the basic principles of
wind turbine system modeling, which were used to
design and simulate the system's turbine. A math-
ematical model was developed to manage the aer-
odynamics of a vertical-axis wind turbine. A tur-
bine that harnesses wind energy was modeled in
Simulink. The effect of the blade's angle of attack
on the turbine's speed was examined. The power of
the turbine is derived from the speed, and the max-
imum efficiency of the turbine was achieved. The
maximum efficiency is reached at a speed of 6,
which implies that the turbine's circular motion
should be approximately 20 rad/s. It can be said
that the average wind speed and turbine speed will
be less than the most effective values. As such,
during the design of a wind generator, it's im-
portant to recognize the pattern of wasted energy
during operation.
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Cankapa Bykapu
CTYIEHTKa,
Poccuiickuii yHuBepcuTeTa Opy>k6bl HapomoB umeHu ITatpuca Jlymy6si, Poccus, r. MockBa

CPABHUTEJIBHBIE VICCJIELOBAHNS CPEIHEAJIBBCKO-ITAJTEOLIEHOBBIX
OTJIOKEHUI B BOCTOYHOI YACTU OCAJOUYHOI'O BACCEHA
KOT-II’UBYAPA: CJIVUA CKBAJKUHBI SE1D

AHHOmMauus. Anv6cko-eepxHemesnossle omuoxceHuss Kom-0'HUeyapa obnadaiom 3HauumenvHslM nomeHyua-
Jlom 0 0obbiuu yeneeodopodos. OHU eKIOUAOm KAk MamepuHcKkue nopodsl, Maxk u nopoobl-KOANEKIMOpbl.
Ipedvidyujue nanuxos0zuyecKue UCCIe008AHUSL, NPOBEJEHHbIE 8 IMOM 0CAdOUHOM bacceliHe, N0380IUIU YCIMAHO-
sumep Guocmpamuzpagpuueckue WKaibl, NpuzooHsle 05 Ikcnayamauuu. B daHHoii pabome npediazaemcs npose-
CIU NOJIHYIO Pesu3ur0 NAIUHOJI0ZUYeCKUX apxueoe cpedHezo anvba-naneoueHa Kom-0'Heyapa, ocobeHHO Ha
yposHe ckgaxcunbt SE1d, ux 6uocmpamuzpaguu u naneocpedst. ns amozo 306 00pasuoe epyHma u3 2eojiozuve-
ckoii ceemxu SE1d (1150-3570 m), 006b1mozo 6 pamkax desmenvHocmu komnaruu PETROCI, 6b11u nodeepzHymol
MUKPONANEOHMOSI02UYECKUM, HAHOCMPamuzpaguueckum U NAauHoI02uuecKuM ucciedosanusm. JanHoe uccne-
dosarue no380JUI0 HAM Onpedenums KpoesJu apyco8 om cpedHezo anvba 0o naneoueHa 8 ckeaxcure SE1d.

Knroueenle cnoea: Kom-0’Heyap, ocadounwlii 6accetin, cksaxcuna SE1d, 6uocmpamuzpagpus, MuKpondaieoH-

movJiocgus, naiuHoJiocus, HaHocmpamuzpadJuﬂ.

BBepenue

Beper CinoHoBoii KocTu npmHaajieskuT K IpeB-
HeMy 3anagHoa(puKaHCKOMY IIUTY, KOTOPBIi 10
OTKPBITUSI ATIaHTUKY ObLI MPOHO/DKeHueM Opa-
3UJIbCKOTO mIKTa. ['eonormyeckme popmannm Kor-
O'ViByapa nensTcs Ha ABEe XPOHOJIOTMYECKM pas-
JMv4Hble enHULBI. C OTHOVM CTOPOHBI, V3Kt OCa-
IOUHbBI OGacceitH (2,5%) BTOPUUYHO-TPETUYHOTO
BO3pacTa Ha Iore, a C OPYroi CTOPOHBI, JOKeM-
6puiickast OCHOBA, KOTOpas COCTaBJISIET GOJBIIYIO
yacth Tepputopunu Kor-nm'MByapa, T. e. 97,5%.
Bosbiias yacte paboT, MPOBOAMMBIX YHUBEPCH-
TETCKMMM reojioraMy B TECHOM COTPYIHUYECTBE C
HeQTSIHBIMM CTPYKTypaMu B VIByapuiickom Oac-
ceiiHe, KacaeTCs TOJIbKO MeJIOBbIX OTJIOXKeHMUIA
MOPCKOTO OacceifHa C TOUKM 3peHusT ero HedTsi-
HOT'O MHTepeca. B xole 3TUX McciegoBaHuii ObUT
BbIsIB/IeH HedTsTHOV moTeHIuan Kor-g'ViByapa. Ha
OCHOBE MMUKPOTIaJIeOHTOIOTUUECKUX TAaHHbBIX JIPY-
r've, OTHOCUTEILHO 60Jiee o3aHMEe UCCIeq0BaHMS
(Our6exu u op., 1997; Cen-Mapk 1 H’Ia, 1997) co-
3ganu 6uocTtpaTurpadudeckuii cuHTes bacceitHa
¥ TIPemoCTaBWIN IOAPOOHYI0 MHGOpManui 06
YCJIOBUMSIX OCaJKOHAKOIUIeHUs. B ocamouHoM 6ac-
ceitHe UCC/iefOBaHUS dbopamununpep,

nanuHoMopd 1 HaHHODOCCUINIL, TTPOBEIeHHbIE B
XOJle pa3BeIOUYHbIX paboT Ha HePTh AHanMUTHUe-
CKuM U ucciaegoBaTenbCkum 1eHTpoM PETROCI
(HamyoHanbHass KOMIIaHMSI He(PTSHBIX omepaiuii
Kot-p'MByapa) Ha 306 o6pasiax IuiamMa U3 CKBa-
skuHbl SE1d, TO3BOJISIOT TMPEmJIOKUTb €OUHYIO
XPOHOCTPATUTPaPUUECKYI0 CTPYKTYPY B JIOKA/Ib-
HOM MaciuTabe. [lTaHHOe ucciiefoBaHue OYIeT CIio-
COOGCTBOBATh COIVIACOBAHMIO IMPAKTUUECKMX 3HA-
HUIA, TIONIyYeHHBIX B XOe paboThl, ITPOBOIMMOIL
Otpenom 6uoctpaTurpadum AHAIUTUUECKOTO U
uccinenoBatenbckoro neHtpa PETROCI, ¢ cospe-
MeHHBIMM HAYYHBIMM JAHHBIMM IIO OMOCTpaTH-
rpaduu, naseocpenam, MePeHOCUMBIM CIIOpaMM,
MbUIbLIEBBIMM 3€pHAMM M LIUCTaMM AuHodIares-
JIIT B MUByapUIiCKOM 0CallOUHOM 6acceiiHe.

0061acTh MCCIeIOBaHUSA

IlaHHbIE OIpoca, UCM0/Ib30BaHHbIE B 9TOM MC-
cnenoBanuu, 6putn pegocTaBiedsl PETROCI. OTo
06pa3sIrbl MuTamMa 13 HeTSHOM CKBaKMHBI, TPOOY-
PEHHOI B MOPCKOJ 4acTu 0CafiloyHOro 6acceiiHa
Kor-pg'IByapa m pacIioloXeHHOM Ha OKpauHe
Abumxkana (puc. 1).

ChémMKa paspesa (d), pacIiojOKeHHasI B IIpU-
6peskHOI yactu 6acceitia Kor-g'MByapa: SE1d.



AKTyaJIbHBIE UCCIIEIOBAHUSA * 2025. N221 (256)

@ Teomorus | 18

E'W

FRRESCO

SASSANDRA

SAN PEDRO

Marge de San-Pedro

AN

" COTE DIVOIRE

GOLFE bE GUINEE

Marge d'Abidjan
— ‘- N’

11 00 o0
I o Ei-]
—_—
_L r DR | -
6w 5'W a"w

Puc. 1. Kapma pacnonoxeHrus ckgaxcumst SE1d

CpaBHUTEJIbHbBIE UCCIeAOBAHUS: CKBAKMHA
SE1d

O6bekToM OuMOCTpaTUrpaPuUecKux MUCCIem0-
BaHMiT cTasa ckBakumHa SE1d, mpo6ypeHHast Ha
menbde Kor-g'VByapa B BOCTOYHON uyacTu 6ac-
ceifHa. JTM MCCIeNOBaHUSA ObUIM TIPOBeIeHbl B
1997 rony Cen-Mapxkom u H'[la, a B 2009 rony -
AHaTUTUMYECKUM U UCCIeA0BaTEIbCKUM 1IeHTPOM
(CAR) PETROCI. [eiicTBuTeNbHO, CKBaxkuHa SE1d
JaTUPOBAJIOCh HEMPEPBIBHO OT MaacTpUXTa 0
anp6a. OH 66U MPeIMETOM MEXIUCIUIUIMHAPHBIX
MCCAeOOBaHMII TapauieibHO ¢  dopaMuHude-
paMy, M3BECTKOBBIMM HAaHHOMCKOIIAeMbIMM, IU-
cTaMy AMHOMIATeJUIsT, CIIOPaMM U TIbUIbII€BBIMU
3epHaMu. DTO CpaBHUTEIbHOE MCC/IeIOBaHMe 1103-
BOJISIET YCTAHOBUTDH YETKYIO KOPPEJISIIIUIO MEXKIY
pasIMYHBIMU MMKPOIaJIe0HTOIOTMYeCKUMU
rpymnmnamMu. Pe3yabTaThl MaaMHOIOTUYECKOTO MUC-
CJleoOBaHMsI TOKa3bIBAlOT MX B3aMMOJOTIOJIHSe-
MOCTb ¥ 3D PEKTUBHOCTD 10 CPABHEHUIO C PE3YIIb-
TaTaMy IPYTUX TPYIIIL.

HUccnegoBanusa Cen-Mapka u H'/la (1997)

UccnegoBanms Cen-Mapxka u H'[la (1997), ripo-
BelleHHbIe Ha ydyacTKe oTBajioB SEld, mpepcras-
JITIOT Be GOJbIMe OCafOvHbIe TPYIIIbI: 6a3asb-
HYIO0 110C/1e10BATeIbHOCTD 1 BEPXHIOIO [10C/IeI0Ba-
TeJbHOCTh. BasajibHasl IMOCaen0BaTeIbHOCTh CO-
crout u3 1300 M ocagKoB. B BepxHel yacTu npu-
CYTCTBYIOT IJIMHUCTBIE TIPOCJION C TUIIMHEJION U
xebepresioi BepxHeanbOCKOTo Bo3pacTa. Bepx-
HSISl TIOC/eIOBATeIbHOCTh (TTO3OHMUIT aab0-Ma-
actpuxTt) cocrout u3 1020 m ocagkoB. B

OCHOBaHMM OH TIpeACTaBjeH IeCcYaHO-TIANHU-
CTBIMM OTJIOXKEHUSIMU, B BepXHel YacTu — TJIMHU-
CTBIMM OTJIOKEHMSIMM ¥ OOHApYKMBAaeT MHOTO-
YMCIeHHbIE Pa3spbIBbl (BEPXHUII CEHOMAH, KOHbSIK,
KaMIIaH-MaaCTPUXTCKUI mepexo, 6a3aabHblii m1a-
JIeOIIeH), BBISBJIIEHHbIE OMOCTpaTUrpabUUeCKUM
aHaJIM30M.

NccnepoBanus PETROCI (2009)

LenTp aHanm3a u uccienosanuit PETROCI (ne-
OInmy6IMKOBAaHHBIN BHYyTpeHHMUIT oruer, 2009 T.)
U3yuMaI Tpucra mecthb (306) 06pas3ioB rpyHTa U3
ckBakmuHbl SE1d (1150-3570 m). DTO KauyecTBeH-
HbII ¥ KOTMYECTBEHHBI aHATN3:

. 116 MMKpPOIaJeOHTONIOTMYECKUX 0Opa3s-
1I0B, B YaCTHOCTU opamMuHudep,

e 98 06pasioB B HAHOCTpaTUrpabuu,

e 92 manuHOJIOrMYeCKuX o6pasiia.

BoinesneHbl aTambl OT MajeolleHa 0 CpeJHero
anbba (puc. 2).

ITaneoieH

MukponaseouTosorust hopamuandep

ITnankToHHble Gopamuundepsr Globoconusa
daubjergensis u Chiloguembelina midwayensis
MIPUCYTCTBYIOT Ha riyouHe 1180 u 1210 m. IIpu-
CYTCTBME STUX IUIAHKTOHHBIX opaMuHubep yka-
3bIBAET Ha IMayeoleH. [IpMUCyTCTBME M3BECTKOBBIX
IoHHBbIX (popamunHudep Loxostomoides applinae,
Bulimina trigonalis, Eponides africana, Eponides
pseudoelevatus, Eponides eshira, Bulimina inflata,
Siphogenerinoides Eleganta, Nodosaria affinis,
Gavelinella compressa, Globobulimina oviformis
Ha riyouHe 1150-1210 M CBUIETENBCTBYET O TOM,
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4yTO 370 [TaneoneH. DTOT aje0eHOBBIV MHTEPBa
(1150-1210 m) oTmMeueH OYeHb PEeIKUM IPUCYT-
CTBMEM WM OTCYTCTBMEM arTIOTMHUPOBAHHBIX
dopamunumdep. Ha ocHOBaHMYM AMATHOCTUYECKUX
KpUTEPUEB B MMKPOIAJIEOHTOJOTUM OCHOBaHME
TajIeoleHOBOTO MHTepBasIa (TpaHuila Meja u Tpe-
TuaHOoro nepuona wiu K/T) onpenensieTcst Ha Ty-
61He 1240 M ¢ TTosB/IeHMEeM MHIEeKCHOIO B1a Ma-
aCTPUXTCKOTO sIpyca.

MMKpONa/JIeOHTOIOTHS U3BECTKOBBIX HAHO-
OKaMeHeJ/I0CTe

B ckBakmHe Ha rayomHe 1150 M HaxomguTcs
FDO(First Downhole Occurence)Cruciplacolithus
intermedius. Bum FDO Coccolithus pelagicus
BCTpevaeTcs Ha riyouHe 1180 M. [leiiCTBUTEbHO,
aHammM3 00paslloB U3 3TOTO MHTepBaja MOKa3bl-
BaeT, UTO 3TM 00pasiibl HeKauecTBeHHbIe. [lepBoe
nosiejienre FDO Cruciplacolithus intermedius Ha
raybune 1150 M yka3bIBaeT Ha JATCKMIT BO3pacT
(HVM>KHMI T1aJIeOLieH).

ITaseocpena: OTKPHITasi MOPCKasi, BHYTPEH-
HSISL M CPeTHSIS HEPUTHUYIECKast

Wurtepsan ot 1150 mo 1240 M, mpeacTaBisiio-
Myt TajeoreH, BKIoUaeT MUKpodayHy, COCTOS-
IIYIO 13 OOBIYHBIX MJIYM MHOTOUMCIEHHBIX U3BECT-
KOBBIX OeHTOCHBIX (opamuuHudep, cpeau KoOTo-
pbIx toMuHUPYIOT Eponides u Bulimina. 3tu 6eH-
TOCHbIe (opaMuHMUGEPbl CBSI3aHbl C PEIKUMMU
TJIAHKTOHHBIMM (popaMuHubepamu. ITu coobiie-
CTBA IPENIONaralnT HEPUTUUECKYIO Cpeny obuTa-
HUS, PACIIOJIOKEHHYIO BO BHYTPEHHEN U CpefHeit
YacTM KOHTMHEHTAIbHOro menbda. OTCyTCTBUE
arrITUHUPOBAHHBIX OEHTOCHBIX (hopamuHUdep,
BEPOSITHO, CBSI3aHO C aHOKCUYECKMMM SIBJIEHUSIMU,
npeo61afaBIIIMK Ha MOPCKOM JTHE B 3TOT ITePUO]T
0CaJKOHAKOIUIEHMSI.

MaacTpuxTCKuin

MukponajieouTosorust gopamuandep

AHanmm3 Tpo6 TOKa3bIBaeT HaJMuye B CKBa-
SKMHe Ha TyouHe 1240 M IUTaHKTOHHBIX GopamMu-
Hubep Rugoglobigerina macrocephala,
Rugoglobigerina rugosa, Heterohelix striata,
Heterohelix globulosa, Trinitella scotti. [Tpucyt-
CTBME 3TUX IJIAaHKTOHHBIX (opamuHudep mom-
TBEPKIAET, YTO 3TO MAaCTPUXT. DTO IO3BOJSIET
HaM JIOKQJM30BaTh KPOBIIO MAaaCTPUXTCKOTO
spyca Ha oTMeTKe 1240 M. 3TOT BO3pacCT IIOATBEp-
SKOAETCST Ha TOV ke TTyOuHe M3BEeCTKOBUCTBIMU
JoHHbIMM — (dopamuHUpepamyu  Orthokarstenia
clavata 1 Afrobolivina afra (HuskHMIT MaacTpUXT)
Ha riry6uHe 1400 M, Bulimina Quadrilobata Ha rity-
6une 1550 M (HWsKHMI MaacTpuxT). ITH Hopamu-
Hu(epbI CBSI3aHbI C BUAAMM OOJIBIION CTpaTUTpa-
buueckoii MMPOTSDKEHHOCTH. ITogoiBa

MaaCTPUXTa COBITALAET C TEPBBIM CKBAKMHHBIM
MIPOSIBJIEHMEM KaMITAHCKMX OTJIOKEHMIT Ha IJTy-
oune 1580 M.

INTanuHoMOrNS

[Tepsoe nosinenne FDO MmaaCcTpUXTCKUX TUHO-
uuct Andalusiella gabonensis u Cerodinium
granulostriatum Ha raybune 1240 M mo3Bosser
MIPETIOIOKUTDh TPAHUILY MeJia Y TPETUYHOTO Tie-
puoa Ha 3TOM YpOBHEe CKBaXkUHbL. Ha rimybuHe
1350 M moATBepKIeHME IMPOHMKHOBEHMUS Ma-
acTpUXTCKUX oTiokeHuit gaor FDO Andalusiella
ivoirensis, a Taxke FDO Andalusiella mauthei u
Andalusiella mauthei subsp. aegyptica Ha BbicOTe
1370 m. Cypsl o mepBOMYy MOSIBJIEHMIO KaMIaH-
CKMX MapKepoB, OCHOBaHME MaaCTPUXTa PacIosia-
raercs Ha riryouHe 1580 M B CKBakMHe.

MuMKpOnaseoOHTOIOTHS U3BECTKOBBIX HAHO-
OKaMeHeJI0CTel

AHanmu3 o6pasloB 3TOTO MHTEPBa/ia MOKAa3bI-
BaeT, YTO OH HauMHaeTcs ¢ 06pasiioB, GOraThIX
HAaHHOGMOCCUIMSIMU, KOMILIEKCHI KOTOPBIX XO-
poiiro pasHoobpasHsl. Ha rimy6une 1240 M OT cKBa-
SKUHBI BbIIEJIEH MaacCTPUXT C TEepPBBIM ITOSIBJIE-
HueMm [IO BepXHEMEOBBIX BUJIOB, B TOM UMCIIE
XapakTepHbIx Ay Maactpuxa: Arkangelskiella
cymbioformis, = Uniplanarius  sissinghii
Eiffellithus turriseiffelii, Watznaueria barnesiae,
Micula staurophora, Quadrum bengalensis u
Arkangelskiella maacTpuxmuana. Ha rimy6une 1270
M MaacTPUXTCKUI Apyc ObUI TIOATBEPXKIEH IMPU-
cyrctBuem FDO Arkangelskiella cymbioformis u
Lithraphidites = quadratus. = Hamuume  FDO
Uniplanarius sissinghii u Eiffellithus turriseiffelii
Ha BbICOTe 1330 M TakKe TOATBEPXKIAET Ma-
acTpuxT. B CBSI3M C eOUMHUYHBIMM HaXOJKaMU
Uniplanarius sissinghii 1640 m u Uniplanarius
gothicus 1700 M HIKHIOIO YaCTb 3TOTO MHTEPBaja
MOSKHO OTHECTM K HIDKHEMY KaMItaHy. OJTHaKO OT-
cyrctBue Uniplanarius sissinghii 1 Quadrum
trifidum Ha ry6une 1700 M MO3BOJISIET ITPEITIONO-
SKUTh, UTO BO3PACT OTJIOKEHMIT He IpeBHEE Cpe[i-
HEro Wiy HIKHEro KaMIlaHa. DTOT MHTEPBaJ, OT-
HOCUMBII K KaMITaHO-MaaCTPUXTCKOMY SIpyCy, CO-
Iepskut 30Hy (1520-1640 m), rae HaHHOGOCCWINNA
BCTPEUAIOTCSI OUeHb PEIKO MU OTCYTCTBYIOT.

IMasieocpena: OTKPHITAs MOPCKasi, BHYyTPEH-
HSIS. M BHEIIHSISI HEPUTUYECKast

Ha riy6une ot 1240 mo 1450 m MukpodayHa
XapaKTepusyeTcss OOWJIBHBIM U Pa3sHOOOPA3HbIM
MIPUCYTCTBYEM U3BECTKOBBIX GEHTOCHBIX (hOpaMu-
Hudep, cpeay KOTOPbIX TOMMHMPYIOT Bulimina
Spp. OTM BUABI Pa3BMUBAIOTCS B OCHOBHOM Ha
YPOBHE KOHTMHEHTAIBHOTO IIenbda. dTu 6eHTOC-
Hble (QopamMuHudepbl CBI3aHbBI € OOGBIYHBIM
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MIPUCYTCTBUEM HEKMIEBUIHBIX IIAHKTOHHBIX
dhopM. IMHOIMCTHI TAK)KE MHOTOUMCIEHHBI U Pa3-
HOOOpa3HbI, UX COMPOBOXKIAIOT BCTPEYAIOIINECS
VU PeIKVie MUOCIIOPBI. DTY KOMILIEKCHI ITPeIIo-
JIaraloT BHYTPEHHIOI MM CPEIHIOI HepuTuye-
CKYIO cpeny IJjIsl 3TOTO MHTepBajia. [IpucyrcTBue
HeOOJIBIIIOTO KOJMMYECTBA arriOTMHUPOBAHHBIX
6eHTOCHBIX (GOPM CBUAETEILCTBYET O IUCOKCHUYE-
CKOJIi cpefie, MpeobyafaBileii HAa MOPCKOM JTHE B
9TOT Mepuoj ocagKoHakorieHus. Ha riy6uHe ot
1450 mo 1570 M IpUCYTCTBYIOT KOMIUIEKCHI (hopa-
MMUHM(bEDP, OTHOCUTEIBHO pPasHOOOpa3Hbie B ar-
TJIIOTMHUPYIOIINX GEeHTOCHBIX (GopMax (TTy6OKo-
BojiHas Tpynma Bathysiphon spp.). Vi3BecTKoBbIe
6eHTOCHBIE (hopaMMUHUPEPbI peaKy, IIaHKTOH-
Hble (OPMBI OTCYTCTBYIOT. JIMHOIIMCTHI MHOTOYMC-
JIEHHBI ¥ Pa3HOOOpAa3HbI, CPeAy HUX ITpeodafaioT
Paleocystodinium golzowense u Andalusiella
ivoirensis, BCTpedawInuecss B PeIKUX CIydasx
cpeny MMOCHOp. ITU KOMILIEKCHI YKa3bIBAIOT Ha
CPEeIHIOI0 ¥ BHEIIHIOI HEPUTUYECKYIO Cpeny s
3TOT0 MHTEpBaja.

KammaHckuit nepuop,

MuxkponaseoHTosorus popamuumndep

[TepBoe MOsB/IeHME aTTIIOTMHUPOBAHHBIX OEH-
TocHbIX (dopamuumudep Gaudryina cretacea FDO
Ha my6uHe 1610 M ykaspiBaeT Ha KaMIaH. DTOT
KaMITAaHCKMI TAKCOH CBSI3aH C IPYTMMM arTJIIOTH-
HUPYIOIIMMU Y U3BECTKOBBIMM OEHTOCHBIMU (O-
paMmuHudepamu, yke OOHAPYKEHHBIMM B Ma-
ACTPUXTCKUX OTIOXKeHMSIX. UTO KacaeTcs IJIaHK-
TOHHBIX (dopaMuHUdeEpP, TO OHM OTCYTCTBYIOT.
MUKpONaJeOHTOJIOTUYECKUIA aHAAMU3 TOKa3all,
YTO KaMITAHCKMIA pa3pes 3a/ieraeT Ha OTIOKEHUSIX
HMKHEro CeHOHa Ha riry6uHe 1760 M.

INanuuomorusa

[TanyHOMOTMYECKMII aHA/IM3 [OKasaa IepBOe
rosiBJieHye Buaa Xenascus ceratioides Ha riry6uHe
1580 M. TIlosBnenme stMx FDO Xenascus
ceratioides ykasbiBaeT Ha KaMITaHCKUIL sIpycC. DTO
OIIVIH U3 TUIIMYHBIX TAKCOHOB KaMIIaHCKOTO Spyca
y rmobepexkbst Kor-n1 ' ViByapa CKapayune u Mariyap,
1965, 1967; lllpuBacrtaBa, 1995; Urnatuii, 2022).
AHaJIOTMYHO, MPUCYTCTBYE Ha rIy6uHe 1660 M au-
Homucr, B TOoM uuciae FDO Hystrichodinium
isodiametricum; 1 FDO Trichodinium castaneum
Ha Tay6mHe 1690 M B CKBaXXMHE TIOATBEpPsKAAET
KaMIIaHCKMUi1 sipyc. TakuM 06pasoM, IPUCYTCTBIUE
FDO Circulodinium distinctum Ha riry6use 1720 m
YKa3bIBaeT Ha HIDKHMII KaMIlaH. B 3TOM MHTep-
BaJle MMOCITOPBI He Habomanuch. [logomnBa KaM-
rmaHa ¢purcupyeTcsl Ha oTMeTke 1720 M ¢ mosiBie-
HMEM IVHOIMCT HIDKHETO CeHOHa.

I[Ianeocpema: Mopckasi, OT CpemHeil [0
BHeILIHell HepUTUYeCKO

IManeocpena kaMmaHa M MaacTpuxXTa MIeH-
TUYHA.

Hwoxkauii ceHoH

MuxkpomnaseouTosorust hopamuandep

AHanu3 06pasiioB ITOKA3bIBAET IepBOE ITOSIB-
nenve FDO Whiteinella baltica Ha rimy6une 1770 m.
[TpucyrcTBue 3THx hopamuHmdep ykasbiBaeT Ha
HwKHMII ceHoH. IlpucyrctBue FDO Whiteinella
archaeocretacea Ha ray6mHe 1800 M momTBep-
SKIAeT BO3PACT HMKHETO CEHOHA. DTU TaKCOHbI
CBSI3aHbI C IPYTMMM TUIAHKTOHHBIMMU (HOpaMUHU-
depamu, Brimouast Hedbergella spp., Heterohelix
spp. 1 Whiteinella spp. YUto KacaeTcs arrTOTUHNA-
PYIOIIMX OEHTOCHBIX M M3BECTKOBBIX GEHTOCHBIX
BUJIOB, TO OHM OUY€Hb PEIKM, Maske OTCYTCTBYIOT.
OcHOBaHMe 3TOTO MHTEepBaJa 0003HAUEHO Ha OT-
meTke 1830 m o FDO TypoHckux dhopamuumndep.

IMTanmuuonorus

IMpucyrcrBue Droseridites senonicus FDO Ha
rmyouHe 1720 M B CKBaXkMHE YKa3bIBaeT Ha
KPOBJII0 HIKHECEHOHCKOTO MHTepBaja. OmHaKo
HIVDKHSISE KPOBJISI CEHOHCKOTO SIpyca CKOPPeKTUPO-
BaHa 10 1675 M Ha OCHOBaHMM 3aryceil KapoTaxKa.
FDO Odontochitina porifera mogTBepxmaeT Bo3-
pacT HIDKHErO CeHOHa Ha ypoBHe 1720 m, 4TO
MpeaIiosaraeT IPOHUKHOBEHME CaHTOHA. JDTU
HIDKHECEHOHCKME TaKCOHbI CBSI3aHbI C JOMHOIM-
cramyu, Brmwoudass Circulodiniumdependentum,
Hystrichodinium  pulchrum, Odontochitina
operculata, Oligosphaeridium complex 1 Xenascus
sarjentii. B aToM MHTepBase Takke MIPUCYTCTBYIOT
IbLIbIIeBbIe  3epHa  Proteacidites  dehaani,
Ephedripites  multicostatus u  Syncolpites
marginatus.

MuKponaseoHTOJIOTHS U3BECTKOBBIX HAHO-
OKaMeHeJIoCTel

[lepoe  mosiBnieHue  kOKkKoauToB  FDO
Eprolithusfloris, Lithastrinus septenarius/moratus
Ha BbIcOoTe 1730 M MapKuUpyeT KPOBIIO HUKHETO
ceHoHa. [Ipucyrcrue Zeugrhabdotus noeliae FDO
Ha rry6uHe 1830 M yKasbIBaeT Ha HYDKHUI CEHOH.
DTOT MHTEpPBaJI MOKHO OTHECTU K HIDKHEMY KOHb-
SIKy U3-3a TIOJIHOTO OTCYTCTBMSI poma Micula (M.
staurophora 1 M. concava).

IManeocpepa: cpemHsIsI HepUTUIECKas

OO6BbIYHOE TPUCYTCTBME OVHOIUCT U GEHTOC-
HbIX hopamuHubep B MHTepBase oT 1675 no 1760
M, UTO IIpeariojaraeT CpegHeHEPUTUIECKYIO
cpeny. B unrepsase rimyoun 1760-1820 m B ocaji-
KaxX BCTPEYAIOTCS peJiKue AMHOIMCTDI, 0ObIYHOE U
OTHOCUTEJIbHO  pa3sHOO6pasHoe  IPUCYTCTBUE
MMOCIIOp ¥ IUIaHKTOHHBIX (opamuHudep. ITu
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COO001IeCTBA MTOAPA3YMEBAIOT OT BHYTPEHHUX He-
PUTUUYECKUX IO CPeTHEHEPUTUIECKUX CPey.

TypoHCKui

MuxkponaseoHTosorus popamuumndep

FDO Hedbergella planispira, Hedbergella
simplex 1 Hedbergella planispira, mpucyTcTByo-
mme Ha BbicoTe 1830 M, yKa3bIBalOT Ha TYPOH.
OJran XapakTepusyeTcs OOMIMEM IIAaHKTOHHBIX
dbopamunmdep, TpeJicTaBIeHHbIX
Hedbergellinidae 1 Heterohellicidae. ITogomiBa Ty-
POHCKOT0 MHTepBaja 3auKCUpPOBaHa HA OTMETKE
1840 m, ¢ mapkepamu FDO ceHoMaHa.

ITanuHoIOrNA

FDO Tricolpites sp. SCI 107 Ha paccTOSIHUMU
1810 M OT CKBasKMHBI, IIpeoaraililee MpOHUK-
HOBEHME TYPOHCKMUX OTJIOXKEHMUI, yKasblBaeT Ha
BEpXHIOIO YacTb MHTepBasia. Ero orpeeneHne oc-
HOBAaHO Ha eIMHCTBEHHOM 00paslie TITyOuHO
1810 m, 4TO nenaeT 3TOT TYPOHCKMIT MHTEPBal
oueHb y3kuM (10 m). Ha ocHOBaHMM TTaJIMHOIOTU -
YeCKMX [TaHHBIX TYPOHCKUIA MHTepBaj 3ajeraer
HernocpeACTBEHHO HAa CEHOMAaHCKUX CJIOSIX Ha IJTy-
6une 1820 m.

MuKpoOnaJeoHTOIOTUsI U3BECTKOBBIX HAHO-
OKaMeHeJI0CTel

O6pas1ipl 3TOro MHTEpPBaa 60raThl XOPOIIO CO-
XPaHUBIIMMMUCS HAHHOOKAMEHEJIOCTSIMU PasHO-
00pa3HbIX KOMILIEKCOB. IlepBoe mosiBneHne FDO
Stoverius achylosus Ha ry6une 1830 M B CKBa-
SKMHE 3HaMeHyeT WUAeHTUOUKAINIO TYypPOHCKOTO
sgpyca. 11 3TOT ypoBeHb IOATBEPKIAETCS HalN-
ypeMm FDO Radiolithus planus Ha riyouHe 1850 m.
Ha6momenne 3a Rhagodiscus asper, ykasbIBalo-
M Ha KPOBJII0 CEHOMAaHa, IMO3BOJIWJIO HaM II0-
MeCTUTh OCHOBaHMe 3TOTO MHTepBajga Ha OTMETKY
1880 m.

IManeocpenpl: BHYTPEeHHME U CpegHUE He-
puUTHUYecKue

B aTOM MHTepBase MuKpodayHa rpeacTaBaeHa
B OCHOBHOM IlIapOKaMepHbIMM IIJIAHKTOHHBIMMU
dbopmamu, Brmouass Hedbergella, Whiteinella,
Heterohelix u gp. Yto kacaeTcss 6€HTOCHBIX 0CO-
6eif, TO OHM OTCYTCTBYIOT. ITaimHOMOP(dBI COCTOSIT
TOJIBKO M3 MMOCHOpP. DTa accoluanus mpenosia-
raeT BHYTPEHHME WM CpeIHME HePUTUUIECKUe
YCJIOBUS OCAKOHAKOTIEHMS.

CeHomaH

MukponasieouTosiorust hopamuandep

MHTepripeTanus KapoTaska IM03BOJIMIa YCTAHO-
BUTb KPOBJIIO CEHOMAaHCKOTO MHTepBaja Ha IJIy-
oune 1840 M mo CKBaskMHe. BbIGOp MOIOKEHMS
KPOBJIM, OCHOBAHHbBI/ Ha MHTEpIIpeTaluyu Kapo-
TaKHBIX OAHHBIX, coriacyetrcs ¢ Haamuumem FDO
Globigerinelloides bentonensis Ha TOJ1 ke TiTy6uHe

(1840 m), a Taxke FDO Schackoina cenomana Ha
ryouHe 1850 M, UTO MOATBEpsKIAeT HaIMuue ce-
HOMaHa. B aToM uHTEepBaje B MUKpodayHe mpeod-
JIAJaloOT IJIaHKTOHHBIE BUMBI, YK€ OTMeUeHHbIE B
OPyrMx  TakCOHax ceHomaHa. OJto FDO
Globigerinelloides caseyi Ha BbicoTe 1880 M 1 FDO
Hedbergella/Globigerinelloides sp. Ha BbIcOTE
2150 m. OTMeueHO MPUCYTCTBUE WUIU IaXKe pel-
KOCTb OyIMMuHUA. B BepxHeil yacTu ceHOMaH-
CKOTO MHTepBajia OYIMMMHUABI TIPUCYTCTBYIOT
i gaxke penku. Takum 06pa3om, MOAOIIBA CEHO-
MAaHCKOTO MHTepBaia 3aMKCMPOBaHa HA TTyOuHe
2200 M.

ITanuuomorus

IlepBoe  TOsIBJIEHME  TIbLIBLIEBBIX  3€peH
Classopollis classoides Ha riy6mue 1900 M B CKBa-
SKMHE YKa3bIBaeT Ha KPOBJII0 CEHOMAHCKOTO pas-
pesa. Ipucyrcteue FDO Classopollis brasiliensis
Ha miybuHe 1940 M, FDO Steevesipollenites
binodosus wHa rmayoumHe 1960 M u  FDO
Gnetaceaepollenites jansonii Ha riayouHe 2150 M
MMOATBEPXKAAeT STOT CEHOMAaHCKMI. B 3TOM MHTEp-
BaJle CKOIUIEHUSI TUHOLMCT OTCYTCTBYIOT. Takum
06pa3oM, CEHOMAHCKMIT MHTEpBaJ 3ajeraer Ha
anbb6e Ha riy6uHe 2200 M.

MuKponajeoHTOJIOTUS U3BECTKOBBIX HAHO-
OKaMeHeJIoCTel

HanHodoccmmmm 1I0Xo COXpaHUINCh, @ KOM-
TUTEKChl OelHbI CllefaMy TepPeKpUCTATU3AIUN
MJIV PACTBOPEHUS B 3TOM MHTepBasie. [TosiBeHme
FDO Rhagodiscus asper u Radiolithus hollandicus
Ha TiayouHe 1880 M BbIABMIO ceHomaH. FDO
Axopodorhabdus albianus, mpucyTcTByOmMii Ha
riay6une 1910 m, FDO Staurolithites gausorhetium
Ha my6uHe 2030 m 1 FDO Gartnerago theta Ha
riry6uHe 2060 M IOATBEPKAAIOT CEHOMAaH.

IManeocpepa: BHYTPEeHHSISI HEPUTHUYECKAS

HuTepsan ot 1840 1o 2200 M cOmep>XKUT UCKITIO-
YNUTENbHO TUTAHKTOHHBIE (dopamuHudpepbl. OHU
coctosiT U3 MHorouuciaeHHbiXx Hedbergellidae u
Heterohelicidae. Yto kacaetcs gAMHOLMCT U GeH-
TOCHBIX opamuHMbeEpP, TO OHU OTCYTCTBYIOT. DTU
KOMIUTIEKChI XapaKTepHbI [JIT BHYTPEHHEN MOp-
CKOJT HEPUTUUECKOI Cpelibl 0CaIKOHAKOTUIEHMS.

Anbouitckmit

MuxponaseoHTosorus popamuumndep

IMosiBienne FDO mimaHKTOHHBIX BUIOB Ticinella
primula, T. raynaudi, Ticinella roberti u Ticinella
spp. Ha rnybuHe 2210 M B dopManusix MpuUCyT-
CTBYeT ajbOcKuit pyc. OmMHOBpEMEHHOe MPUCYT-
ctBue FDO Ticinella/Globigerinelloides sp. Ha riy-
6une 2210 M mpeprionaraeTcs cpemgHeanbOCKast
MOCJ/IeIOBATEbHOCTb. 3HAUUTEIIBHOE TIPUCYT-
crBue Ticinella u Globigerinelloides, a Taxxke
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cmaboe mpucyrtctBue Hedbergella monTBepskpaer
anb6ckuit Bo3pacT. TakuM 06pasoM, KPOBJIS albo-
CKOTO MHTEepBaja HaXoAUTCsT Ha rrybuHe 2210 Mm.
TonbKO BepXHSSI 4acTh cpenHero ambba (2210-
2230 m) cioxkeHa 06MIbHBIMK (hopaMuHMbEpaMu,
MIPEICTaBIEHHBIMY VCKIIOUMTENBHO TIJIAHKTOH-
HbIMM Bupgamu. HYDKHSIST 4acTb CpeqHeaboCKOro
mHTepBana (2230-2625 M) OTAMYaeTCsI peAKOCTHIO
dopamunumdep. OCHOBaHME STOTO MHTEPBAIA COB-
MajiaeT ¢ ucuesHoBeHueM popamuHudep, a TaKKe
CO 3HAYMMbIM M3MEHEHMEM KapOTasKHBIX KPUBBIX
Ha riry6uHe 2625 M. Ha riy6use ot 2625 1o 3570 m
MIPOAHAIM3MPOBAHHbBIE OTIOKEHMUS JIUIIEHbI ¢o-

pamunuUdep.

ITanuHOMOTMSA

Habmiomenne Ha ray6mdHe 2200 M BuUIOB
Appendicisporites potomacensis,

Cicatricosisporites baconicus, C. berouensis,
Ephedripites torosus u Lusatisporis dettmannae
MO3BOJISIET TIPEAINONIOKNATb Cpemuuii ansd. FDO
opyrux wuocrnop Elaterosporites klaszi u
Ephedripites barghoornii Ha BbICOTE 2220 M,
Callialasporites dumpieri, Classopollisminor un
Densoisporites velatus Ha BbicoTe 2240 M,
Steevesipollenites sinuosus Ha BbicoTe 2260 M 1
Ephedripites fusiformis Ha BbicoTe 2280 M moz-
TBEPKIAIOT a/ibOCKUI Bo3pacT. IIpucyTcTBiMe 3/1a-
TepHBIX (OPM BO BcexX 06pasnax ajbba I0o3BOJISIET

MpeIoNIOXKNUTh, YTO BO3PACT 3TOT0 MHTepBaia He
IpeBHee cpenHero anabba. [TosTOMy mpeposiara-
eTcsl, uTo ckBaskmHa SE1d 3akaHUYMBaeTCs OT/IOXKe-
HUSIMM He MOJIOKe CpeJHero anabba.

MuMKpOnaseoHTOIOTHUS U3BECTKOBBIX HAHO-
OKaMeHeJI0CTen

Habmiogenne 3a mepBbIM IMosBieHuMeM FDO
Nannoconus truiti truiti Ha mry6bune 2180 M B
CKB&)KMHE TIO3BOJISIET BBILENUTHh KPOBJIO aibba.
o ry6unst 2670 M BUIIbI CTAHOBSITCS PEAKUMU U
I0X0 coxpaustiorcs. Ha riy6uue ot 2750 M 1o
3580 M HaHHOdOCCUIUM BCTPEUAIOTCSI OYeHb
penKo win Boobiie OTCYyTCTBYIOT.

IManeocpenpl: BHyTPpEeHHME HEPUTUYECKUE U
HEeMOPCKue

InankToHHble ¢opamuundepsr Ticinella n
Globigerinelloides B ckBaxkuiHe BCTpeyaloTCs B
GOJIbIIIOM KOJMIMYECTBE Ha IybuHe ot 2210 M mo
2230 m. Uto KacaeTcsl 6eHTOCHBIX hopamuHudep,
TO OHM OTCYTCTBYIOT. B 3TOM MHTepBase mpucyT-
CTBYIOT ¥ OOMJIbHBI MMOCITOPBI. B 9TOM ke MHTep-
BaJie OUHOLMUCTBI OTCYTCTBYIOT. TU KOMILIEKChI
YKa3bIBalOT Ha BHYTPEHHIOI MOPCKYIO HEpUTHYe-
CKyI0 00CTaHOBKY. B koHIIe cbeMKM (0T 2230 mo
3570 m) dopamuuMdepsl OTCYTCTBYIOT. OTO CBU-
JleTeJIbCTBYeT O HEMOPCKOIi cpefie 0CaJKOHAKOII-
JIeHUs, 9YTO TIOATBEPKIaeTcsl HaluuMeM MUOCIIOP
" OTCYTCTBUEM AUHOIIUCT.

PALYNOMORPHES | PALYNOMORPHES | FORAMINIFERES | NANNOFOSSILES | PALEOENVIRONNEMENTS
Cette étude Petroci, 2009 Petroci, 2009 Petroci, 2009 Petroci, 2009
PALEOCENE PALEOCENE DANIEN Néritique interne & moyen
////+J1/1/@/m//// e +11sum

" CAMPANIENSUP. | CAMPANIEN Néritique interne & externe
1580 m 1580 - 1690 m 1610 m

CAMPANIEN INF.

...... 160m

. DISCONTNUTEBASECAWPANIENNE
CONIACIE SENONIEN CONIACIEN CONIACIEN Néritique interne & moyen
1720 m INFERIEUR 1770 m 1730m

....... I W= SO

""" TURONIEN | TURONIEN | TURONEN |  TURONIEN | Neéritique interne a moyen

/.'////_1%/_’////_'/_’:'.-'_-' 1s1nm i 1smm .............. 1 'n:nm .....................................

"CENOMANIEN SUP. | CENOMANIEN | CENOMANIEN | CENOMANEN | Néritique interne
1900 m 1820 - 2180 m 1840 m 1880 m

CENOMANIEN INF.

... . oscoNTWUTEPOSTALBENNE |

ALBIEN SUPERIEUR ALBIEN ALBIEN  ALBIEN Non marin & néritique interne

~ 2200m | 2200-3570m 2200 - 3570 m 2180 -3570m

ALBIEN MOYEN

2220 - 3570 m

Néritique interne & externe

Puc. 2. Ceodka 6uocmpamuzpaguueckux kposens ucciedosarus SE1d
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3axkiaoueHue

B maHHO#1 paboTe mpeacTaB/ieHbl CPABHUTETb-
Hble MCCIeIOBaHUS CpeaHeanbOCKO-TaleoleHo-
BBIX OTJIOKEHMIT Ha BOCTOKE 0CaJOYHOro 6acceifHa
Kot-g'ViByapa Ha mpumepe ucciemoBanust SEld.
WccnemoBaHue TMOCBSIIEHO MMKPOIIAJI€0HTOJIO-
ruu, HaHocTpaTturpadmmu u nanuHonoruu. Kave-
CTBEHHbI ¥ KOJIMYECTBEHHbII aHaIU3 GbIT IPOBe-
IeH Ha 116 MMKpPOIaJeOHTOJIOTMYECKUX 06pas-
1IaX, B 4aCTHOCTU opamuHudepax, 98 obpasiax
HaHocTpaTturpabum 1 92 o6pasiax MaauHOIOTUMN.
Vi3yuyeHue OTIOXKEHUII cpelHero anabba ¥ Iajeo-
1eHa cbeMky SE1d mokasasio, 4To OHM GOTaThl Ia-
muHOMOpdamMMu MOpPCKOTO (IIMCThI AMHOMIIAre-
JIAT) U KOHTMHEHTAJIbHOTO (CIIOPBI U TbUIbI[EBbIE
3epHa) IPOUCXOXOeHus, ¢dopaMmuHudbepamu u
Ha"HHOoccuauamu. UYTo KacaeTcsl Tajeocpe[ibl,
TO OHA COCTOMT U3 CJeIYIOIIUX Cpejl: OT HeMOop-
CKOJ [0 BHYTPEHHE HePUTUYECKON, BHyTPEeHHSIS
HepUTHUUeCcKasi, BHyTPEeHHSISI 10 CpeiHeil HepUTH-
YeCKOI, BHYTPEHHSIS 10 BHEIITHE HEPUTUUECKOIA.
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COMPARATIVE STUDIES OF THE MIDDLE ALBIAN-PALEOCENE SEDIMENTS
IN THE EASTERN PART OF THE IVORY COAST SEDIMENTARY BASIN:
THE CASE OF THE SE1D WELL

Abstract. The Albian-Upper Cretaceous deposits of Cote d'Ivoire have significant potential for hydrocarbon
production. They include both parent rocks and reservoir rocks. Previous palynological studies conducted in this
sedimentary basin made it possible to establish biostratigraphic scales suitable for operation. In this paper, it is
proposed to conduct a complete revision of the palynological archives of the Middle Albian-Paleocene of Cote d'Iv-
oire, especially at the SE1d well level, their biostratigraphy and paleomedium. For this purpose, 306 soil samples
from the SE1d geological survey (1150-3570 m), extracted as part of PETROCI's activities, were subjected to micro-

paleontological, nanostratigraphic and palynological studies. This study allowed us to determine the roofs of the
tiers from the Middle Albian to the Paleocene in the SE1d basin.

Keywords: Cote d'Ivoire, sedimentary basin, SE1d well, biostratigraphy, micropaleontology, palynology, nanos-
tratigraphy.
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APPLICATION OF THE KANO MODEL IN PRODUCT DEVELOPMENT:
CROSS-INDUSTRY INSIGHTS AND METHODOLOGICAL APPROACHES

Abstract. This article explores the Kano model as a tool for prioritizing product features based on customer
perception. It outlines the core principles of the model, its structure, and modern methodological adaptations. Using
examples from five industries — telecommunications, residential real estate, financial services, and consumer elec-
tronics — the article demonstrates various patterns of factor distribution (must-be, performance, and delight fac-
tors). A comparative analysis is provided on how Kano factors behave depending on market maturity, user seg-
ments, and technological context. The article offers practical recommendations for combining the Kano model with
TURF analysis, MaxDiff, and conjoint analysis. It also discusses the limitations of the Kano model and proposes
practical scenarios for adapting it to rapidly changing market environments.

Keywords: Kano model, requirements prioritization, product development, customer perception, TURF analy-
sis, MaxDiff, conjoint analysis, product strategy, satisfaction, digital markets.

1. Introduction

In today’s digital economy, companies must
constantly improve their product offerings to re-
main competitive and respond to rapidly evolving
customer expectations. One methodology that has
proven effective in analyzing customer needs and
prioritizing product functionality is the Kano
model, developed by Japanese professor Noriaki
Kano in the 1980s within the Total Quality Man-
agement (TQM) framework.

The core idea of the model is that different
product features have varying impacts on cus-
tomer satisfaction: some are basic and expected by
default, others are performance-related and pre-
dictably enhance user perception, and still others
are delight factors that generate a "wow" effect,
significantly increasing customer loyalty. This
classification enables companies to make in-
formed decisions about which features to include
at different stages of product development
[3, p. 89].

The goal of this article is to examine the ap-
plicability of the Kano model across different in-
dustries and to evaluate its effectiveness in the de-
velopment of both digital and physical products
within a highly dynamic technological landscape.
Special focus is given to its practical application in
SaaS products for the travel and hospitality sector,

as well as its integration with other tools such as
conjoint analysis, MaxDiff, and TURF analysis (To-
tal Unduplicated Reach and Frequency).

Through real-world examples from telecom-
munications, real estate, fintech, electronics, and
hospitality software, and drawing on the author’s
professional experience, the article identifies the
model’s practical boundaries and provides recom-
mendations for its adaptation in uncertain and
rapidly shifting environments.

2. Theoretical Framework: The Kano Model

The Kano model is a classification tool for prod-
uct features based on their impact on customer
satisfaction. The methodology was introduced by
Professor Noriaki Kano in 1984 and has since be-
come the foundation for numerous studies in qual-
ity management, user experience design, and
product management.

2.1. Classification of Product Features

The Kano model distinguishes the following
main types of customer requirements:

e  Must-be (Basic) Features - These are
characteristics whose absence leads to significant
customer dissatisfaction, while their presence
does not increase satisfaction. They represent the
minimum expected standard, often taken for
granted. Examples include car reliability or a func-
tioning internet connection in a hotel.
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e One-dimensional (Performance) Fea-
tures — These features have a direct linear rela-
tionship with satisfaction: the better the perfor-
mance, the higher the satisfaction, and vice versa.
Examples include internet speed or the number of
available TV channels.

e Attractive (Delighters) Features - These
are unexpected and pleasant characteristics that
elicit positive emotions when present but do not
cause dissatisfaction when absent. They are a key
source of competitive advantage and the “wow” ef-
fect. Examples include complimentary gifts or ex-
clusive features.

Additionally, the model may identify:

e Indifferent Features — Attributes that
have no impact on the customer’s perception.

e Reverse Features — Elements that may
cause dissatisfaction if present and satisfaction if
absent (rare cases).

¢ Questionable Features - Features for
which the consumer gives logically inconsistent
responses, indicating confusion or misunder-
standing [4, p. 56-63].

2.2. Evaluation Methodology

The classical Kano model uses a paired-ques-
tion format for each feature, asking customers:

1. How would you feel if this feature were
present in the product?

2.  Howwould you feel if this feature were ab-
sent?

Responses are interpreted using a predefined
evaluation table, allowing each respondent to cat-
egorize the feature accordingly. Aggregating all re-
sponses results in a Kano map - a visual matrix
that distributes features across quadrants of satis-
faction and dissatisfaction.

2.3. Modern Interpretations and Modifica-
tions

Over time, several additional approaches and
frameworks have been developed to expand the ca-
pabilities of the classical Kano model:

e Kano Continuum - A method where each
type of response is assigned a numerical weight
(e.g., 4, 2, 1, 0), enabling a more nuanced evalua-
tion of each feature’s contribution to satisfaction.

e Regression-Based Approach - Statistical
analysis of how the presence or absence of features
impacts overall satisfaction metrics such as Cus-
tomer Satisfaction Index (CSI) or Net Promoter
Score (NPS).

e Segmentation and Feature Mapping by
Target Audience — During research, respondents
can be divided into clusters, allowing for the

construction of separate Kano models tailored to
each group.

Thus, the Kano model serves not only as a diag-
nostic tool but also as a strategic guide in product
design and evolution. It helps optimize the value
proposition and prioritize development efforts in
resource-constrained environments.

3. Integration with Other Frameworks

Despite the practical value of the Kano model,
using it in isolation does not always address the
full range of challenges involved in product deci-
sion-making. In highly competitive and fast-
changing markets, it becomes essential to combine
Kano with other quantitative methods that offer
deeper insights into demand structure, customer
preferences, and the potential reach within the
target audience. Among the most effective of these
methods are TURF analysis, MaxDiff analysis, and
conjoint analysis [2].

3.1. TURF Analysis (Total Unduplicated
Reach and Frequency)

TURF analysis is used to identify the optimal
combination of features or products that will pro-
vide the maximum unduplicated reach across a
target audience. Unlike the Kano model, which fo-
cuses on emotional response, TURF enables a
quantitative assessment of which minimum set of
features or products can satisfy the greatest num-
ber of user needs (jobs-to-be-done). It is particu-
larly valuable when deciding where to invest
among a long list of attractive or performance fea-
tures.

Example: When designing a new tablet model
with 30 potential features (e.g., AR support, built-
in projector, waterproofing), TURF analysis can
help select the 5 most relevant features to cover
80-90% of the audience.

3.2. MaxDiff Analysis (Maximum Difference
Scaling)

MaxDiff analysis helps rank features based on
their relative importance. Instead of asking users
to rate all features at once — which often leads to
fatigue and inconsistent results—respondents are
shown sets of 4 to 6 items and asked to select the
most and least important. Repeating these rounds
generates a stable distribution of preferences. This
method is especially useful when the number of
potential attributes is large and accurate ranking is
essential.

MaxDiff can serve as an anchor method for
TURF analysis, as it helps identify which features
fall into the top-1 or top-2 preferences for each re-
spondent.
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3.3. Conjoint Analysis

Conjoint analysis is one of the most complex
yet powerful tools in the product research toolkit.
It simulates real-world consumer behavior by ask-
ing users to choose between product options with
different combinations of attributes. This enables
researchers to:

e  Determine the weight of each attribute in
the decision-making process;

e  Build pricing models (e.g., how much a
user is willing to pay for an additional feature);

e Forecast market share under different
combinations of attributes and pricing.

Conjoint analysis is particularly valuable when
entering new markets, updating product lines, or
planning an MVP (Minimum Viable Product).

3.4. Combined Approaches

In practice, a hybrid model is most commonly
used, combining the Kano model with one or more
of the methods mentioned above. The following
sequence is often applied:

e Kano — Identification of requirement
types (basic, performance, delighters)

e  MaxDiff — Prioritization by importance

e TURF — Selection of the optimal feature
set for launch

¢ Conjoint — Validation of the final feature
combination and calculation of willingness to pay

This approach enables a comprehensive evalu-
ation of customer perception from both emotional
and expectation-based perspectives, while also
providing the numerical data needed for informed
business decisions.

We propose starting with the first example -
the telecommunications industry — as it clearly il-
lustrates market saturation with basic features and
the challenge of identifying new delight attributes.

4. Application of the Kano Model Across In-
dustries: Case Studies

4.1. Telecommunications: Internet and TV
subscription

The market for telecom services — internet and
television — is one of the most mature and compet-
itive sectors in Russia. Studies conducted in 2018
with a sample of over 1,000 respondents across the
country demonstrated that the Kano model effec-
tively illustrates market saturation and the domi-
nance of must-be factors in customer perception.

Key Findings:

Must-be Features:

e  Competitive pricing and offers

e Internet speed of at least 100 Mbps

e  Uninterrupted service with no disconnec-
tions

e  Antivirus software and additional service
bundles included

e  “3-in-1” package: internet + TV + phone
line

All of these attributes are perceived by users as
standard expectations. The absence of any one of
them leads to strong dissatisfaction, while their
presence does not increase loyalty — they merely
prevent negative sentiment.

Performance Features:

e  Online gaming speed,

e  Number of TV channels,

e  Customer support response time.

These attributes are those where customers
clearly perceive differences in quality: the higher
the level, the better the satisfaction. These factors
can serve as sources of competitive advantage
within the boundaries of a “standard” product.

Delight Features:

e  Easy cancellation of subscription,

e Rewards for on-time payments,

e  Ability to change plans independently.

These are rare but powerful delighters. Most
users do not expect such features, but their pres-
ence can create a “wow” effect and significantly in-
crease brand loyalty. For instance, an easy cancel-
lation option or a flexible loyalty system can shift
the perception of a provider from “faceless infra-
structure” to “a caring partner.”

Conclusion:

The Kano model demonstrates that in mature,
highly standardized markets (such as fixed inter-
net services), the main competition occurs within
the must-be and performance categories. Oppor-
tunities for introducing new delight features are
limited—but it is precisely these that can create a
marketing breakthrough.

However, due to the predominance of must-be
requirements in this market, there is increasingly
less room for innovation. Most of the operator’s
resources are spent on maintaining standards,
which reduces flexibility in product development.
This highlights the need to supplement the Kano
model with satisfaction tracking tools (e.g.,
NPS/CSI), as well as with additional methods such
as TURF or conjoint analysis to test and validate
new offerings.

4.2. Real Estate: Mass-Market Housing Pur-
chases

The residential real estate market — particularly
in the mass segment-is characterized by the high
importance of the decision for buyers, a lengthy
transaction cycle, and low product renewal fre-
quency. These factors create a unique structure of
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consumer expectations that the Kano model helps
analyze systematically.

Market Characteristics:

e Psychological nature of decision-mak-
ing: Housing is a fundamental life necessity, and
the purchase decision is often emotionally
charged.

e Extended product lifecycle: Buying an
apartment is a decision that spans decades, so ex-
pectations regarding quality and reliability are ex-
tremely high.

e Limited wow factors: Due to the nature
of the product, delight features are rare and tend
to lose uniqueness quickly.

Kano Analysis Results:

Must-be Features:

e  Quality of construction materials

e  Performance of property management ser-
vices

¢  Guarantee of on-time project completion

e Developer integrity and fulfillment of
promises

e  Ability to track construction progress

These attributes are not just expected — they
are perceived as critical. The absence of any of
them can completely negate a positive impression
of the property.

Performance Features:

e  Completeness and accuracy of information
from the sales representative

e Time required to process contracts

e Interior finishing (if included)

e  Access to local infrastructure

These attributes influence satisfaction in a
straightforward “more is better” fashion but do not
typically evoke strong emotions.

Delight Features:

e  Aesthetically appealing building facade

e Loyalty programs for buyers

e  Energy-efficient and eco-friendly technol-
ogies

e Strong, reputable developer brand

These factors are not deal-breakers, but in sit-
uations where price and core features are equal,
they can serve as decisive triggers that tilt the
choice toward one project over another.

Conclusion:

In the real estate market, the Kano model
clearly illustrates the dominance of must-be fac-
tors, reflecting the fundamental nature of the
product. The role of the product manager or mar-
keter here lies less in delivering delight and more
in eliminating pain points and minimizing risks for
the buyer.

Moreover, due to the stability of expectations
and the slow pace of change in this sector, using
the Kano model dynamically (as a tracking tool) is
especially beneficial. By monitoring how percep-
tions of baseline features evolve (e.g., composite
facades shifting from delighters to must-be), de-
velopers can adapt their product offerings and
communication strategies without needing to con-
duct new large-scale studies.

4.3. Financial Services: Credit Cards for
Small Businesses

Financial products - particularly credit cards
for entrepreneurs and small businesses - are
highly standardized, and customer decision-mak-
ing tends to be highly rational. This creates a spe-
cific distribution of Kano model factors, where per-
formance attributes dominate, and both must-be
and delight features are scarce.

Context and Market Characteristics:

Target audience: Sole proprietors, small busi-
ness owners, and microbusiness operators

e Expectations center on: Functionality,
cost-efficiency, and ease of use.

¢ High product standardization: “Wow”
innovations are rare in this category.

Kano Analysis Results:

Must-be Features:

Functions as a standard credit card — a base-
line expectation without which the product has
no value.

Performance Features:

e No annual fee,

e Lower interest rate,

e  Cashback or reward points for purchases,

e Discounts with partners,

e  Higher credit limit

These features are directly tied to benefits and
convenience. Consumers actively compare offers
based on these attributes, and even small differ-
ences can significantly impact their decision.

Delight Features:

e  Access to exclusive sales events

e  Fuel bonuses

e  Special offers for seasonal businesses

These features generate a positive emotional
response but are not expected by default. Their
presence can increase loyalty, especially when tai-
lored to specific segments (e.g., fleet owners or re-
tail shop operators).

Indifferent Features:

e (Card branding (e.g., Gold, Platinum sta-
tus).

e  Card design and visual aesthetics.
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For this customer segment, status and aesthet-
ics are secondary to practical utility.

Conclusion:

Unlike the real estate and telecommunications
markets, the small business credit card sector is
driven by rational decision-making, with minimal
influence from emotional or delight factors. The
Kano model in this context reveals a strong em-
phasis on performance features, which should be
the core focus in product development, position-
ing, and communication strategies.

Additional frameworks such as conjoint analy-
sis can be used to quantify the value of each feature
in monetary terms (e.g., how much a user is willing
to pay for cashback). This is especially important
when designing tiered pricing plans or differenti-
ated product lines.

4.4. Electronic devices: Tablets

The consumer electronics market is one of the
most dynamic and innovation-driven sectors,
where the lifecycle of features is significantly
shorter than in other industries. This makes the
application of the Kano model particularly inter-
esting: many features that were considered de-
lighters just a year ago are now perceived as must-
haves.

Industry Characteristics:

e Technologies become obsolete quickly;
“wow features” turn into expectations within 6—12
months.

e  User expectations vary by use case—enter-
tainment, work, education, children, etc.

e  High competition forces manufacturers to
constantly seek new features that can surprise us-
ers.

Kano Analysis Results (by Segment):

The study included two segments: young fami-
lies and freelancers.

Segment: Young Families

Must-be Features:

e  Suitable for video content (e.g., evening
cartoons)

e Supports gaming (children’s entertain-
ment)

e  Minimum 256 GB of storage

Performance Features:

e User interface convenience

e  Battery life

e Device speed

Delight Features:

e  Built-in projector

e  Smart home integration

e Individual profiles for children and adults

e  Durable casing

e  Peripheral connectivity options

Segment: Freelancers

Must-be Features:

e  Suitable for professional work

e  Microsoft Office compatibility

Performance Features:

e Suitable for creative tasks (graphics, au-
dio, coding)

e  Stylus support or precision input

e  Ability to connect to keyboard and moni-
tor

Delight Features:

e  Voice assistant autonomy

e  Al-powered interface features

e AR/VR interaction modes

Conclusion:

This case clearly illustrates how different user
segments perceive the same features differently —
what is a delighter for a family may be irrelevant to
a freelancer, and vice versa. This underscores the
importance of segmentation and the need to con-
duct separate Kano analyses for each target audi-
ence.

Additionally, in the electronics market, it is
crucial to regularly update research findings, as
feature categories evolve rapidly: Al functions that
were once considered delightful are becoming
standard and soon will be essential in all devices.

In such markets, it is especially important to
combine the Kano model with TURF analysis to
identify which 3-5 features will deliver the great-
est reach when launching a new device model.

4.5. Hospitality and Tourism: B2B SaaS
Products for the Hotel Industry

Industry Characteristics:

Since 2014, the Russian hospitality sector has
undergone a rapid digital transformation. The
withdrawal of international operators, the growth
of domestic tourism, and increased competition
among small hotels have all fueled demand for
specialized SaaS solutions.

The target audience of this study — small ho-
tels, apartments, hostels, and later properties with
100+ rooms — had limited exposure to technologi-
cal tools and demonstrated a wide range of digital
maturity. This made the Kano model particularly
valuable for identifying key user expectations and
informing product strategy.

Kano Analysis Results:

Must-be Features:

e Stable system performance with no
crashes

e Integration with a wide range of Russian
and international online booking systems
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e Reporting features for government agen-
cies (e.g., Rosstat and the tax authority)

e Capability to accept online payments via
the hotel’s official website

These attributes became industry standards
and were seen by clients as basic requirements for
being considered a trustworthy provider.

Performance Features:

1. Number of available integrations (banks,
payment systems, CRMs, IP telephony, electronic
locks, POS terminals).

2. Flexibility in pricing and promotions.

3. Level of automation in handling requests
and bookings.

These features determined the usability, effi-
ciency, and resource savings of competing solu-
tions — clear differentiators in buyer decisions.

Delight Features:

API access for external developers:

e  Proprietary marketplace with plug-and-
play modules

e  Online academy and video courses for us-
ers

e Automated sales funnels and self-
onboarding without manager involvement

e Innovations such as voice assistants and
messenger integrations

These features were perceived as innovative
and unexpectedly useful. Their presence increased
customer loyalty and contributed to Bnovo’s or-
ganic growth into the premium segment.

Conclusion:

The Bnovo case demonstrates how the Kano
model can be effectively applied in a B2B SaaS con-
text with a diverse customer base. As must-be fea-
tures quickly become the norm, the true competi-
tive edge lies in performance and delight attrib-
utes. Flexibility and adaptability to different cus-
tomer segments are especially important.

Furthermore, the fast pace of market evolution
reinforces the need for regular Kano model up-
dates, ideally combined with MaxDiff and conjoint
analysis during the development of pricing plans
and product roadmaps. This approach enables a
clearer understanding of where expectations end
and delight begins.

5. Comparative Analysis: Behavior of Kano
Factors Across Industries

Analyzing the application of the Kano model
across five different industries reveals patterns in
factor distribution and types of customer expecta-
tions. Below are key insights derived from the case
studies in telecommunications, real estate,

financial services, electronics, and tourism SaaS
products [1, p. 112].

5.1. The Level of Must-be Factor Saturation
Depends on Market Maturity

In mature, standardized markets (e.g., telecom
and real estate), there is a high concentration of
must-be features. Market participants are required
to deliver baseline functionality at a high level just
to remain competitive. Innovation has minimal
impact on customer choice if core expectations are
unmet.

Examples:

e “Competitive pricing” in telecom ser-
vices — must-be

e  “Project deadlines and construction qual-

ity” in real estate — must-be

5.2. Rational Markets Gravitate Toward Per-
formance Features

In markets dominated by rational decision-
making (e.g., financial services and B2B SaaS),
most customer requirements fall into the perfor-
mance category. Clients compare offerings based
on functionality, cost, and flexibility, expecting
each improvement to deliver measurable value.

Examples:

e  “Lower interest rates” or “cashback” in
credit card services

e “Number of integrations” and “pricing
flexibility” in SaaS products

5.3. Dynamic Markets Require Ongoing
Work with Delight Features

In fast-paced, technology-driven industries
(e.g., electronics, IT), delight features frequently
transition into performance or even must-be cate-
gories. It's crucial to monitor the lifecycle of prod-
uct features and develop customer “wow” strate-
gies proactively.

Example:

e  Built-in projectors or AR integration were
yesterday’s delighters but are becoming today’s in-
dustry standard.

5.4. Kano Model Structure is Sensitive to
Customer Segment

Different user segments within the same indus-
try may categorize the same features differently.
This is especially evident in B2C products (e.g.,
families vs. freelancers in electronics) and the hos-
pitality sector (small hotels vs. 100+ room proper-
ties).

Implication:

Separate Kano models should be developed for
each customer segment, or clustering should be
conducted prior to analysis.
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5.5. The Kano Model Requires Regular Up-
dating

Kano factors are not static. What delights users
today may become an expectation tomorrow-this
is particularly true in digital markets. Using the
Kano model in combination with tracking tools
(e.g., CSI, NPS) and dynamic methods (e.g., con-
joint, MaxDiff, TURF) helps build a stable strategic
picture over time.

6. Limitations of the Kano Model and Prac-
tical Recommendations

Despite its high practical value, the Kano model
has several limitations that should be considered
when applying it in real-world projects. These lim-
itations pertain both to methodological aspects
and to its applicability across different product
types and market conditions.

6.1. Model Limitations

1) Model Staticity

The classical Kano model is typically conducted
as a one-time study. However, in fast-evolving in-
dustries such as electronics and digital services,
the lifecycle of features is very short. Within six
months, customer perceptions may shift dramati-
cally.

Recommendation: Use the Kano model dy-
namically — as part of a continuous customer in-
sight process (e.g., in a tracking format).

2) Dependence on Question Wording

Respondents' answers are highly sensitive to
how features are described. Poorly worded or
overly abstract descriptions can distort results and
misclassify features.

Recommendation: Conduct qualitative re-
search beforehand (e.g., in-depth interviews, lad-
dering) to gather the customer’s “natural

language” and use it to formulate feature descrip-
tions.

3) Respondent Fatigue

Each feature in the Kano model requires a pair
of questions: one about its presence and one about
its absence. With a long list of features, respond-
ents may become fatigued, which reduces the ac-
curacy of their responses.

Recommendation: Use MaxDiff analysis be-
forehand to eliminate weak features, or divide the
survey into randomized blocks to reduce cognitive
load.

4) Limited Suitability for Willingness-to-
Pay Assessment

The Kano model does not provide insight into
how much a customer is willing to pay for a fea-
ture. It captures sentiment (satisfied/dissatisfied),
but not price sensitivity.

Recommendation: Use conjoint analysis or in-
corporate price as an additional attribute—espe-
cially when making decisions about pricing plans
and market segmentation.

5) Limited Applicability to Complex and
Modular Products

For multi-layered, “menu-style” products (e.g.,
subscriptions, platforms), the classical Kano
model becomes less effective, as it does not ac-
count for the interaction between different fea-
tures.

Recommendation: Apply the Kano model in
conjunction with other methods - such as scenario
modeling, customer journey mapping (CJM), TURF
analysis — or build separate models at the compo-
nent level.

6.2. Practical Guidelines for Integrating the
Kano Model into Business Processes (tab.)

Table

Business Objective

How to Use the Kano Model

Development Prioritization

Identify which features truly matter to the target audience and which

are just noise

MVP Optimization

Define the minimal viable set of must-be and performance features

Roadmap Planning

First address risks in must-be features, then strengthen performance
ones, and finally invest in delighters

Product Relaunch

Compare the perception of features before and after redesign or stra-

tegic changes

Marketing & Positioning

Promote not what’s must-have, but what delights and surprises the

user

7. Conclusion

The Kano model remains one of the most pow-
erful tools for evaluating and prioritizing product
features from the end-user’s perspective. It ena-
bles the structuring of numerous attributes based

on their impact on customer satisfaction and, cru-
cially, differentiates expectations according to
market maturity, audience segments, and techno-
logical context.
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The analysis of five distinct industries — tele-
communications, real estate, financial services,
consumer electronics, and tourism SaaS — demon-
strated that the distribution of Kano factors varies
significantly depending on:

e The stage of technological product devel-
opment.

e The type of audience (emotional vs. ra-
tional behavior).

e  Market innovation cycle speed.

e  Cultural expectations of users.

The model proves especially effective during
initial feature prioritization, MVP development,
and the identification of key customer pain points.
However, its value increases dramatically when
combined with quantitative methods (TURF,
MaxDiff, conjoint) and integrated into a continu-
ous feedback loop (e.g., via NPS, CSI, Customer
Journey Mapping).

In the context of increasing product complexity
and market competition, focusing on customer ex-
pectations and perceptions becomes a cornerstone
of product strategy. The Kano model is not merely
aresearch tool — it is a philosophy of attentiveness
to customer needs, enabling companies to build
solutions that truly serve their users.
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MICROSERVICES ARCHITECTURE: ACCELERATING FEATURE
DEVELOPMENT AND SCALABILITY THROUGH MONOLITH DECOMPOSITION

Abstract. This article investigates software migration from monolithic architectures to microservice-based de-
signs, highlighting the gains and the trade-offs accompanying such a shift. Our principal goal is to identify decom-
position techniques that shorten time-to-market for new functionality while preserving system agility under heavy
load. The methodological framework surveys established strategies — clustering analyses, functional-dependency
mapping, and machine-learning — driven partitioning — drawing on peer-reviewed publications and freely available
industry sources to ensure a well-rounded perspective. The study shows that a microservices approach can accel-
erate development cycles, permit autonomous scaling of discrete modules, and improve alignment with evolving
business needs. At the same time, it introduces extra monitoring overhead and elevates the security requirements
inherent in distributed deployments. These insights should prove valuable to developers and software architects
assessing contemporary architectural patterns. We conclude that successful adoption hinges on meticulous migra-

tion planning that balances the clear benefits of microservices against their attendant complexities.

Keywords: microservices, decomposition, monolith, scalability, software architecture, automation.

Introduction

Architectural choices shape a software system's
functionality, scalability, and capacity to evolve.
Although monolithic designs offer simplicity dur-
ing early development, they frequently become li-
abilities as projects mature: high internal coupling
slows change, scaling must occur as a single unit,
and performance bottlenecks emerge around the
shared codebase.

Microservice architectures tackle these pain
points by splitting an application into loosely cou-
pled services, each aligned with a well-bounded
business capability. Such decomposition eases fea-
ture delivery, streamlines maintenance, and lets
teams scale hot spots independently, responding
swiftly to shifting requirements. Yet the transition
is far from trivial. Engineers must decide how to
partition the legacy monolith, establish robust ser-
vice-to-service communication, and deploy so-
phisticated tooling for monitoring, orchestration,
and fault isolation.

Demand for microservices in the enterprise is
rising precisely because firms compete on their
ability to adapt. In fast-moving markets, the archi-
tecture of choice can become a strategic differen-
tiator — enabling continuous delivery, graceful
handling of traffic spikes, and quicker experimen-
tation.

Against this backdrop, the present study anal-
yses state-of-the-art methods for decomposing
monolithic applications and assesses their ramifi-
cations for development velocity, scalability, and
overall system efficiency.

Materials and Methods

Moving a system from a monolith to a constel-
lation of micro-services is as much a methodolog-
ical undertaking as it is a technical one; accord-
ingly, the research landscape spans comparative
architectural assessments, decomposition heuris-
tics, automation frameworks, and design play-
books intended to soften the inevitable turbulence
of migration.

A logical starting point is performance and
scalability since any decision to re-architect must
rest on an honest appraisal of how each style be-
haves under load. In a controlled experiment, Bli-
nowski, Ojdowska, and Przybylek [3, p. 20357-
20374] contrasted monolithic and microservice de-
ployments across a variety of workloads, pinpoint-
ing the moment at which vertical scaling of a mon-
olith loses out to the horizontal elasticity of micro-
services. Their results highlight the target archi-
tecture's feasibility but leave the question of how
to reach it.

Studies devoted to decomposition — the piv-
otal, error-prone step in any migration — take up
that question. Abgaz et al. [1, p. 4213-4242]
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compile the principal partitioning schemes, map-
ping their limits and flagging the blind spots that
practitioners still encounter. Camilli et al.
[4, p. 1-46] add a multi-layer scalability-assess-
ment framework accompanying a system through
successive migration milestones, allowing engi-
neers to forecast end-state behavior rather than
extrapolate from intuition.

Algorithmic assistance has become a recurring
theme. Cao and Zhang [5, p. 136-142] show how
clustering algorithms, drawing on static code
structure and runtime traces, can surface latent
service boundaries, while dos Santos Almeida
[7, p. 1-8] introduces complexity metrics that au-
tomate much boundary-selection work. Automa-
tion is pushed further by Nassima, Hanae, and Ka-
rim [12, p. 1-4], who employ process-mining on
event logs to generate candidate services on the
fly, and by Santos and Silva [7, p. 1-8], who refine
similarity metrics to keep redesign costs in check
during refactorings. Wei et al. [20, p. 21-30] take a
more lightweight path, proposing functionality
matrices — feature-to-module tables that lend
themselves to semi-automated extraction. A com-
plementary angle appears in Nitin et al. [9], where
machine — learning dependency analysis acceler-
ates the cut while improving its fidelity.

Not all contributions are purely algorithmic.
Kiani et al. [11, p. 1-7] advocate a strategic, phased
approach built around pilot projects and incre-
mental refactoring, acknowledging that organiza-
tional culture can derail even the soundest tech-
nical plan. Domain-specific nuance is explored by
Parikh et al. [16, p. 90-96], whose decomposition
workflow for banking systems weaves business
logic and operational routines directly into the
partitioning calculus. Hao, Zhao, and Li [8, p. 282-
285] attend to the data tier, using clustering algo-
rithms to distribute relational tables among ser-
vices without sacrificing transactional perfor-
mance.

Oumoussa I. and Saidi R. [15, p. 23389-23405]
conduct an analysis of microservice identification
methods, distinguishing between static and dy-
namic code analysis, workload profiling, and do-
main-driven approaches.

Chaturvedi M. et al. [6, p. 1-6] synthesize exist-
ing metrics in microservice architectures — high-
lighting component cohesion, modularity, and re-
sponsibility — while underscoring the importance
of applying metric-based evaluation in concert
with expert judgment.

Kaloudis M. [9, p. 2-10] proposes a step-by-step
methodology that encompasses resilience

assessment, failure-mode testing, and the pro-
gressive adoption of CI/CD pipelines.

Ait Said M. et al. [2, p. 1417-1432] focus on the
industrial factors influencing microservice adop-
tion, identifying technical, organizational, and
cultural determinants, and outlining correspond-
ing change-management strategies.

Singh R. P. et al. [19, p. 1-6] describe the prin-
ciples of a sustainable migration paradigm, ana-
lyzing performance metrics, operational reliabil-
ity, and code-lifecycle longevity.

Quattrocchi G. et al. [17, p. 466-481] implement
the Cromlech tool, which applies static code anal-
ysis and domain-entity clustering to automatically
derive microservice boundaries.

NgT.etal.[13, p. 536-541] propose a hybrid da-
tabase architecture that combines relational DBMS
engines with NoSQL stores to ensure both con-
sistency and scalability during the migration pro-
cess.

Kamisetty A. et al. [10, p. 99-112] evaluate
quantitative metrics — throughput, response time,
and maintenance effort — that demonstrate micro-
services’ scalability advantages alongside height-
ened demands on orchestration and network reli-
ability.

Even with this breadth of work, three gaps re-
main conspicuous: post-migration dependency
governance and long-term support receive only
passing treatment; the performance cost of migra-
tion mistakes is rarely quantified, limiting the ac-
curacy of risk models; and the accumulated
maintenance burden-security patching, observa-
bility drift, cognitive load on engineering teams —
remains anecdotal rather than empirical.

In the present study, these strands are reviewed
through a mixed-methods lens. We synthesize
clustering  heuristics, functional-relationship
mapping, and machine-learning classifiers re-
ported in peer-reviewed journals with insights
from openly accessible industry white papers. By
juxtaposing empirical findings against practi-
tioner narratives, we aim to extract repeatable pat-
terns, delineate trade-offs, and lay the groundwork
for a more automated and risk-aware migration
toolkit.

Results and Discussion

A traditional monolithic application gathers
every functional element - user interface, business
rules, data access — into one contiguous codebase.
The arrangement is expedient during early devel-
opment and deployment. Still, as the feature set
expands, the once-simple structure becomes
harder to scale and reason about: even a minor
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change can ripple through the whole system, and
vertical scaling soon encounters economic or tech-
nical ceilings.

By contrast, a microservices-based solution
splits the original codebase into a constellation of
small, self-contained services, each mapped to a
narrowly defined business capability. These

services communicate through lightweight APIs-
HTTP/REST, gRPC, or broker-mediated message
streams such as Kafka and RabbitMQ - so that
teams may update, redeploy, or scale an individual
module without disturbing its neighbors. The prin-
cipal traits of this style are summarised in figure 1.

Decomposition by functional areas. Each ser-
vice solves its own task, for example, user
management, payment processing.

Features of microservices

Development autonomy. Teams working on

individual services can make their own deci-

sions, which speeds up the process of imple-
menting changes.

Fig. 1. Features of microservices [2, p. 1417-1432; 8, p. 282-285; 11, p. 1-7; 20, p. 21-30]

However, introducing dozens of autonomous
processes replaces one sort of complexity with an-
other. Engineers must establish robust service dis-
covery, distributed tracing, configuration manage-
ment, and security controls in order to keep data
consistent and traffic flowing. Those operational
overheads translate into new cost centers, espe-
cially for organizations without mature DevOps
practices.

Against that backdrop, monolithic decomposi-
tion has emerged as a pragmatic stepping-stone.
The idea is to refactor the monolith into clearly
bounded components that still share a single de-
ployment artifact but interact only through well-
defined interfaces. Each component owns its data,
encapsulates its business logic, and hides internal
details from the rest of the application [8, p. 282-
285; 11, p. 1-7]. Frameworks such as Spring Boot in
the Java ecosystem — or FastAPI and Flask blue-
prints in Python-lend structure to this modular
breakup while preserving the familiarity of the
original stack.

Strong isolation is the linchpin of resilience. A
user-authentication module, for example, should
continue to operate even if a catalog-management
component is being upgraded. Controlled expo-
sure of public APIs guards against cascading fail-
ures and minimizes the blast radius of change. To
further lower coupling, teams introduce asynchro-
nous exchanges—message queues or event buses —
that let services publish and react to events with-
out blocking one another [15, p. 23389-23405]. The
resulting event-driven architecture not only
boosts performance but also simplifies the addi-
tion of brand-new capabilities.

Workflow velocity depends on automation.
Continuous integration and continuous delivery
(CI/CD) pipelines test and deploy only the changed
modules, shrinking feedback loops and accelerat-
ing feature rollout. Component-level test suites
preserve overall stability, while branch policies
and automated code-quality gates keep divergent
teams aligned [14, p. 1-12; 16, p. 90-96].
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When specific modules become hotspots—
checkout in an e-commerce platform, for instance
- engineers can share the load or spin the service
into its container image. Tools such as Docker and
Kubernetes make it straightforward to allocate
CPU and memory where needed, yielding a fine-
grained form of horizontal scaling that was impos-
sible in a one-piece application.

A disciplined choice of libraries, build tools,
and dependency managers further reduces
maintenance overhead. Maven or Gradle for Java,
Poetry for Python, and similar ecosystems in other

languages enforce consistent versions and auto-
mate transitive-dependency upgrades, lowering
the risk of runtime conflicts during modernization
[10, p. 99-112; 12, p. 1-4].

Together, these practices map onto the phased
journey illustrated in figure 2. Organizations typi-
cally begin with module extraction inside the mon-
olith, progress to containerized deployment of
high-load services, and arrive at a fully fledged mi-
croservice landscape complete with observability,
automated scaling, and zero-downtime releases.

Defining service

rate services.

4 You need to identify the\
parts of the system that
can be divided into sepa-

boundaries

It is necessary to mini-
mize the interaction be-
tween components in or-
der to simplify the archi-

4 Containerization, service\

orchestration, and service
networks are used to
manage microservices

tecture

Allocation of func- \_

J

tional blocks

Technology selection

Fig. 2. Stages of transition to microservices [5, p. 136-142; 6, p. 1-6; 18, p. 1543-1582]

Defining functional blocks is the crucial first
milestone in any decomposition effort. Before
touching code, architects map the domain into
bounded contexts — coherent slices of business ca-
pability that can live as autonomous services.
Techniques such as event-storming workshops,
value-stream mapping, and static-code analysis
help expose natural seams: a payment workflow,
for instance, rarely needs to share tables with a
catalog module, while an authentication boundary

almost always wants to stand alone [11, p. 1-7; 13,
p. 536-541]. Once candidate contexts are clear, de-
pendency graphs and runtime-trace sampling re-
veal which objects, database tables, and message
topics truly belong together. Only after this ana-
lytical groundwork can teams decide which clus-
ters merit promotion to independent services.
With boundaries in place, a microservice archi-
tecture speeds the arrival of new features for three
complementary reasons — summarised below.

Table 1

Factors that accelerate feature delivery in a microservice landscape
[4, p. 1-46; 7, p. 1-8; 8, p. 282-285; 19, p. 1-6]

Factor Explanation
Isolated testing Unit and integration tests run inside a single service boundary, so failures stay local
and release pipelines need not retest the entire estate.
Fast deployment Small codebases compile, containerize, and roll out quickly; blue-green or canary re-

leases finish in minutes rather than hours.

coordination overhead.

Parallel teamwork | Teams own distinct services, eliminating merge collisions and reducing cross-squad
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When organisations weigh a full migration,
they confront a familiar trade-off: massive gains in
flexibility and resilience set against the

operational burden of orchestrating dozens — per-
haps hundreds - of moving parts.

Table 2

Pros and cons of adopting microservices via monolith decomposition
[1, p. 4213-4242; 3, p. 20357-20374; 9, p. 2-10; 17, p. 466-481]

Advantages

Disadvantages

Horizontal scalability — Any service experi-
encing a spike can be replicated inde-
pendently, raising throughput without

over-provisioning the rest of the system.

Monitoring and diagnostics — Distributed traces, metrics,
and logs must be stitched together with specialised stacks
(Prometheus, Grafana, OpenTelemetry), increasing cogni-

tive and tooling costs.

Optimised resource use — CPUs, memory,
and I/0 are channelled to hot spots only;
cold paths remain lean, lowering infrastruc-
ture spend.

Dependency management — Network latencies, version
skews, and circuit-breaker policies complicate release co-

ordination and incident response.

Fault tolerance - A single-service crash de-
grades functionality gracefully instead of
triggering a platform-wide outage.

(Additional hidden costs) — Secure service-to-service au-
thentication, data-consistency guarantees, and distributed
transactions often require new middleware and skills.

In short, microservices unlock a path to highly
adaptable, failure-resilient systems - but only
when backed by rigorous domain analysis, depend-
able automation, and a realistic appraisal of oper-
ational maturity. For organizations prepared to in-
vest in monitoring, dependency governance, and
cross-team DevOps discipline, the architecture be-
comes a strategic enabler: features land faster,
scaling follows demand, and the platform pivots
smoothly as business priorities evolve.

Conclusion

The journey from a tightly coupled monolith to
a constellation of micro-services sheds light on the
trade-offs that shape the performance of contem-
porary information systems. A monolithic code-
base can be a virtue in the project’s infancy—one
deployment target, a single data store, and mini-
mal infrastructural overhead. Yet that same con-
venience becomes a liability as the feature surface
widens: scaling is coarse-grained, release cycles
slow, and a defect in one module can ripple
through the entire application.

Microservices reverse those constraints. By let-
ting each service own its logic, data, and runtime,
the architecture permits fine-tuned scaling and
rapid adaptation to shifting business priorities.
Our review of decomposition techniques under-
scores, however, that such gains are never auto-
matic; they are earned through meticulous bound-
ary-setting and domain segmentation. Advanced
toolsets—clustering heuristics that illuminate hid-
den couplings, containerization platforms that
standardize deployment—-make the task managea-
ble, but only if paired with disciplined design.

When executed well, the payoff is substantial:
new capabilities roll out faster, fault isolation be-
comes routine rather than heroic, and the organi-
zation enjoys a system resilient enough to ride out
spikes in traffic or pivots in market demand. Yet
the model introduces its own frictions. Observabil-
ity must span dozens of processes rather than one;
security policies migrate from a perimeter mindset
to service-to-service authentication; dependency
graphs evolve continuously, demanding vigilant
governance.

In other words, microservices are not a silver
bullet but a strategic choice—one that calls for
technical readiness, a clear articulation of business
goals, and robust change-management practices.
Approached holistically, the architecture not only
accelerates development but also establishes a
platform capable of sustaining stability and com-
petitiveness over the long term.
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ABIVJIVIAEBA CeBuib 'opxma3oBHa
MarmcTpaHTKa, A3epOaitpKaHCKuii TOCYIapCTBEHHbI YHUBEPCUTET HE(DTU U IIPOMbBIIIEHHOCTH,
Asepb6aiimskaH, r. baky

CAPIAPOB SIry6 Banbl orisl
IOTIeHT, A3epOaiiisKaHCKMIT TOCYAapCTBEHHbIN YHUBEPCUTET HEDTY 1 TTPOMBIIIITIEHHOCTH,
Asepb6aiimkaH, I. bBaky

METO/Ibl OBHAPY>KEHUSI UHCAVIJIEPCKUX ITP3HAKOB
B BOJIBIINX JAHHBIX

AnHomauus. OOHapyxceHue uHcaiidepckux yepo3 8 60biux daHHbIX mpebyem UCh01b308aAHUS COBPEMEHHBIX
mexHono2uli ananusa u MoHumopuHza. OCHO8Hble MeMOObl BKAIOUAIM AHAIU3 N08EJeHUeCKUX OAHHBIX C MOHUMO-
PUH20M aKMuU8HOCMU Nofb308ameieli, AHAIU3OM NAMMePHO8 NosedeHUs U 8blseieHUeM aHOMANuti 8 deticmeausix
compyoHuKoe. MawiunHoe o0yueHue npumeHsemcs 01 Kaaccupukayuu u Kaacmepusayuu OaHHbIX, 8bis8J1eHLs
aHoManuil Ha 0CHose UCMopUUecKUX OaHHbIX U 00yueHUst Modeneli A npedcKa3aHust n0do3pumesibHol AKMueHo-
cmu. KonmekcmHstli aHanus 0aHHslx nomozdem oyeHusams deticmeus nojin3o8amerieii 8 3asucuUMocmu om ux poau
U ypoeHa docmyna, i85 Hemunu4uHoe nogedeHue U 803MOMCHble Yyepo3bl. Takice UCNoNb3yemcs KoppeasyuoH-
HbLil aHanu3 cobvbimuti, KOMopalli C8513bI18aem pPA3UUHbIE UCMOUHUKU OAHHBIX 07151 CO30AHUS NOJIHOL KapmuHs! Oeti-
cmeuti nonv3osamesi. BaxcHyw poss uzpaem asmomamusayus MOHUMOpPUHza u co30anust npedynpexcoeHuti, yumo

no3e0/is1em C80€8PEMEHHO peazupoeams HaA NOMEHUUAJIbHbLE uHcaﬁaepCKue y2po3ol.

Kntoueawie cnoea: urcaiioepckue, 60buiUe, AHANU3, MAWUHHOE, KOHMEKCMHBbLIL.

BBenenue

C pocTom 00BEMOB TAHHBIX M AKTUBHBIM pas-
BUTMEM LMMPOBBIX TEXHOJNOTUI OpTraHU3aALUU
CTAJIKMBAIOTCS C BO3pacTalollei yrpo30ii MHCaA-
IepCKMUX aTak, KOTAA COTPYOHUKU WU Apyrue
BHYTpPEHHME JIUIIA UCTIONb3YIOT CBOM TIPUBUIETUHA
OIS HaHeceHus yiiep6a KoMIaHuu. B ominmune ot
BHEIIHMX YIPO3, MHCAAEePbl UMEIOT JIETUTUMHBIA
IOCTYTT K MHMOPMALMOHHBIM pecypcaM UM MOTYT
CoBepIuIaTh AeiiCTBUS, KOTOPble OCTAIOTCS He3ame-
YeHHBbIMY TPAANIIMOHHBIMU CPeICTBAMM 3aIUThI.
OJTO AenaeT BbIsIBJIeHNE MHCAlIePCKUX MPU3HAKOB
CJIOKHOVE 3aJ1a4eit, 0COOEHHO B YCIOBUSIX GOBIINX
maHHbIX (Big Data), roe uHdopmanus reHepupy-
ercs 1 o6pabaThiBaeTCss B OTPOMHBIX 00beMax U
BBICOKOJ CKOPOCT.

MeTonpl 06HapysKeHMs MHCAIepCKUX ITPU3HAa-
KOB B OOJIBbIINX AAHHBIX MIPEICTaBISIOT C060¥t co-
BOKYITHOCTb TEXHOJIOTUI U TIOJX0J0B, HAMlpaBJIeH-
HbIX Ha aHa/N3 I10/Ib30BaTENbCKOM aKTUBHOCTH,
MOBe/IeHUeCKMX TaTTepHOB M aHOMaJMii B CU-
creme. [IpyMeHeHMe TakKMX METOAOB MO3BOJSIET
CBOEBPEMEHHO WUIEHTUGUIMPOBATD TIOMO3PU-
TeJIbHYI0 aKTMBHOCTb U MPENOTBPATUTh BO3MOXK-
Hble HapymeHnust 6e3omnacHoct. OCHOBHbBIE TTO[I-
XOZIbl K BBISIBJIEHMIO MHCAAEPCKUX YIPO3 BKIIIO-
YaloT aHa/Iu3 JIor-(aiiyioB, MOHUTOPUHT CETEBO

aKTMBHOCTH, MCIIO/JIb30BaHME METOAOB MalllMH-
HOTO OOyYeHMSI M MCKYCCTBEHHOTO WMHTEJIEKTa
IIJIsT BbISIBJIEHMSI aHOMaJIMii, a Takke BHeJpeHMe
IOBeJeHYeCKoro aHaiusa Ionb3oBareneii (User
Behavior Analytics, UBA).

B nmaHHOM MCCaeqoBaHUM pPacCMaTpPUBAIOTCS
KJTIOUEBbIE METOIbI OOHAPYKeHMUST MHCAMIepCKUX
MPM3HAKOB B GONMBUIMX MAHHBIX, UX 9PEPEKTUB-
HOCTb ¥ BO3MOXKHOCTY IPUMEHEeHUSI B Pa3MIUIHbIX
OpraHM3alMOHHBIX cpemax. Ocoboe BHMMaHME
yIeJsieTcss COBpeMeHHbIM MeTOAaM aHalin3a AaH-
HBIX ¥ X MHTErPa B CUCTeMbI MHGOPMAaIMOH-
HOJ1 6€30MacHOCTH.

Anamms

B coBpemenHOM 1LIMbPOBOM MUpe MHCalIep-
CKMe YyTPO3bl IIPeICTABIISIOT OOHY M3 Hanboee ce-
Pbe3HBIX MpobieM B 061acTM MHPOPMALIMOHHOI
6e30ITaCHOCTY. ITU YTPO3bI UCXOOSIT OT JIUII, Me-
IONIMX JIETAAbHbBIN TOCTYN K KOHGUIEeHIIMATbHOM
MHGOpMAIIUM UK CUCTEMAaM OpraHMU3aIu, HO UC-
MOIb3YIOUIMX 3TOT JOCTYII C BpeOHOCHBIMY HaMe-
peHusmMu. O6HapyKeHMe MHCAAePCKUX MpU3Ha-
KOB B Oonbivx AaHHbIX (Big Data) mpepcrasnsier
€0060J1 CJIOKHYIO 3a/1a4y, ITOCKOJIbKY JaHHbIE MOTYT
OBITb KpajiHe pa3sHOOOPa3HBIMU 110 TUIIAM U 00be-
MaM. MeTonbl OOHAPYKeHMSI MHCAIEPCKUX TTPU-
3HaKOB JLOJKHBI OBITDH aJanTUBHBIMU,
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BBICOKO(D(EKTUBHBIMM ¥  aBTOMAaTU3UPOBAH-
HbIMM. B 3TOM TeKCTe paccMaTpMUBAIOTCSI OCHOB-

MCTIOTb3yeMble JIJIsi OOHapy>KeHMsT MHCaliJepCKuX
MIPM3HAKOB B OOJIBIINX JAHHBIX [6, C. 2].

HbIe MeTObI,

MOIXOIbI

n MHCTPYMEHTHI,

Tabnmuna

MeToabl 06HAPYKEeHUSA MHCAAEePCKUX IIPU3HAKOB B 00JIbIINX JAHHbIX
(ucrounuk: https://en.wikipedia.org/wiki/Anomaly_Detection_at_Multiple_Scales)

Kareropus metonos

ITogxonpl M TEXHUKU

IIpumepsl MHCTPYMEHTOB

CraTucTuuyeckme Me-
TOIbI

AHanu3s BpeMeHHbIX PSIIOB

R, Python (Pandas, NumPy)

BroisiB/ieHM e OTKIIOHEHUI OT CpeIHMX 3Ha-
YeHUM

Apache Spark, Elasticsearch

KoppensiioHHbIi aHaInU3

Scikit-Learn, Jupyter Notebook

MeToabl MAaIMHHOTO

O6yuenne c yuurteneMm (Supervised

Random Forest, SVM,

o0yueHus Learning) TensorFlow
O6yuenne 6e3 yaurens (Unsupervised K-Means, DBSCAN, PyTorch
Learning)

[my6okoe o6yuyenue (Deep Learning)

LSTM, Autoencoder, Keras

MeToapl Ha OCHOBE
HPaBUI

CuUrHaTypHbIif aHAIN3

SIEM-cuctemsi (Splunk, IBM
QRadar)

BKCHepTHbIe CUCTEMBI

Elastic Stack, ArcSight

Ananus nmoBemenus (Behavioral Analysis)

User Behavior Analytics (UBA)

TuGpUIHbIE MEeTONbI

Kom6uHAaIMs CTATUCTUYECKUX Y MalIVH-
HOTO 0OYYeHMsI

SIEM ¢ ML-nogaep>kKoit
(QRadar + ML)

ABTOMaTMUeCKas HACTPOViKa MpaBUJ Ha OC-
HOBE JaHHBIX

Elastic Security, IBM Watson

MHOI‘OYpOBHEBaH cucrema O6Hapy>I(EHI/I$I

Splunk Phantom (SOAR),
Apache Metron

IInaTdhopmsbl 1 UH-

SIEM-cuctemsl (Security Information and

CTPYMEHTHI

Event Management)

Splunk, IBM QRadar, ArcSight

ITnaTdopMbl MALIMHHOTO OOYUYEeH s

TensorFlow, PyTorch, Scikit-
Learn

CucTeMbl aHaIM3a O0IbIINX JaHHDbIX

Apache Hadoop, Apache Spark,
Elasticsearch

Tabnuiia IpencTaBiseT co00i CucTeMaTU3U-
POBaHHBIIT 0630p OCHOBHBIX METOIOB, UCITO/b3Yye-
MBIX IJIS OOHApy)KeHUs MHCaiiIepCcKuX yrpos B
OOBIINX MaHHBIX. MeTombl KIacCUPUUVPYIOTCS
Ha ITSITh KATEeTOPUii: CTATUCTUYECKME METOMbI, Me-
TOOBI MAIIMHHOTO OOYYEeHMs, METOMIbI Ha OCHOBE
TIpaBWI, TMOGPUIHbIE METOABI U TIATGOPMBI C VH-
CTPYyMEHTaMM.

CraTucTuyecKkye MeTOObl OCHOBaHBI Ha aHa-
JI3e MAHHBIX C MCIIONb30BaHMEM MaTeMaTude-
CKIX MOJeNeii M CTaTUCTUUYEeCKMX II0Ka3aTesiei.
OHM TO3BOJISIOT BBISIBJISTh OTKJIOHEHMSI OT HOP-
MaJIbHOTO TIOBeIeHMs IOjIb30oBaTeneit. IIpumepbl
BKJIIOUAIOT aHAJIMU3 BPEMEHHBIX PSIOB, OIpemese-
HMe CpeJHUX 3HAUEHUI ¥ KOPPEISLUMOHHbIN aHa-
mm3. MeTompl MamIMHHOTO OOYYeHMS] BKIIIOUAIOT
Kak oOyueHMe C yuuTesneM, Tak U obyueHue 6e3
YUUTENIs. DTU METO/IbI [IO3BOJISIIOT aBTOMATUUYECKH
00yJaTh MOJENM Ha JAHHBIX U aJalTUPOBAThCS K
HOBbIM yrpo3am. [Ipmmepsl BKIOUaroT Random

Forest, SVM, K-Means, DBSCAN, LSTM u
Autoencoder. MeTozbl Ha OCHOBE TTPaBUJT MUCITOJb-
3YIOT 3apaHee 3aJaHHbIe TTPaBWIA MM MIAOIOHbI,
KOTOpble OMNMUCHIBAIOT TMOJO3PUTENbHYI0 aKTUB-
HOCTb. Takue MeToabl 3hGEeKTUBHBI TPY HATUUNYN
YeTKUX KPUTEPUEB, HO MOTYT OBITh OTPAHUYEHBI B
cJTydae HOBBIX yTpo3. [IpuMepbl BKIIOYAIOT CUTHA-
TypHbII aHa/m3 B SIEM-cucremax, sKCIlepTHbIE
CUCTEMbl M aHaJIM3 TOBeJeHUSI TMOIb30BaTesei
[1,c. 6].

['MbpuaHble METOAbl COYETAIOT CTATUCTUUE-
CKMI1 aHa/MM3, MallMHHOe OOydeHMe ¥ ITpaBwiIa.
ITOT moaxop obecrieunBaeT 60jee BbICOKYIO I'Mb-
KOCTb ¥ TOYHOCTb IIPM OGHAPYKEHUM YTPO3, M03-
BOJISISI aANITUPOBATHCS K Pa3IMUHBIM TUIIAM aHO-
masuii. [IpyuMepsl BRiIOUaroT Darktrace v cucTeMbl
C IO IePIKKOI aBTOMAaTUYeCKOro o6yuenms. ITnat-
(OpMbI ¥ MHCTPYMEHTBI 00eCIIeUMBaIOT TeXHNYe-
CKy10 6a3y MjIs1 aHa/lu3a JAHHBIX M OOHApPYKeHMS
yrpo3s. SIEM-cucremsl, Takue, kKak Splunk u IBM
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QRadar, cobupaloT ¥ aHAIM3UPYIOT JAHHBIE B pe-
SKMMe peabHOTO BpeMeHM. IlmaTdopMbl ManimH-
Horo o6yueHus, Takue Kak TensorFlow u PyTorch,
VICTIONIb3YIOTCS JIJIST CO3MaHMS UM OOyUeHUs] Moje-
neit. CucTeMbl aHajaM3a OOMBIIMUX TaHHBIX, TaKue
Kak Apache Hadoop u Apache Spark, mommepsku-
BalOT XpaHeHMue ¥ 06paboTKy OGObIINX 00bEMOB
mnHpopmanuu [3, c. 4].

VCTOYHMKM YKa3aHbl B TAGINIIE B BUIE CChIIOK
(CM.), UTO MOBBIIIAET €€ HAYYHYIO JOCTOBEPHOCTD
U MPEeNOCTaB/ISIeT YATATETI0 BO3MOKHOCTh O3Ha-
KOMUTBCS C IEpBOMUCTOYHMKaMU. VHcaiigepckue
MIPU3HAKM MOTYT OBITh pasnuMIHbIMU. OHM BKITIO-
YalOT HEOOBIUHYI0 aKTMBHOCTH II0b30BaTeNIs,
HampyuMep, TOCTYI K JaHHBIM, KOTOpbIe paHee He
MHTEPEeCOBAJIM MOJIb30BATENIS, Upe3MEPHOE KOJM-
YeCTBO 3alPOCOB 332 KOPOTKUIT MTPOMEXKYTOK Bpe-
MeHU, TOCTYII K CCTeMaM B Hepabouee BpeMs, UC-
MOJIb30BaHNMEe HETUIIMYHBIX [P-agpecoB miIu reo-
rpaduyecKmux MeCTOIOIOKE I, TIPMMeHeHye He-
CTaHIAPTHBIX KOMaH MM IMPOrpaMMHOI0 o6ec-
reyeHusl, a TAaKKe Ype3MepHYIO lepefavy JaHHbIX.
OTM TpU3HAKU SIBJSIOTCS MHAMKATOPAMU ITOTEH-
IIMAIbHOV BPEIOHOCHOJ aKTMBHOCTU U TPeBYIOT
BHMMATe/IbHOTO aHaiu3a. MeTombl 0OHapy>KeHMS
MHCaiIepCcKuX MPU3HAKOB MOXKHO pasmeiauTb Ha
HECKOJIbKO KaTeropuii: CTaTUCTUUYECKMe METOMbI,
MeTOAbl MAIIMHHOTO OOYYEeHMST M METOZAbI Ha OC-
HoBe mpaBuiI. CTaTUCTUYECKME€ METOIbI BKITIOUAIOT
aHa/M3 BpeMEeHHbIX PSIO0B, BbISIBIEHME OTK/IOHE-
HUI OT CpeIHUX 3HAUEHU ¥ METOIbI KOpPeIsain-
OHHOTO aHanM3a. OHM TO3BOJSIOT (HUKCUPOBATH
OTKJIOHEHUsT OT HOPMAJbHOTO MoBemeHUs. Me-
TOABI MAIIMHHOTO 06yUYeHNMsI, TaKye Kak o0yueHue
¢ yuuTenem, obydyeHne 6e3 yuuTens u mrybokoe
obyueHne, obecrieunBaioT 6ojee TMOKMUIT 1 amar-
TUBHBIN TIOOXO[ K aHAIU3Y JAHHBIX. ITU METOMbI
TTO3BOJISTIOT BBISIBJIATH CJIOSKHBIE 3aBUCUMMOCTU U
3aKOHOMEPHOCTH, KOTOpPble MOTYT yKa3bIBaThb Ha
MHCcaiimepckue yrpo3bl. MeTombl Ha OCHOBE Tpa-
BWJI BK/TIOUAIOT CUTHATYPHBIN aHa/IN3, 9KCIIePTHbIE
CUCTEMBI ¥ aHaINU3 TMoBedeHus. OHU ITO3BOJISIOT
CO37aBaTh YeTKME MTPaBWIa U MOJIUTUKM, KOTOPbIE
aBTOMATMYECKM PACIIO3HAIOT IOJ03PUTEIbHYIO
aKTVBHOCTbD.

IJisg ycrenrHoro oGHapykKeHMs MHCaliIepCKuX
MIPM3HAKOB BaykKHa MHTerpaius 3Tux metomos. Co-
BpeMeHHbIE CUCTEMbI Oe30MMaCHOCTU OOBIYHO WC-
TTOJIb3YIOT TMOPUIHBIE TTOIXObI, COUETAOIIE CTa-
TUCTUYECKUIT aHajau3, MallMHHOe oOydyeHue U
npaBuia Ajisl CO34aHUSI MHOTOCIOMHONM 3al[UThI.
TaKkoif oaXoH, MO3BOJISIeT aJalTUPOBAThCSI K U3-
MeHeHMSIM TIOBeJeHMSI IOb30BaTeseil M BbISB-
JIATh ~ HOBbIe TUIIBI  MHCAMOEPCKUX  YTIPO3.

BHenpeHme TakuxX METOIOB TpebyeT MpUMeHEeHMS
COBpPEMEeHHbIX TeXHOJIOTUI, BK/IOUas miaTdOopMbl
aHa/M3a GOBIINX JaHHBIX, CYCTEMbI MAIIMHHOTO
06yueHMs U aHAIUTUYECKYe TIaTHOPMBI JIJIsT MO-
HUTOPUHTA U aHa/In3a MOJAb30BaATENIbCKOV aKTUB-
HocTH [5, c. §8].

3axkaoueHue

AHanmu3 MeToI0B OOHAPY>KEHMS MHCAIepCKUX
MIPM3HAKOB B OOJBIINX MTaHHBIX ITOKAa3bIBAET, UTO
COBpeMeHHbIe MOXO0Abl, OCHOBaHHbIE Ha MallIMH-
HOM 00yUYeHMU, TOBeIeHYECKO aHATUTUKE U aHO-
MajusIX B aKTUMBHOCTU T10/Ib30BaTesIei, SBSIOTCS
Hanubosmee 3(pGeKTUBHBIMU. ITU METOIbI IO3BO-
JISIIOT BBISIBJISITb CKPBITbIE YI'PO3bI, CBSI3aHHBIE C
HECAHKI[MOHMPOBAHHBIM JOCTYIIOM, YyTeUKaMu
IaHHBIX U 3JIOYIIOTPeOIeHUeM CITYsKEOHBIMM IO~
HOMOUMSIMM. IIpMMeHeHMe aNropuTMOB 0bpa-
O0TKM GOJBIINX MaHHBIX TMO3BOISIET aHAIU3UPO-
BaTh OTPOMHbIE 00beMbl MHGOPMALIMY B peasib-
HOM BpeMeH!, aBTOMaTUUeCK BbISIBJISISI TOJ03PU-
Te/ibHble TIaTTEpPHbI IIOBeAeHUS U B3auMoeii-
CTBMUS TIOJIb30BaTeseli. KpoMe TOro, uCIionb30Ba-
HIie METOMIOB KOPPEISINY COOBITUII U MOHUTO-
pMHTa CeTeBOJ aKTMBHOCTM 3HAUMTEIbHO ITOBbI-
I1aeT TOYHOCThb NETEeKTUPOBAHMUSI MHCAIePCKUX
yrpos3. [Ij1g obecrieueHnsT HAAEKHO 3alIUThI Opra-
HM3alMUM BKHO MHTErpUpOBaTh JaHHbIe U3 pas-
JIMYHBIX UCTOYHUKOB, BKJTI0UAs CETeBbIe XKypHaJIbI,
CUCTEeMY YIIpaBJIeHUSI MOCTYIIOM U TUIaTdOPMBbI
MOHUTOPUHTA JEICTBUI COTPYTHUKOB. TakuM 06-
pa3oM, KOMILJIEKCHBIN TOAXO0[, BKIKYAKIIMI aB-
TOMATU3MPOBAaHHbIE CUCTEMbI OOHAPYKEHMS, pe-
TYJASIPHBIN ayauT 6e30MacHOCTY U OOydeHue Co-
TPYIHUKOB, SIBJISIETCS K/IIOUeBbIM (PakTopoM B
MIpefoTBpallleHUM MHCANIepCKux yrpo3 B 6OJb-
IIMX JAHHBIX.
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METHODS OF DETECTING INSIDER SIGNS IN BIG DATA

Abstract. Detecting insider threats in big data requires the use of modern analysis and monitoring technologies.
The main methods include behavioral data analysis with monitoring of user activity, behavior pattern analysis and
detection of anomalies in employee actions. Machine learning is used to classify and cluster data, detect anomalies
based on historical data and train models to predict suspicious activity. Contextual data analysis helps to evaluate
user actions depending on their role and access level, identifying atypical behavior and possible threats. Correlation
analysis of events is also used, which links various data sources to create a complete picture of user actions. Auto-
mation of monitoring and alert generation plays an important role, which allows for a timely response to potential
insider threats.
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MarucTpaHTKa, A3epbaiikaHCKui TOCYAapCTBEHHbIV YHUBEPCUTET HEDTU U IMTPOMBIIITIEHHOCTH,
Asepb6aiimkaH, I. baky

CAPIAPOB SIry6 Banbl orisl
IOLIeHT, A3epbaitykaHCKMIi TOCYIapCTBEHHbBI YHUBEePCUTET HeTH U ITPOMBIIIIEHHOCTH,
Asepb6aiimkaH, I. baky

ITPAKTUYECKASA PEAJIN3ADIIVA 1 OPPEKTUBHOCTD
METO/J0B OBHAPYJ>XEHUSA

Annomauus. Tlpakmuueckas peanusayus u 3 pekmusHocms Memodos 00HAPYHeHUS UHCATIOePCKUX NPUHA-
K08 8 O0/bLULUX OAHHBIX S187151eMCsl 00HOLI U3 KTH0UEBbIX 3a0ay CO8PEMEHHbIX UH(OPMAYUOHHBIX cucmeM. B ycnosusix
yaenuueHus 006em08 OAHHBIX U CIOHCHOCMU UX AHAIU3A 803HUKAEI He00X00UMOCMb NPUMeEHeHUs nepedosbix me-
mMo0oe 0N 8bis6/IeHUS AHOMANULL U NOMEHUUATbHBIX Y2p03. OCHOBHbIE N00X00b!I 8KIIOUANM N0BeOeHUECKULI aHd-
JIU3, MawuHHoe o6yueHue, Memodsl AHANU3A 10208 U MOHUMOPUHZ AKMUBHOCMU noss3osamereli. [TogsedeHuecKuti
aHanu3 no3eoJisiem 6bi611Ms OMKJIOHEHUs 8 JelicmeUsX nosv3oeamerneli, yKa3sl8as HA 803MOMHYI0 UHcatidep-
CKy0 akmueHocms. MawuHHoe o6yueHue obecheuusaem agmomamuueckoe ooyueHue modeseli Ha 0CHo8e UCmo-
puueckux OaHHbIX, UMo Nosbllaem mouHOCMb NPeOCKa3aHuli. AHAIU3 710208 U MOHUMOPUH2 AKIMUBHOCMU NOJIb-
308amereti cChocoOCmMayiom paHHemy 8blssieHuU0 N0003pumenvHoix deticmeui.

IIpakmuueckas peanuszayus 0aHHsix Memodos mpebyem UCNONb308AHUSL CNEYUATUSUPOBAHHO20 NPOZPAMM-
H020 0becneueHusi, MOUHBIX BbIUUCUMENBHBIX PECYPCO8 U K8ANUPUYUPOBAHHO20 NepcoHAnd. dpdekmusHocmo
2mux mMemodos 3asucum om Kauecmeda OaHHbIX, NPABUILHO 8bIOPAHHBIX AJI20PUIMMO8 U PezyIIPHO20 0OHOBNEHUS
Mmodeneii. Hnmezpauus HeCKONbKUX Memodoe 8 eOUHY CUCmeMy MOHUMOPUH2d Nosbiliaem yposeHb 0e30nacHo-
CMU U CHUMAem puck 803HUKHOBEHUSI BHYMPEHHUX Y2pPO3.

Kniroueswie cnosa: Memoabl, 60ﬂbwu€, MAUWUHHOE, 8blsisJieHuUe, npe@cxammeﬂbl-taﬂ.

BBegenmne

CoBpeMeHHble MHGOPMALVOHHBIE CUCTEMBI U
ceTeBble MHPPACTPYKTYPhI CTATIKUBAIOTCS C PaCTy-
MM yTPO3aMy 0e30I1aCHOCTH, CPeay KOTOPBIX
0cob0oe MeCTO 3aHMMAIOT MHCaliepCKye yrpo3bl.
WHcaiigepsl — 3TO MOJb30BaTeNM, UMeEKIINe Jie-
TaJIbHBIN TOCTYIT K CMCTEMAaM ¥ JAHHBIM OpTaHU-
3allM¥, HO MUCITOIb3YIOIIMe STOT AOCTYII IJIS1 HaHe-
ceHus yiiepba. BoIsIBieHMe TaKMUX YIPO3 CTaHO-
BUTCSI OCOOEHHO CJIOKHBIM, ITOCKOJIbKY OHM Mac-
KUPYIOTCS TIOf, TIETUTUMHbIE AEMCTBUS, UTO Tpe-
6yeT pa3paboTKM ¥ IIPUMEHEHMUS CIIeIVaIN3UPO-
BaHHBIX METOMIOB OOHAPYKEHMSI.

[IpakTuyeckas peaausalysl MeTOIOB O6GHapy-
SKeHUs MHCAAePCKUX YTPO3 BKIIOUAET UCIIONb30-
BaHMe Pa3/IMYHBIX ITOIXO0B: OT aHA/IN3A ITOBeIe-
HMS TO/Jb30BaTeeil UM KOHTPOASI IOEeMCTBUIL OO
TIpMMEHEHUSI METOOB MAIIMHHOTO OOYyYeHUs U
aHamM3a GONMBUIMX JAHHBIX. B yCIOBUSX CTpeMMu-
TeJbHOTO POCTa 0O0beMa JAHHBIX U YBeTMYeHUs
CJIOKHOCTY Kubepyrpo3, BaKHOCTh Bbibopa 3¢-
(beXTMBHBIX METOMOB OOHApPYKEHMS BO3PACTAET.
Hacrosimass paboTa TIOCBSIIIEHA aHAIU3Y U

MIPaKTUYECKOi peannsaluyi COBPEMEHHbIX MeTO-
IIOB OOHApYKeHMS MHCAMIEePCKNX YTPO3, a TaKKe
orleHke uX 3(PGEeKTUBHOCTY B Pa3IMUHBIX YCIO-
BUSIX. VlcciemoBaHye BKIIOUaeT 0630p CyIIeCTBYIO-
VX IOAXOI0B, PACCMOTPEHME UX IPUMEHEeHMs Ha
MpaKTHUKe ¥ aHa/Mu3 (aKTOPOB, BAUSIONIMX Ha TOYU-
HOCTb U IIPOMU3BOIUTEBHOCTD UCITIOIb3YEMBIX Me-
TOHOB.

Anamms

[TpakTuyeckass peaausalysi METOIOB OGHapy-
SKeHMsI UTpaeT KIIOUEBYI0 POlIb B OOecreveHuu
6e30macHOCTM MHGOPMAIIMOHHBIX CUCTEM U 3a-
IIUTHI JaHHbIX. COBpeMeHHbIe OpraHM3aLyi CTal-
KMBAIOTCSI C pacTyIIeit yrpo3oit KubepaTak ¥ BHYT-
peHHero MOIIEeHHMYeCTBa, YTO TpebyeT BHeOpe-
HUS 9P PEeKTUBHBIX METONOB BbISBIEHUSI aHOMa-
JIVA U TIOA,03PUTEIbHBIX IeiicTBUii. OCHOBHbIE Me-
TOMBI 0OHAPYKEHMS BKITIOYAIOT HECKOIBKO KITI0Ue-
BBIX MMOAXO0M0B. CUTHATYPHbIE METOAbI OCHOBAHBI
Ha OGHApY)KeHUM U3BECTHBIX IIAOJIOHOB MUJIU CUT-
HaTyp atak. OHM NPUMEHSIOTCS ISl 3allAThI OT
M3BECTHBIX YTPO3 U BPEIOHOCHOTO ITPOrPaMMHOTIO
obecrieueHnsi, obecrieurBasi BbICOKYIO TOUHOCTh B
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OoOHapykKeHMM M3BeCTHBIX yIPpo3. OmHAKO UX Hefo-
CTaTOK 3aK/II0YAETCS] B HECITOCOOHOCTM BBISBIISITh
HOBbIE MJIM M3MEHEHHbIe YIPO3bl. AHAIU3 Ha OC-
HOBe aHOMaJIU# ITpeATioaraeT BbisiBJieHe OTKIIO-
HEeHMI1 OT HOPMaJIbHOTO MOBENEeHMS CUCTEMBI MU
rosib3oBaresnieif. IJTOT MeETOH 3alllMIaeT OT

HEM3BECTHBIX aTaK U TOMOTaeT BbISBJSTH IOMO0-
3puTe/NbHbIe HOeicTBus. Ero mnpeumyinecTBo 3a-
KJIIOUaeTcsl B CIIOCOOHOCTM OOHAPYKMBATh HOBbIE
YIPO3bl, HO CYIIIECTBYET PUCK BbICOKOW BEPOSTHO-
CTM JIOXKHBIX cpabaTeiBaumii [4, c. 12].

Tabnuia

CpaBHUTEIbHBI aHAJIN3 METOOOB O0OHapykeHMs (McTOUHMK: https://www.splunk.com)

VIV CUTHATYP aTak

MeTonbI 06- IIpuHIUI gei- O6acTi mpuMme-
p IIpenmyinectBa HepmocTraTku p
Hapy)XeHust CTBUA HeHUS
Boicokas Tou- HeB03MOKHOCTD 06-
O6Hapy>keHMe U3- AHTUBMPYCHBIE
CurHaTypHbIe HOCTb B BbISIBJIE- HapysKeHMs HOBbIX
BECTHBIX 111a0JIOHOB cucrembl, IDS
MeTOIbl HUU U3BECTHBIX IV M3MEHEHHBIX

(Snort, Suricata)

yIpo3

yIpos3

Ananus Ha oc-
HOBe aHOMa-

BrisiB/ieHME OTKITO-
HEeHMI1 OT HOpMaJib-

Cr1iocobHOCTb 06-
HapyXMBaTh He-

BbIcoKast BepOSITHOCTh
JIOKHBIX cpabaThiBa-

SIEM-cucremsbl

BpeMeH!

CypCcoB

. HOTO TOBeIeHus CU- U3BeCTHbIE . (Splunk, ArcSight)
it HUI
CTeMbI YIPO3bI
MOHUTOPUHT Jeii-
. P TpebyeT 60mbIINX
CTBUIA IIOJIb30BATe- UEBA-cucrembl
[ToBepeHue- . Bricokas agamn- 00bEMOB TAHHBIX U
. JIeil ¥ CUCTeM B pe- (Splunk UBA,
CKMI1 aHaIn3 TUBHOCTb BBIYMC/IUTEbHBIX pe-
SKMMe peabHOIo Exabeam)

O6yueHne Ha TaH-

Bricokast adek-

BBISIBJIEHUS YTPO3

MeTombl Ma- Tpeb6yeTcs 6obliioe Darktrace, Vectra
HbIX U BbISIBJIEHME TUBHOCTb U CITO- .
IIMHHOTO 00Y- . KOJIMYECTBO JaHHBIX Al, CrowdStrike
aHOMaJIMi1 Ha OCHOBE | COOHOCTD K CaMo-
YyeHus . IJIST OOYUeHUS Falcon
Mozeneit 06yUeHUIO
. Bricokas Tou-
MeTtobl Ha ABTOMaTHMYECKUI TpebyeT crielyanu3u-
HOCTb, CII0CO6- O6HapykeHMe
OCHOBE MCKYC- aHaIN3 NaHHBIX U POBaHHbBIX PECYPCOB U .
HOCTb K aBTOMa- aHOMaJINit B 60JTb-
CTBEHHOTO MH- | IIPOTHO3MPOBaHMUE . BBICOKMX BbIUMCITN-
TUYECKOIt afar- . VX JTaHHBIX
TeJUIeKTa yrpos TeJIbHbIX MOIIHOCTET
Tanumn
C6op JaHHBIX U3
Koppensauus Bricokag crerneHb Bo3MmoskHa mnepe-
. Pa3HBIX UICTOUYHUKOB IBM QRadar,
COOBITUI . KOHTPOJISL HaJl CO- | TPY3Ka JIOKHBIMMU Tpe- Splunk, ArcSight
(SIEM) pp OBITUSIMMA BOramMmu ’ &

[ToBegeHYECKMII aHAIN3 TIPEeACTaB/IsSIeT coOoit
MOHUTOPMHT ITOBEIEHMSI I0JIb30BaTeNIe i CUCTEM
B peKMMe peasbHOTO BpeMeHM. OH ITO3BOJISIET BbI-
SIBJISITh IO O3PUTEIbHbBIE EMCTBUSI COTPYTHUKOB
MY BHENIHUX aTak, obecrieunBasi BICOKMIA ypoO-
BeHb afanTUBHOCTH. OTHAKO ero peajausaius Tpe-
6yeT GONBIIMX 0OBEMOB JAHHBIX U PECYPCOB ISt
aHam3a. MeTombl MalIMHHOTO OOYYeHMST U CKYC-
CTBEHHOI'0 MHTEJIJIEKTa OCHOBAHbI Ha MCII0NIb30Ba-
HUM aJTOPUTMOB OOYUYEHMSI OJISI PACIIO3HAaBaAHUS
yIrpo3. DTU METOIbl 00eCcreunBaloT aBTOMaTHUe-
CKYI0 afarTaiyio K HOBbIM aTakaM U IpeacKasa-
HMe TIOTEHIMAJIbHBIX yrpo3. VX mpeumylnecTBa
BK/TIOUAIOT BBICOKYI0 3(Q(EKTUBHOCTb M CIIOCOO-
HOCTb K CAMOOOYUYEHUIO, HO IJISI UX paboThl HEOO-
XOOMUMBbI GonblIve 06beMbl JAaHHBIX. IIpakTuue-
CKasl peayu3alys METOIOB OOHAPYKEHMS 3aBUCUT

OT apXMUTEKTypbl CUCTEeMbI 6€30IacHOCTU U TPU-
MeHSIeMbIX TeXHOJIOIMii. Ha mpakTuKe MeTombl 06-
HapYy>KeHMsI BHEJPSIIOTCS C UCIIO/Ib30BaHUEM pas-
JIMYHBIX PELIeHN, TAKMX KaK CUCTEMbI OOHapyKe-
Hus BTOopkeHUi1 (IDS) u npenoTBpanieHst BTOp-
>xeHuit (IPS), KoTopble NIPUMEHSIOTCS [Jj11 MOHU-
TOpPMHTA ceTeBOro TpaduKa, aHamM3a I[aKeTOB
IaHHBIX U IpefoTBpallleHus aTak B peXuMe pe-
anbHOro BpeMeHU. [IpyMepsl TaKUX CUCTEM BKJIIO-
yawoT Snort u Suricata B KauecTBe OTKPBITHIX pe-
menuit, a Takke Cisco Firepower m Palo Alto
Networks mjsi KOpIIOpaTUMBHBIX HYKA. CUCTEMBI
MOHUTOPVHIA aKTUBHOCTU NO/Ib30BaTesein
(UEBA) co6uparoT gaHHbIe O JefiCTBUSIX TOJIb30Ba-
Tejleil ¥ aHaIU3UPYIOT aHoManuu. [lpumeps! Ta-
Kux cucrem BraouarT Splunk User Behavior
Analytics n Exabeam. Cuctembl yIIpaBieHUS
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uHboOpMalMeir U COOBITUSIMM  OE30MaCHOCTU
(SIEM) cobupaloT JaHHbIe U3 Pa3JIUYHbIX MCTOY-
HUKOB, BBITIOJIHSIIOT KOPPEJISIIINIO COOBITHIT U BBI-
SIBJISTIOT TTOAO3PUTEbHbIE AeiicTBUS. K TakuM Cu-
cremam oTHocsiTcst IBM QRadar, Splunk u ArcSight
[7,c.9].

ABTOMaTM3MpOBaHHbIE CHUCTEMbI Ha 6ase Ma-
MIMHHOTO OOYYeHMs M MCKYCCTBEHHOTO WMHTEJ-
JIeKTa IIpeIHa3HaYeHbI IS BbISIBJIEHNUS] HEU3BECT-
HBIX YTPO3 U aHa/IM3a O0NbIINX JaHHbIX. [IpyMepbl
Takux cucreMm BkawouarT Darktrace, Vectra Al u
CrowdStrike Falcon. 151 otieHKYM 3¢ (eKTUBHOCTA
MEeTOZ0B OGHAPYKEHMST UCITONIb3YIOTCS TaKue I10-
Ka3aTeyn, Kak YyBCTBUTEIbHOCTD (OTIPeesisioniast
IIOJTIO TIPABWJIBHO BBISIBJIEHHBIX YTPO3), CHIEIIUPIUY-
HOCTb (TOKa3bIBAIOIIAS OO IPAaBWIbHO KIacCh-
buuypoBaHHBIX 6€30IMACHBIX HEICTBUIL), TOY-
HOCTb (OITpeesIonasi JOII0 TPaBUIbHO OOHAPY-
SKEHHBIX YIPO3) U BpeMsl OOHapysKeHMsI (TTOKa3bI-
Balolee, Kak ObICTPO CyUCTEMA CIIoco6HA OOHApy-
SKUTD YI'PO3Y MOCIIE ee nosiBeHus). [IpakTuyeckoe
MpMMeHeH) e MeTO0B OOHAPYsKeHUS IeMOHCTPHU-
pyeTcs B pasauMuHbIX cepax, TakKuxX Kak 6aHKOB-
ckas cdepa (aHaIM3 TpaH3aKIMii Y BbISIBJIEHME T10-
IO3PUTENbHBIX OIepalyii ¢ MOMOIIbI0 MallWH-
HOT0 06y4YeHMs), MOHUTOPUHT BHYTPEHHE aKTUB-
HOCTM B KOPIIOPATUBHBIX CHUCTeMax (aHa/IU3 Aeii-
CTBUI1 COTpyIHUKOB ¢ noMoibio UEBA) u ceteBas
6e30ITaCHOCTb B AaTa-IeHTpax (MOHUTOPUHT CeTe-
BOTro TpadmKa 1 KOPPEJISIIs COObITHII C TOMOIIIbIO
SIEM). DddexTrBHas peanu3alus METOLOB OOHAa-
pY>)KeHMS TpebyeT MHTEerpanyy COBpeMeHHbIX TeX-
HOJIOTMIA, afamnTauuyu 1of, crernududeckue Io-
TPeGHOCTM OpraHM3alNyU U PETyASIPHOIM OIeHKMU
ux a¢dexTuBHOCTH [1, C. 22].

3axkiIoueHue

[IpakTMueckass peanusainus METOIOB OOHApy-
SKEHMSI MHCAMIepCKUX MPY3HAKOB B OOIBIINX AAH-
HBIX JE€MOHCTPUPYET BBICOKYI0 3(PGEKTUBHOCTD
TIpU YCJIOBUM TPAaMOTHOTO BbIGOpa M HACTPOIMKU
MICTIONb3YEMBIX aJTOPUTMOB U MHCTPYMEHTOB.
AHanu3 TMOMyYeHHbIX pe3y/lbTaTOB ITOKa3bIBaeT,
YTO NMPUMEHEHYEe MalIMHHOTO 00yJYeHMsI, aHaIM3a
TTOBeIeHUYECKIX IMAaTTEPHOB U CTATUCTUUECKUX Me-
TOHOB TIO3BOJISIET CYIIECTBEHHO ITOBBICUTH TOU-
HOCTb OGHapyKeHMs MOTeHIMaTbHBIX yrpo3. Vc-
M0JIb30BaHMe TMOPUIHBIX METOAO0B, KOMOUMHUPY-
IOMUX TIPEMMYINEeCTBA Ppa3IMYHBIX ITOJXOM0B,

CTIIOCOGCTBYET MMHMMM3ALNM  JIOKHOIIOIOKM-
TeJIbHBIX U JIOKHOOTPUIIATE/IbHbIX CpabaThIBAHMIA.
Takum 06pa3omM, KOMIUIEKCHBIN ITOIXO0/, K aHATU3Y
JaHHbBIX, BKIIOYAIOLIMII aBTOMAaTU3aLMUI0, MOHM-
TOPMHT ¥ afaliTMBHOE pearupoBaHue, obecreum-
BaeT BBICOKYIO CTeleHb 3allUThl MH(POPMAIMOH-
HBIX CMCTEM OT MHCaIePCKUX YIPO3.
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PRACTICAL IMPLEMENTATION AND EFFECTIVENESS
OF DETECTION METHODS

Abstract. The practical implementation and effectiveness of methods for detecting insider characteristics in big
data are among the main tasks of modern information systems. With the increasing volume of data and the com-
plexity of their analysis, there is a need to apply advanced methods to identify anomalies and potential threats. The
main approaches include behavior analysis, machine learning, log analysis methods, and user activity monitoring.
Behavior analysis allows us to identify deviations in user actions that may indicate potential insider activities. Ma-
chine learning enables the automatic creation of models based on historical data, improving the accuracy of pre-
dictions. Log analysis and user activity monitoring help detect suspicious activities at an early stage.

The practical implementation of these methods requires the use of specialized software, powerful computing
resources, and qualified personnel. The effectiveness of these methods depends on the quality of the data, the correct
selection of algorithms, and the regular updating of models. Integrating multiple methods into a unified monitoring
system enhances security levels and reduces the risk of insider threats.

Keywords: methods, big data, machine learning, detection, prediction.
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HayuHstii pykogodumens — doyeHm Kageopvl UHPOPMAYUOHHBLX cUCMEM U YUPPOoB8blx MeXHON02Ull
Opnoeckozo zocydapcmeeHHo20 yHusepcumema umeru HU.C. TypzeHesa,
kaHouoam mexHuueckux Hayk Kontoxoea Okcana BnadumuposHa

PA3PABOTKA METOJVKHU ITEPCOHAJIM3NPOBAHHOI'O OTOBPAJKEHHUSA
OJAHHBIX B ITPOI'PECCHUBHbBIX BEB-ITPUJIOJKEHUSX

AHHOmMauus. B cmamve paccmampusaemcst Memoouka nepcoHanu3uUpo8anHoz0 0mobpaxceHus daHHbIX 8 NPo-
2peccusHblx 8e0-npunoxcerusx (PWA), 0CHO8aHHAA HA NPUMEHEHUU 8PUCINUYECKUX NPABU HA CMOPOHE KAUEHMA.

Kntoueewie cnosa: nepconanusauus, sspucmuka, PWA, Vue, Firebase, kiuenmckas n02uka, ee6-unmepetic,
Pinia, e3aumodeticmeaue nov308amens, NpozpeccusHoe 8e6-npunoxieHue, Memoouxd.

BBegenmne

OmHOJt M3 aKTyaJIbHBIX 3a7au BeO-pa3paboTKu
SIBJISIETCSI CO3[AHMe CUCTEM, CIIOCOOHBIX alamTu-
pOBaTh CBOE TOBemeHMe II0f, MHIUBUOYATbHbIE
0CcOb6eHHOCTH T0/Ib30BaTeNs. [lepcoHanM3MpoOBaH-
HOe OTOOpakeHMe IAHHBIX TII03BOJISIET CYIIe-
CTBEHHO IOBBICUTH 3((PEKTUBHOCTh B3aUMOfENi-
CTBUSI, CHYDKAsE KOTHUTUBHYIO HArpys3Ky ¥ TIOBBI-
I1ast yaOBJAETBOPEHHOCTh OT MCIOIb30BaHUS VH-
Tepdeiica. Oco6eHHO BasKHOI CTAHOBUTCS JaHHAsI
3a7laya B KOHTEKCTe ITPOrpecCMBHBIX BeO-TPUIIO-
keHuii (PWA), opueHTMpOBaHHBIX Ha aBTOHOM-
HYI0 paboTy, KpoCCIIaTGOPMEHHOCTb U BBICOKYIO
OT3bIBUMBOCTD. TpaguIIMOHHbIE METOAbI II€PCOHA-
AM3alMy IpeAronaraoT UCIIOb30BaHNe CepBep-
HBIX BBIUMCIEHUIT ¥ aJITOPUTMOB MalllMHHOTO 00Y-
yeHusi. OHAKO B YCIIOBUSIX OTPAaHUUEHHBIX pecyp-
COB, OTCYTCTBMSI TIOCTOSTHHOTO IIOOKITIOUEHUS K
CeTU ¥ BBICOKUX TPeOOBaHMIT K CKOPOCTM OTKJIMKA
TaKkue IMOAXOObl CTAHOBATCS HENMpPaKTUYHbIMM. B
CBSI3M C 3TUM, O0COObIi MHTEpEeC MPeACTaBISIOT 9B-
PUCTUYECKME MOJIENN, peaiM3yeMble Ha CTOPOHE
KimeHTa. llenbio JaHHOI paboThI SIBISIETCST pa3pa-
060TKa ¥ peanus3alysl MeTOAVKM, 06GecreunBaro-
el MpOCTYIo, pacmmpsieMmyid U 3h)GeKTUBHYIO
KIMEHTCKYI0 TepCoOHAIU3aIMI0 O0TOOpakaeMoro
KOHTeHTa B PWA.

OOBEKTHI M METOAI MCC/IEAOBAHMS

B KauecTBe 06bEKTa MCCIIeOBAHNS PaCCMaTPH-
BaeTCs METOAMKA MEePCOHAIM3ALNU KIMEeHTCKOM
YacTu MPOTPECCUBHOTO BeO-TIPUIOKEHUS, C TIPU-
MeHEeHMEeM 3BPUCTUUECKNX ITPaBWI, peaan30BaH-
Hasl C MCIOJb30BaHMeM COBpeMeHHOro JavaScript-
dbpeiimBopKa Vue 3. VrpaBiieHne

MOJIb30BATEIbCKUMY  TIPEIIIOUTEHUSIMU  OCY-
IIECTBJISIETCS C IpUMeHeHreM 6mbnnoreku Pinia,
obecrieynBamwIleil I@eHTPaIM30BAHHOE XpaHU-
JIUILE COCTOSTHUSI ¥ PEAaKTUMBHYI0 06pabOTKy JaH-
HbIX. O6mauHoe xpanwiuiie Firebase mcronb3sy-
€TCsT [AJIsI CUHXPOHM3AIIMM TI0Tb30BaTEIbCKUX Cec-
CUit ¥ JONTOBPEMEHHOIO XpaHeHMsI BeKTOPOB Te-
TOB.

OBpuctuku (0T rped. heurisko — «HaXOXKy»)
MIPEACTAB/ISIIOT €000 TpaKTMUecKue IIpaBwUiIa,
HaInpaB/IeHHbIe Ha YIIPOIIeHNe Mpollecca MPUHS-
TUS pellieHUit B YCIIOBUSX HEOMIpeneTEHHOCTY U
HEeIMOoJHOTHI MHbOpMaluy. B KOHTeKCTe TepcoHa-
JIM3alUU TI07Ib30BAaTEIbCKOTO MHTEpdEiica 3BpU-
CTUKM TIO3BOJISTIOT MOAEIMPOBATh IOBEAEHME U
TIpeATIOUTEeHNST TT0/Ib30oBaTeseli 6e3 mpuMeHeHMs
CJIO’KHBIX CTATUCTUUYECKUX MUY HEIPOCETEBBIX MO-
Jeneii. DOBPUCTUKM He TapaHTUPYIOT ONTUMAaJb-
HBIl Pe3ysbTaT, HO 06eCcIeunBamT ObICTPYIO, MH-
TEpPIPETUPYEMYIO ¥ YCTONUMBYIO PeaKINI0 CU-
CTEMbI Ha T0JTb30BaTeIbCKIE OeliCTBUS.

B pamMkax HAHHOJ paGOTbl 3BPUCTUUECKUIL
mmoaxo, 6bL1 BBIGPAH 110 CJIEAYIOMIVM IIPUUMHAM

1. TIpo3payHOCTb AJITOPUTMOB — KakKg0€ U3-
MeHEeHMe T0JIb30BATeNbCKUX ITPEATIOUTEHNI TTPO-
MICXOIIUT TI0 3apaHee 3aJJaHHbIM IPaBUIaM, JIETKO
VMHTEPIpPEeTHPYEMbIM KaK pa3paboTYMKOM, TaK U
KOHEUYHBIM IT0JIb30BaTeJIEM.

2. T'mbkocTh U pacIIUPSIEMOCTb — SBPUCTUKA
JIETKO HAaCTPaMBaIOTCS IMOA KOHKPETHYIO ITPeIMeT-
HYI0 06JIaCTb ¥ MIOBEIeHME 11eJIeBO ayIUTOPUNA.

3. MrHOBeHHass peakius - OOGHOBJIEHUE
MIPeATIOUTEeHUI M BU3yaaM3aluUs peKoMeHIaluit
MIPOMCXOIUT B PEAJIbHOM BpPEMEHM.
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Mogenp onepupyeT Teramy KOHTEHTA V 1 KaTe-
TOPVSIMM MJTU KJIaCcTepaMm JAaHHBIX K, KOTOPBIM CO-
MIOCTaBJISIIOTCS] UMCIOBbIE 3HAUEHMS — Beca Ipe[i-
moureHmit  f(k,v). OTM Beca AMHAMMUYECKU

flkv)
F(kv)

U3MEHSIIOTCS B 3aBMCMMOCTHU OT AeCTBUI I10JIb30-
BaTeNsl U UCIIONb3YIOTCS OJ1s1 OTpefie/ieHusl pese-
BaHTHOCTM KOHTeHTa. [Ipumep ¢ popmynamu mpa-
BWI TIpUBEJieH Ha pUCyHKe 1.

f(k, ?J) F Wy — nNpuv KaXAo0M B3aMMOAENCTBMW C Terom;

f(k,v) - y — satyxarue Beca ceccun (rae y = 0.7);

P(v; | k) = % — HOpMa/M3aLus TeroB ANA PaHXMpPOBaHHUA.

Puc. 1. depucmuueckue npasua 07 NepcoHANU3aAYUU

Mogenb CTPOUTCS Ha OCHOBE ITOHSITUI Tera u
KaTteropuu. [lop Terom MoHUMaeTCs KJII0YeBOe Te-
MaTuJeckoe win GyHKIVOHATbHOEe 0603HAUeHMe
KapTOUKM KOHTEHTA (HallpuMep, «CIIOPT», «TeXHO-
JIOTUM», <PEKOMEHJ0BAHO»), a KaTeropus orpeze-
JITeT TUIT MM KOHTEKCT OTOOpaskaeMoro O6soka
(HarpuMep, «06pa30BaATENbHbIN KOHTEHT», <aKII-
OHHBIE TIpeJIOKeHUsI» U T. 1.). Kaxkmoit mape Ter-
kateropust (k,v) comocTaBisieTcsl UMCIOBOIT Bec
f(k,v), oTpaskarouiuit ypoBeHb MHTEpeca M0Jib30Ba-
TeJis K JAaHHOMY Tery B KOHTeKCTe 3a/JlaHHOIi KaTe-
ropun. MexaHusm OGHOBJIEHMSI BECOB OCYIIECTB-
JisieTcsl Mo CeAyoluM IMpaBuiaM. Bo-mepBbix,
MpU KaXKIOM B3aMMOZENCTBUM IIOb30BATENST C
JJIeMeHTOM wuHTepdeiica (6ygb TO IMPOKPYTKa,
KIMK, (OKyCMpOBKa, HobaBieHMe B U3OpaHHOe

MM UTHOPMPOBAHME) IMPOUCXOOUT HAKOILIEHME
3HAYMMOCTH COOTBETCTBYIOIIEro Tera. opmMaabHO
9TO  OINMCHIBAETCS  CIeAyIomuM  00pa3oM:
f(k,v):=f(k,v)+w t, rme w t w t — 3BpUCTUYECKM 3a-
IaHHBIVA BecC NeiCcTBUSI TOJb30BaTens. Bec meii-
CTBMsSI 3aBMCUT OT €ro 3HauMMOCTM: HamIpuMmep,
KJIMK I10 KapTouke mob6asssiet 0.5, MpoOKpyTKa KOH-
teHTa — 0.2, pokycupoBka Ha ¢puabTpe — 1.5, go-
6aBeHue B usbpanuoe — 2.0, a ;ob6asjieHue B KOp-
3uny — 5.0. JleiicTBME «UTHOPUPOBAHMUE» MMEET
Hy/1eBOV Bec. Takoi aaropuTM, MpencTaBleHHbI
Ha PUCYHKe 2, TTO3BOJISIET TMOKO YUMTHIBATb KaK
cabble CUTHAJIBI MHTEpeca, TaK ¥ HaMepeHHbIe
IeiiCTBUSI, OTpakalolliyie SIBHYIO 3aMHTEpeCOBaH-
HOCTD IT0JIb30BAaTeJIsI B ONpee/IEHHOI TeMaTHKe.
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Bo-BTOpBIX, MO 3aBepIIEHMM KKAOM I0Ib30-
BaTeIbCKOIM CECCHMM OCYIIECTBISIETCS 3aTyXaHue
BCEX HAKOIUIEHHbIX BECOB, UTO ITO3BOJISIET MOZIEIN
YUMUTBIBATh TOJILKO aKTyaJbHbIE MHTEPECHI. JTO
peanusyeTcsl yepes IpMMeHeHMe KodduimeHTa
3aTyXaHus Y, 3a[1al01IET0 CKOPOCTh YMEHbIIEHMS
BecoB, rae y = 0.7. Takum o6pa3oM, cuUCTeMa He
HaKaIlJIMBaeT CTaTMUecKue MPenrnouTeHus, a Iu-
HaMUYeCKM aJanTUPYeTCs K MU3MEeHEeHUIO MHTepe-
COB TIOJIb30BATENS BO BpeMeHU. Eciu 3HaueHme
Beca IMocjae 3aTyXaHusl CTAaHOBUTCSI HIDKE 3afaH-
Horo moporosoro 3HaueHus (1.0), Ter ymansieTcs
"3 aKTMBHOTO BEKTOPA MHTEPECOB.

TpeTbUM 3TArIoM 00pabOTKM SIBISIETCSI HOpMa-
JU3alys BECOB TETOB, HE0OX0MMMas IJis ITOCIeny-
IOIIEr0 PamKMPOBaHMsI KapTouek 1 (popMMUpOBa-
HMsI TepCOHaAM3MPOBAHHOM Bbimaun. s Kaxk-
IIOTO Tera vi B paMKax Kateropuu k BbIUMCI/ISETCS
HOpMa/IM30BaHHOE 3HaueHue (YCIOBHAsl BEPOSIT-
HOCTb). ITO IO3BOJISIET ITPeodpa3oBaTh aOCOMIOT-
Hble 3HAUeHNSI MHTepeca B OTHOCUTE/IbHbIE OJIN,
obecreunBawIe KOPPEKTHOE COIMOCTaBIeHe U
COPTUPOBKY KapTOUeK IO CTEIEeHM PeIeBaHTHO-
CTH.

Pe3ynbTaThl M 00CYKIEHUE

Ha 6ase npenioskeHHO MEeTOAVKY ObUT peasu-
30BaH 3KCIIEPUMEHTAbHBIN MTPOTOTUIT MTPOrpec-
CUBHOTO BeO-TIPU/IOKEHMS, BK/TIOUAIONINIA IBA OC-
HOBHBIX MHTEepP(dENCHBIX MOIY/S: OTOOpakeHMe
KapTOUYKM KOHTEHTa U OJIOK MepCOHaIM3UPOBaH-
HbIX pekoMeHzauuii. IIpy BbIOOpe KOHKPETHOIO
3JIeMeHTa I0JIb30BaTesieM (GUKCUPYIOTCS COOBITUS
(KUK, cKpo/utMpoBaHue, Pokyc Ha QuIbTpe, M0-
6aBJieHMe B M30PAHHOE), KOTOPbIE MPEeOBPa3YIOTCST
B M3MEHEHMSI BECOB TETOB COTJIACHO 3BPUCTUYE-
ckoit mopmenu. [laHHble 06pabGaThIBAIOTCS JIO-
KaJIbHO B XpaHunuile Pinia u mepuogmuuecku CuH-
xpoHnsupyworcs ¢ Firebase mist obecrieueHus co-
XpaHeHMs] ITPeOIIOUTeHMII MEXKIY CecCusiMU WU
ycTpoiictBamu. Ilocae 3aBepileHUsT I0b30Ba-
TeJIbCKOM Ceccyi MPOMCXOOAUT IpUMeHeHue 3aTy-
XaHUs M HOPMaJIM3alys BECOB, UTO ITO3BOJISIET BbI-
SIBJISITh HamboJIee aKkTyajibHble MHTepechl. Paspa-
60TKa OCYILIECTB/ISIACh B COOTBETCTBIUM C IIPUHIIM-
[aMy KOMITOHEHTHOTO Ioaxona. Kaxkaplii MOIyIb

ObUT CITPOEKTUPOBAH KaK He3aBUCUMBbIii 6JI0K, UYTO
obecrieurBaeT MacIITabUPyeMOCTb U MTOBTOPHOE
UCIIONb30BaHMe. Pe3y/bTaThl TECTMPOBAHMS ITOKA-
3a]M BBICOKYI0 YCTOMUMBOCTb MOIENU K Ciydari-
HBbIM JeJCTBUSIM TT0JIb30BaTeJIs, a TakKe TMOKOCTh
MpU U3MEHEeHUM CTPYKTYpPbl TETOB U TUTIOB B3au-
mogeiicTBuit. Kpome Toro, 6;1arogaps moxHoi pe-
anu3aluy Ha CTOPOHe KIMeHTa AOCTUTAEeTCs MU-
HMMaJIbHasl Harpyska Ha ceTb U CcepBepa, 4To fe-
JlaeT pellieHMe IPUMEeHUMbBIM B YCJIOBUSIX OTPaHU-
YEHHOJ1 CBSISHOCTYU ¥ BBICOKOJ Tpe60BaTEeIbHOCTH
K IMPOU3BOAUTETbHOCTHA.

3axkiaoueHue

B paMKax BBIITOJIHEHHO paboThI OblIa paspa-
60TaHa MeTOOMKA KIMEHTCKOW TepCoOHaIU3aLNN
OTOOpasKeHMSI TaHHBbIX, OCHOBaHHAs Ha 3BPUCTHU-
YyeCKOM aHalyu3e B3aMMOIEeCTBUIL MOIb30BaTes
¢ BebO-mipunokkeHueM. [IpenyoxkeHHOe pelleHMe
OT/IMYAETCs MPOCTOTON peanu3any, Npo3payHoii
JIOTUKOJ TIPUHSTUS pelleHUi U BO3MOXKHOCTBIO
OBICTPOIE afamnTauyuy ToJ, pasiuyHble MpegMeT-
HbIe 00/1aCTU — OT MUHTEPHET-Mara3uHoB 10 o0pa-
30BaTeNbHbIX IaTGopM. Pe3ynbraThl MoKasasiu,
YTO AJaxke 6e3 MpUMEHEeHMUsT aJITOPUTMOB MalllH-
HOTO 00yueHMsI BO3MOXXHO 3(PeKTUBHOE MOfIeIun-
pOBaHMe MONb30BaTeNbCKUX MIPeNIIOYTEeHN B pe-
albHOM BpeMeHMU. IlepcrieKTuBBI AaabHENIIero
pa3BUTHUS BKITIOUAIOT paciiMpeHue Habopa 3BpU-
CTUK, BHeJpeHMe IO0Ib30BaTeNbCKUX CLIEHapUEB
HACTPOVKM CUCTEMbBI, a TaKke MHTerpaiui riu-
OPUIHBIX MOJIEJIEeN C 2JIeMEeHTaMM MPeICKa3aTelb-
HO aHAIUTUKU.
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KOMBHUHATOPUKA B KPUIITOI'PA®NU 1 BE3OITACHOCTU JAHHbBIX

AnHomauus. KomouHamopuka uzpaem Kpumuiecku 8axcHy0 poJib 8 paspabomre cospeMeHHbIX cucmem be3-
onacHocmu daHHbIX U Kpunmoepaguueckux anzopummos. OHa no38osiem c030a8ams CJIOHCHble CMPYKMYPbl 3d-
Wumeo! UHGpopMayuu om HeCaHKYUOHUPOBAHHO20 0OCMYNd WU 83710Md 3d CHem UCNO1b308AHUSL 02POMHO20 KOJIU-

uecmea 803MOMCHbIX KOM6uHauMﬁ napamempos cucmemeal.

IToHumanue NPUHYUNO8 KOMOUHAMOPUKU He0OX00UMO Kak uccnedosamesisim-mameMamuxkam, max uHmceHe-
pPam-paspabomuukam npozpammHozo obecneueHus, 3aHUMAWUMCS 80NPOCamMu UHGPOPMAYUOHHOT 6e30nacHo-

cmu.

Kniouessle cnosa: kombuHamopuka, kpunmoezpagpus, wugposarue, zeHepayus Kiuouell, xeuiuposatue, 6e3-

onacHocmse.

Komﬁunampuxa — 3TO paszen MaTeMaTUKW,
KOTOPBII M3y4YaeT CIIocO0bl KOMOMHMPOBAHMS
06BEKTOB B COOTBETCTBUM C OITPEIeIEHHbIMM ITpa-
BUJIaMM. DTO MOKET BKIIIOUATh B ceOs 3afaun O
pasMelleHMsIX, IepecTaHOBKaX, COUYETAHUSIX U
IPYIUX KOHIEMUIMSIX. B mocienHue mecaTuneTus
KOMOMHATOpMKa Npuobpena ocoboe 3HaAYeHVE B
oby1acTu Kpunrorpaduu u 6e301MacHOCTH TaHHBIX.

Kpunrorpadus — 3To HayKa 0 MeTogax obec-
TevyeHus] KOHMUIEeHIIMaTbHOCTH, 1[eJIOCTHOCTU U
ayTEHTUYHOCTY MHpopMaiuu. OTHOI U3 KITove-
BBIX 3a/1a4 KpUNTOrpabmu SIBJISIETCS CO3IaHMe aJl-
TOPUTMOB MG POBaHMs, KOTOPble MOTYT 3alllX-
TUTh JaHHble OT HECAHKIMOHMPOBAHHOIO [0-
cryna. KombuHaTOpHBIE METOIbI UTPAIOT 34E€Ch
BaKHYIO POJIb.

IlIndposanme 1 KIOUN

Iy co3maHMsl HaOeXHBIX cucTeM mMdpoBa-
HUSI HeOOXOIMMO MCIT0/Ib30BaTh CJIOXKHBIE MaTe-
MaTuJecKue KOHCTPyKiuu. Hampumep, cummer-
puuHOoe 1mmdpoBaHMe TpedyeT  TreHepaluu

YHUKaJIbHBIX KIlOUet ISl KaKIOro ceaHca CBSI3M.
KomuecTBO BO3MOKHBIX KOMOMHALMI TaKUX
KITIOUeil oIpenesieTcss KOMOMHATOPUKOIA.

CoBpeMeHHbIE AJITOPUTMBbI MMU(PPOBAHUSI WC-
TTOJIb3YIOT GOJIBIIME pa3Mepbl KiTloueli (Halpumep,
256 6UT), UTO obecreunuBaeT OrPOMHOE KOJnve-
CTBO BO3MOKHBIX KOMOMHamuii (2°256). d1o me-
JlaeT rnepebop BCcex BO3MOXKHBIX BAPMAHTOB MPaK-
TUYECKM HEeBO3MOXXHbBIM JaXe [IJiI CaMbIX MOIII-
HbIX COBpPEMEHHbBIX KOMITBIOTEPOB.

AcumMmMeTpuuHasi Kpunrorpadus

AcMMeTpUYHbIE CUCTEMbI MM(PPOBAHUS WC-
MOJIb3YIOT APy K/IKYeN: OTKPBITBIN U 3aKPBITHIA.
3mech Takke IIPUMEHSIIOTCS KOMOVHATOPHbBIE
TIPVHIIUIIBI [IJIS1 TeHepaluy 3TUX Iap TaKuM o0pa-
30M, YTOOBI OBLIO HEBO3MOKHO BBIUMCIUTH 3a-
KPBITBIN KJIIOU IO OTKPBITOMY 6€3 3HaUMTETbHbBIX
BBIUMCIUTENBHBIX 3aTpar.
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Kak KoMOMHATOpMKa IIOMOraeT B 3allUTe
JaHHbIX?

1. TeHepanusa Kiawouen

TeHepalusl KIOUeil — 3TO MPOIleCC CO3MaHMUs
YHUKAJIbHBIX KOMIOB, KOTOPbIE MUCIIONb3YIOTCS ST
mmbpoBauus u IOemmdpoBaHus MHGOpMAIUA.
OTM KOAbl HA3BIBAIOTCS KpuUITOrpaduuecKuMM
Ki1oyaMmu. bes Hux 3ammTa JaHHbBIX 6blIa Obl He-
BO3MOJXKHA.

Kitioun UrparoT KpUTHMUYECKYIO POJIb B obecrieve-
HUM 0e30MacHOCTM AAHHBIX. OHM TMO3BOJISIOT
TOJIKO aBTOPM30BAHHBIM ITOJb30BATEISIM IIOTY-
YyaThb AOCTYII K 3ammdpoBaHHo nHbopmaliium. Ka-
yecTBeHHAs reHepalusl Kiiouelt MpemoTBpaliaer
HECAHKIVOHMPOBAHHBINA MOOCTYH ¥ 3alluIIaeT
JIlaHHbIE OT B3JI0MaA.

CoBpeMeHHble aATOPUTMbI MCIIOIB3YIOT CIy-
yajfHble UMC/Ia IJI CO3TAaHMS HaJeKHbIX U TPYIHO
Npe[icKa3yeMbIX K/IIoUeii. ITO JgenaeT uxX yCToNumn-
BBIMM K aTaKaM 3JI0YMbIIIIEHHUKOB.

2. XemmpoBaHue napoJeii

KombuHaTopuka Takxke UrpaeT poyib B XelIu-
pPOBaHUM TTapoJIeil — 3TO Mpeobpa3oBaHMe UCXOM-
HbIX JaHHBIX B YHUKAIbHbBIN KOJ (PUKCUPOBAHHOI
IJIVHBI C MCIIOIb30BaHMEM CIIEIMATbHOTO aJIro-
puUTMa. DTOT KOJ Ha3bIBaeTcs Xemem. BaxkHO OT-
METUTH, YTO MPOILECC XEeIMPOBAHMUSI HEOOPATUM:
3Hasg Xell, HeBO3MOXHO BOCCTAHOBUTb OPUTHU-
HaJbHBIN ITaPOJIb.

IMoueMy Ba’kKHO XeIIMPOBATh MAPOJIN:

. 3amura OT yreuek: [laxe eciau 3J0-
YMBIIIJIEHHUKM TIOJTyYaT JOCTYI K 6a3e JaHHBIX,
OHU YBUIST TOJBKO HAOOPHI Xellieit BMECTO peasib-
HbBIX MapoJie.

e  YcTOiuMBOCTbH K aTakaMm: CoBpeMeHHbIe
aJITOPUTMBI CO3[1AI0T YHUKAIbHbIE U CJIOKHBIE IJIs1
pacmi@poBKM Xelllu, UTO 3aTPyLHSET MpoBeje-
HMe aTak MeToJoM Iepebopa.

e Coup pasa 6esomacHocTy: [lobaBieHue
CJTyYaifHO CTPOKY CMMBOJIOB (COJIN) TIepe Xell-
pPOBaHMEM [ejlaeT KaKOblii Mapojb YHUKATIbHBIM
Jaske TIpU COBITAJEHUM CAMMX TapoJieit y pasHbIX
M0JIb30BaTeei.

3. O6dyckammsa Koga

Iy 3aIIMUTHI IPOTPAMMHOIO O6ecIieueHusT OT
peBepC-UHXKMHUPUHTA PpaspaboTuMKu  IIpuMe-
HSIOT 006(yCcKaIMio Kofa — 3TO MPoIecc u3MeHe-
HMSI UCXOHOTO KOJIAa TIPOTPaMMBI C I1e/TbI0 3aTPY/I-
HEHMS ero MoHMMaHus. KoMOMHUPYST pasanyHbie
2JIeMEeHTBI KOJla 1O CJIOKHBIM ITpaBMUIaM, MOXKHO
3HAUMTENbHO 3aTPYAHUTb aHaJIU3 IPOTPAMMBbI
3JIOYMbIIIIEHHUKAMHA.

IMouemy 06 ycMpyIOT KOA;:

e 3ammuTa OT peBepC-MHKMHUPUHTA:
obdyckanus menaer Kon TPYTHOUMTAEMBIM, UTO
YCJIOKHSIET €ro AeKOMIMISIIAIO M aHaJIu3.

e CoxpaHeHMe KOHKYPEHTHBIX MHPEMMY-
IIeCTB: KOMIIAHMYM MOTYT 3allUTUTh CBOU YHU-
KaJIbHbIE aJITOPUTMBI UM OM3HEC-JIOTUKY OT KOH-
KYPEHTOB.

e 3ammTa JAaHHBIX IIOJIb30BaTeIei: B He-
KOTOpPBIX CIyJasix 06(ycKamysi IOMOTaeT CKPbITh
IeTanau 06pabOTKM JaHHBIX, YTO MOXKET ITOBBICUTH
6e30maCcHOCTD IT0JIb30BaTeIbCKOI MHGOPMAaIAN.

MeToabl o6dycKaImm:

e IlepeMeHOBaHMe IepeMEHHBIX WU
GbyHRIIMIA: 3aMeHa OCMbBICIEHHBIX MMEH Ha CIy-
yajiHple =~ HAOGOpbI ~ CMMBOJIOB  (Hampumep,
calculateTotal cranoBuTcst a1B2c3).

e  VaaneHue KOMMEHTapueB U popMaTH-
pOBaHMSA: YIAISIIOTCS BCE MOSICHAIONIME KOMMEH-
Tapunu 1 hopmMaTUpOBaHMe, 3aTPYIHSIST TTOHMMA-
HMe CTPYKTYPhI KOJA.

e 3amyTbIBaHME JIOTMKM IPOTPaMMBI:
BKJ/TIOYAET BCTABKY JIOKHBIX YCJIIOBUIT WJIM LIVIKJIOB,
KOTOpbIe He BMSIOT Ha BbITIOJTHEHME POTPaMMBl,
HO YCJIOKHSIIOT aHa/In3.

e IlIndpoBaHMe CTPOKOBBIX JUTEPAIOB:
CTPOKM MNGPYIOTCS B OMHAPHBIN KO, WIIU OPYTHe
dbopmarbl, TpeOysl OOIMOJHUTENIbHOI 06pPaboTKMU
ILJIST MIX UCITOJIb30BaHMSI.

IIpenmyinectBa
KOMOMHATOPUKMU

° BbICOKast yCTOMYMBOCTB: KOMOWHAIIMM
MOTYT ObITb HACTOJBKO CJIOKHBIMM ¥ MHOTOUMC-
JIEHHBIMM, UTO UX Iepebop BPYUHYIO WIN Jaxke C
MICIT0/Ib30BaHMEM MOIIHBIX KOMIIbIOTEPOB CTaHO-
BUTCST He3(PEKTUBHBIM.

e  VIOKHEHUe CTPYKTYPHI: 6y1aromapst uc-
T0JIb30BAHMIO MHOKECTBA KOMOMHAIIMII 3JIeMeH-
TOB, CTPYKTypa 3amuGpOBaHHOTO COOOIIEHMS
CTAHOBUTCS KpajliHe CJIOKHOI I aHanusa 6e3
3HAHMSI KOHKPETHOr0 MeTOa MM KITlova.

e T'mOGKOCTh: KOMOMHATOPUKY MOXKHO IpU-
MEHSTh Ha Pa3jINUYHbIX YPOBHSX 3aIIUTBI — OT r'e-
Hepaluyu IPOCThIX Iaposieii 10 CO3MaHMUs CIIOXK-
HEeMIINUX KPUMTOTpaduIecKux CUCTEM.

e  HHHOBaIMOHHOCTD: IIOCTOSIHHOE Pa3By-
THEe MaTeMaTHMYeCKO! TeopuM IT03BOJISIET HAXO-
IUTh HOBbIE METOIbI NMPUMEHEHUS KOMOMHATO-
PUKM [IJIs1 pellleHusT 3a1a4 6e30MacHOCTM.

e OddeKTUBHOCTB: COBpEMEHHbBIE BHIUMC-
JIATE/IbHbIE MOIIHOCTU ITO3BOJISIOT OBICTPO 06pa-
6aTpIiBaTh Ja’ke OYeHb CJIOKHbIe KOMOMHALIMN
IaHHBIX Ojarofapsl ONTUMMM3MPOBAHHBIM aJIrO-
pUTMaM Ha OCHOBE KOMOWHATOPVKIA.

UCITIO/Ib30BaHUSA
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KoM61HMpOBaHMe 3/IeMEHTOB MHOXEeCTBA II0
OIpene/NeHHbIM IIpaBMjIaM OTKpPbIBAeT IIeper,
HaMM IIMPOKME BO3MOXKHOCTU [IJi 06ecIrieueHms
0e30ITaCHOCTM AAHHBIX. B YCUIOBMSIX TMOCTOSIHHO
pacTymux yrpo3 uMHGOPMaIMOHHOM 6e30macHo-
CTU JVCIOJb30BaHMe TaKMX METONOB CTAHOBUTCS
He TOJIbKO aKTyaJbHbIM, HO ¥ HEO6XOOMMBIM IIIa-
TOM BIIepe[ Ha IIyTH K 6oJee 3aImUITeHHOMY M-
pPOBOMY OyAyIIEMY.

[ToHuMaHue OCHOB KOMOVHATOPYUKU U €€ TIpy-
MeHeHMe MOXKeT CTaTh BaKHBIM MHCTPYMEHTOM
Kak JJ1s1 IpodeCcCUOHAaIOB B 061acTy MHpOPMAaIV-
OHHOJ1 6€30I1aCHOCTH, TaK M JJI1 OObIYHBIX I10JIb-
30BaTe/ieil MHTepPHEeT-CePBMUCOB. B  KOHEUHOM
MUTOTe 3TO CIIOCOOCTBYET CO3maHuI0 Ooynee 6es-
OTIaCHO Cpeabl KaK OHJIAiH, TaK ¥ odJiaiiH.

Takum 06pa3om, BHeApeHMe IPUHLIUIIOB KOM-
OMHATOPUKM B TIOBCEIHEBHYIO MPAKTUKY 3aIThI
MHOpMAILIMM MOXKET 3HAUUTEIbHO IIOBBICUTH
YpOBeHb HOBepMs IIO/Nb30BaTeNeii KO BCEM

acrekTaM paboThl C JaHHBIMM — OT JIMUHOI Tepe-
MCKM A0 6AHKOBCKMX TPaH3aKLMIi OHJIAlH.
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THE COMBINATORICS IN CRYPTOGRAPHY AND DATA PROTECTION

Abstract. Combinatorics plays a critical role in the development of modern data security systems and
cryptographic algorithms. It allows you to create complex structures to protect information from unauthorized
access or hacking by using a huge number of possible combinations of system parameters.

Understanding the principles of combinatorics is necessary for both mathematical researchers and software

engineers dealing with information security issues.
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KPUBBIE BE3bE B BUTEOUT'PAX

Annomauus. Kpussie Be3ve ucnons3yiomcs 8e3de. B pyHkyusx cunxporudayuu anumayuu CSS, 8 epaduueckux
pedakmopax, 8 munozpaguxe, npu c030aHuu asmomoouIbHo20 du3atiHa u 80 MHO20M OpyzoM. B sudeouzpax xce
UX UCNOJIb3YIOM 018 C030aHus Gopm 00seKmos, niasHsix aHumayuii u mpaekmoputi. Kpussie Besve nosgonswom
MOUHO KOHMPOAUPOBAMb (hOPMY KPUBBIX, UMO ABAAEMNCS 8ANCHBIM OJ1S1 PA3IUUHDIX 8U3YATIbHBIX I(PPEKMO8 U UH-
mepakmugHozo zetimnies. B 0aHHOl cmampe paccMampueanmca Kiaccuguxkayus Kpuesix be3ve, ux posv 6 éu-

deouzpax u 00aacmu NPUMeHeHUs: OaHHBIX KPUBBIX.

Knioueesle cnoea: npozpammuposaie, Kod, paspabomka, paspabomxa uep.

BBepenue

Kpusas besbe — 3TO MaTeMaTuyeCku OMMUCAH-
Hasl KpuBasi, KOTOpasi orpeeisieTcs HeCKOJIbKUMMU
KOHTPOJbHBIMM TOUKaMu. Kpusbie be3be sBiISI-
I0TCST (PyHIAaMEHTATbHBIM MaTeMaTUYECKUM WH-
CTPYMEHTOM, KOTOpPBIi IIMPOKO TPUMEHSIIOT B
KOMIIbIOTEPHOI rpaduKe, aHMMAIU, B BUIEOUT-
paXx ¥ BO MHOTMX ApPYTUX 00acTsax. OCHOBHOE
MPEUMYILECTBO JAHHBIX KPUBBIX 3aK/IIOUAETCS B
MX MPOCTOTE U I'MOKOCTM: OHM TTO3BOJISIIOT TOYHO
3a/1aBaTh CJIOXXHbIE KPUBOJIMHEIHbIE TPAEKTOPUHU
C TIOMOIIIbI0 HA60Pa KOHTPOJIbHBIX TOUEK, BIIUSIO-
X Ha GOpMy KPMBOI B COOTBETCTBMUMU C ITOJMHO-
MuanbHbIMU (QyHKUMAMU BepHinTeitHa. JTO [Ie-
JIaeT MX 0COOEHHO yIOOHBIMM IJISI 38149 MOJIENN -
pOBaHMs, T1Ie TpebyeTcs IIaBHOE 3MeHeHMe reo-
MeTpUN. B BUIEOUTPAX Haubosee

pacrpocTpaHeHbl KpuBble be3be BTOPO U Tpe-
Theil cTeleHell (KBagpaTUUHble U KyOMUecKue)
U1 aHUMAaLuu U co3ganus 3¢b@ekToB. ITU Kpu-
Bble IIO3BOJISIIOT IIJIAaBHO M3MEHSITh IapaMeTphbl
(HarmpuMep, MO3UIIUIO, BpallleHNe) 00bEKTOB, CO-
3maBast Bu3yaabHble 3(DGEKTHI 1 IJIaBHbIE IBVKE-
Husl. KpuBble BBICIINMX CTeIeHei mpu o6paboTke
Tpe6YIOT 60JbIIero o6bEMa BBIUMCAEHUI U IS
MPaKTUUECKUX 1iesieli UCIIOMb3YIOTCS PeXe.

Buasl KpuBbix be3sbe M uMx mpakTUueckoe
IIpUMeHeHue

1. JInHeliHBIE KPUBbBIE

JInHeliHble KpUBbie be3be — 3TO MPOCTENMINIA
BUJI, KpuBbIX besbe, cocTosumuii BCero us ABYX
OITOPHBIX TOYEK: HaualbHOI1 (Py) 1 KOHeuHOI1 (P1),
npun =1 (puc. 1).

P

Puc. 1. /luneiinas xkpusas be3ve
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YpaBHeHMeE JIMHEHOM KpMBOii besbe 3amaéTcs nHrepnonsumuein mexay Py 1 Py (puc. 2):

B(t)=(1—1t)-Py+t-P,

te[0,1]

Mpwu t = 0 nonyuaem Po, nput = 1 —Ps.

Puc. 2. YpasHeHue auHetiHotl Kpusoli be3ve

IIpakTHueckoe MpuMMeHeHNeE:

e OCHOBHOIT CTPOUTENbHBIN GJIOK 11151 60-
Jlee CJIOKHBIX KpuUBBIX be3be (KBagpaTUUueCKuX,
KyOMYeCKuX U T. 11.).

e AHMMAaNMA ¥ MHTEPIOJISIIMS — TUIaBHOE
repeMelleHe 00beKTa U3 TOUKu Py B P ¢ uHeli-
HOJ1 CKOPOCTBIO.

e BekTopHas rpaduka — 3agaHye MPSIMbIX
CerMEHTOB B KOHTYypax ¢puryp (Hamnpumep, B SVG).

CnemoBaTe/ibHO, TMHEVHbIE KpUBbIe be3be s1B-
JsI0TCT  GyHOAMeHTOM [Jist  6oJjiee  CJIOKHBIX

KPUBBIX, & TaKKe YIOOHBIM CIIOCO60M PabOThI C
MPSIMBIMU JIMHUSIMU B TTapaMeTpUYeCKOM BU/IE.

2. KBagpaTuuHsie KpUBbIe

KBagpatuunas kpuas besbe (n = 2) (puc. 3) 3a-
IaéTCs TpeMmsl OTMIOPHBIMY TOYKAMMU:

. P, — HauanbHas TOUKa,

e P, - KoHTposnbHas TOYKa (OTpenensieT
«HaTsKeHye» KpUBO),

° P, — KOHeuHas Touka.

OHa 1o3BOJIIET CTPOUTD TTapaboIMIecKme Tyrm
U MCMOJIb3YeTCsI TaM, IAe HYKHbI TIJIaBHbIE, HO He
CJINIIKOM CJIOKHBIE M3TVOBI.

Puc. 3. KeadpamuuHas kpueas be3ve
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KpuBas 3amaeTcs ciegyrimuM napameTpuyeCcKuM ypaBHeHuem (puc. 4):

B(t)=(1—-t)* Py+2-t-(1—1t)- P+ t*- Py,

* Mput = 0 nonyuaem Py,

o Mput=1-P;,

te0,1]

* Bauaxwe Py makcumansho npu t = (.5.

Puc. 4. I[lapamempuueckoe ypasHeHue k8adpamuuHoii kpusoti be3ve

IIpakTHMueckoe npMMeHeHMe:

e IIpocras BekTOpHas rpaduka (SVG,
MIpUQTHI, TOTOTUIIBI).

e CraaxmuBaHHMe YIJIOB (HallpuMep, CKPYyT-
snéHHble KHONKM B UI).

e JIBKeHMe IO mapabosie (aHMMALMS
MMPBIKKOB, TpaeKTopuu B 2D-urpax).

e [IlocTpoenne 6ojiee C/IOKHBIX KPUBBIX
(kybuueckue besbe uacTo pa3dUBAIOT HA KBaJpa-
TUYHBIE [IJI YIPOILEHUS PacueToB).

3. Kyouueckue KpuBbIe

Kyb6uueckast KpyBast besbe — 3T0 I1agKas mapa-
MeTpuuecKasi KpuBasi, onpeesieMasl 4eTbIpbMs
TOUYKaMU (pUC. 5):

° P, — HavanbHas TOUKa,

e P, uP,— 1Be KOHTPOJIbHBIE TOUKU (YIIPAB-
JISIIOT (OPMOTi KPUBOIA),

e Pz - KOHeuHas TOYKA.

OHa T03BOJISIET CO37aBaTh S-oOpa3HbIEe W3-
rU0bI, TIETINU U CJIOKHBIE IIagKue (POPMBI, UTO
JlesaeT e€ OJHOM U3 CaMbIX MOIYISPHBIX KPUBBIX
B KOMITBIOTEPHOII rpaduke.

Puc. 5. Ky6uueckas kpusas be3ve

Ky6rueckast KpuBas 3aaeTcst CJieAyIolMM TapaMeTpMUecKuM ypaBHeHueM (puc. 6):

B(t)= (1—t)°Py+3(1 —t)%tP, + 3(1 — )’ Py + t°P3, te [0,1]

s Tput = 0 nonyuaem Py,

o Mput=1—P;,

s KoHTpoAnbHbie ToukK Py 1 Pz onpeaensoT GopmMy KpUBOIA, HO caMa KPUBas Uepes HUX He NPOXOAUT.

Puc. 6. ITapamempuueckoe ypasHeHue Kyouueckoti kpueaoti be3ve
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IIpakTHMueckoe npuMeHeHMe:

e Bekropnas rpaduka (SVG, Adobe Illus-
trator, CoreIDRAW, Figma).

e  AHuMarus u easing-QyHKIIMN.

e [IlocTrpoenue 3D-moBepxHOCTel. B npo-
rpammax turna Blender win AutoCAD ky6uueckue
Besbe UCMOJb3YIOTCS AJ1S1 CO3AaHMS TIaBHBIX T10-
JIUTOHATbHBIX Mesh-06beKTOB.

Ky6uueckue kpuBbie be3be — 3TO 1OCTATOYHO
MOIIHBII MHCTPYMEHT IJIs CO3MAHUSI TJIaIKUX,
CJIOKHBIX (popM B rpaduke, aHuManuu u 3D-Mo-
OenupoBanuu. OHU MeHee TIPOU3BOAUTENbHBI,
yeM KBaZpaTMUHbIe, HO TOPa3Io ruouve.

Hcnonb3oBaumne KpuBbIX be3be B BUgeour-
pax

Kpussie besbe — 0OMH 13 KIHOUYEBBIX MHCTPY-
MEHTOB B pa3paboTKe BUIEOUTP, 0OeCIeunBalo-
Ui TUIAaBHOCTb, YIIPaBJ/ISIEMOCTh U peaancTuu-
HOCTb IBVOKeHus. Hioke 6yayT paccMOTpeHbI IIpU-
Mepbl UCIOAb30BaHMS B Pa3HbIX acleKTax Urpo-
BOTO Mpoliecca:

1. IBmkeHne nepcoHakeit ¥ 00beKTOB

Kpusrpie besbe MIMPOKO UCIIONB3YIOTCS B UTPpax
M aHMMAallMK IJIS 3afaHusl TUIABHBIX, YIIpaBisie-
MBIX TPAeKTOPUI IBMKEHUS TIepcoHaskelt, Kamep,
CHApPSIIOB U IPYTUX 06beKTOB. OHY MO3BOJISIIOT:

e Co3zmaBaTh CJIOKHBIE ITyTH (TIeTJIN, S-006-
pasHble IBVKEeHUS, CIUpan).

e KoHTponupoBaTrs CKOpPOCTh ¥ ILIAB-
HOCTb (Uepe3 napaMmeTpusalnuio).

e JIMHaMMYeCKM WM3MEHSTh MapuIpyT
(Hampumep, a5t U IpOTMBHUKOB).

ITarpymupoBanue NPC:

e  Bparu wiu CO03HUKM MepeMelnialoTcs 1o
3aJaHHbIM MaplipyTaMm (HarpuMep, Kapay/bHble
B cresic-urpax). Ilpumep: B Metal Gear Solid kpu-
Bble be3be 3aa10T IyTU ITaTpyJIeil.

e  TpaekTopuu CHapsiOB - rpaHaThl, Maru-
YyecKye aTaky VI Myau ¢ 3GGeKTOM KPUBU3HbBI
(xak B Worms).

e Ilmatdopmepsl M mapkyp. ABTOMaTuye-
CKOe CIVIaKMBaHMe MPbIKKOB IO CJIOXKHBIM TpaeK-
topusim (Super Mario Odyssey).

2. AHMManus Kamepbl:

e Kunemarorpaduueckue kaT-ciieHbl. Ka-
Mepa IIaBHO IlepeMellaeTcsl MeXXIy TOUKaMu, CO-
xpaHsist apamatuuHocTh (The Last of Us). MHcTpy-
menThl: Unity — Cinemachine Spline, Unreal -
Cine Camera Actor.

e JImHamuueckoe ciexeHue. Kamepa cie-
IyeT 3a Urpokom, usberas npenstctBuit (Racing
games).

3. ®u3MKa U CTOIKHOBEHMUS :

e  Konnaiineps! cnoxkHoit popmbl. ANmpok-
cUMMalusl KPUBBIMM [IJiI TOUHOTO OmpeJe/ieHNsI
cTONIKHOBeHMI (2D-1aTdopmepsr).

e Bepésku u Tpochl. JJuHamuyeckass Cumy-
JIAMsS Ha ocHOBe cIutaitHoB (Uncharted 4).

4. l'eHepaiiyisi MUPOB ¥ YPOBHeI1:

e IlpouenypHble JOPOTU U pebChl. B cumy-
nsgropax (Cities: Skylines) maM roHOUHBIX UIrpax
(Forza Horizon) kxpuBblie be3be rmomoraior cospma-
BaTb U3BUINCTbIE TTYTHU.

e  Pexu, mocThl, Aekop. IIpuponHbie 00b-
eKThl CIVIAKMBAIOTCS IS peanmctuuHocTu (Red
Dead Redemption 2).

5. Busyasbnbie 3¢ dextoi (VFX):

e  Tpaekropuu yactuil. IbIM, OTOHb WM Ma-
rmyecKkue cjiefibl ABMXKYTCS 1Mo kpuBbiM (Hogwarts
Legacy). MnctpymenTsl: Unity — Particle System,
Unreal - Niagara.

o  Ul-anumanymn. [InaBHbIE TepexoAbl MEHIO,
nporpecc-6apsi (Cyberpunk 2077).

6. I y1 HaBUTanus:

e Kpusbie Be3be uaeanbHO MOAXOAST MJIsST
CO3JaHMS TUIaBHBIX M €CTeCTBEHHBIX MapIpyTOB
IBkeHust NPC, Mo6GOB 1M IOHMTOB, OCOOEHHO
KoTa CTaHJapTHbIe aJITOPUTMbI TTOMCKa ITyTu (A*,
NavMesh) gatoT yryioBatbie min «<pob60THU3MPOBAH-
HbIe» TPAEKTOPUN.

7. bynyniee kpuBbix besbe:

e DBoJsiee CjiokKHBIE KpUBbIE (Hampumep, pa-
umoHabHbIe be3be — NURBS).

e  Penpepunr 6e3 Teccensiiuy — B peabHOM
BpeMeHM (HampuMep, B ray tracing).

e  HeilipoceTeBble anmpoKCMMalUu — aBTO-
MaTu4ecKas onTumm3sanus hopm.

Kak kpuBbie Besbe paGoTaloT B UTPOBBIX
JBVKKax

1. AnnporcuManus U TeCcCeasiimsa

Kpusbie be3be pefiko peHiepsITCSl HaMpsSIMYIO —
06BIYHO OHM Pa36MBAIOTCS Ha:

e JluHeliHbIE CETMEHTHI (B paCcTepMU3aTopax).

e TpeyrombHUKM (B 3D-rpaduke, Hampu-
mep, nipu peHgepurre NURBS).

2. OnTumMmusaumm:

e  PexkypcuBHOe pasbuenue (de Casteljau
algorithm) - mna guuamuueckoro LOD (Level of
Detail).

e ArnmapaTHOe YCKOpeHMe — B COBPeMeHHBIX
GPU (nanpumep, B DirectX 12 Mesh Shaders).

e KsmmupoBaHMe — NpeapacuyéT KPUBBIX OIS
aHMMaluii.

e lcmonb30BaHMe CIUVIAfHOBBIX WUHCTPY-
meHTOB — B Unity (Cinemachine), Unreal (Spline
Mesh).
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3. UnTerpauus ¢ GuU3NKOIi:

e  Kostaiimepbl CI05KHOV (POPMBI — AIIIIPOK-
CUMalys KPUBBIMU.

e TpaekTopuu B CUMYJSILMSIX — Hampumep,
IBVDKEHYE BOJIbI I BepEBOK.

4. ToToBble pelieHUs B IIONMYJISIPHBIX JBVIK-
Kax

Unity:

e Cinemachine — g1 KuHeMaTorpapUUHbIX
IyTeli KaMephl.

e LeanTween — aHuMaIus 1o KPMUBBIM.

e  Bezier Path Creator (accet u3 Asset Store).

Unreal Engine:

e Spline Component — roToBast cucTemMa st
IBIDKEHUS 06BEKTOB.

e Niagara — TpaeKTOpUM YaCTUL, HA OCHOBE
bBespe.

Ha pucyHke 7 ripefcraBiieHa TabauIia C mpume-
pamMu UCIT0/Ib30BaHUSI KpUBBIX be3be B KOHKpeT-
HBIX IBIDKKAX/TEXHOJMOTUSX:

Oewvxok [ TexHonorma WMcnonb3opaHuwe bBe3be

Unreal Engine

CS5 / WebGL

Adobe After Effects

Blender

- AHvMauma (Animation Curves)
Unity - Ul (Mector Graphics)

- TpaekTopuw yacTvy,

- Spline Meshes {gopoxkK, penbcol)

- Niagara (TpaekTopui 3ddekToR)

- cubic-bezier() anA aHuMauwi

- SVG-peHaepurHr

- Kpb’lelE ABHXEHWA

- Macku v weinsl

- NURB5-mopenvpoBanne

- AHWMmaumWA nyTeir

Puc. 7. Tabauya npumeHeHUs Kpuebix be3ve 8 KOHKPEMHbIX 08UNCKAX

3akioueHue

KpuBbie besbe — 5TO 0 HA M3 K/IIOUEBBIX TEXHO-
JIOTUIi B KOMIIBIOTepHOI rpaduke, KOTOPbIA IPU-
MEHSIOT Be3Jie: OT peHIepuHra [0 aHMMaluu U
dusuknu. CoBpeMeHHbIEe ABUKKMA OMTUMUZUPYIOT
MUX Pa3HbIMM CIIOCO6AMM, HO CYTh OCTAETCS TOIA
Ke: [VafKkye, IapaMeTpuUuecku YIIpaBisieMble
KpUBbIe, KOTOpbIe IT03BOJISIOT CO31aBaTh CJIOXKHbIE
(bopMbI ¢ MMHMMAaTbHBIMY BIUMCAUTETbHBIMMY 3a-
TpaTaMu.

OHM 4BIFIOTCS CTaHAAPTOM JJIs pelleHus
MHOI'MX MIDOBBIX 3aJad ¥ MOILNEePKMBAIOTCS BO
Bcex urpoBbix ABmkKax (Unity, Unreal, Godot). Vix
MHTEerpaumsi C COBpeMeHHbBIMM aJITOPUTMaMU MO-
JKeT IPUBECTU K CO3[aHMIO ellle 6osiee peaanucTuy-
HBIX ¥ MUHTE€PAKTHUBHBIX BUPTYAJIbHBIX MUPOB.

Takum 06pa3om, KpuBbie be3be ocTaloTcst pyH-
JaMeHTaJbHbIM MHCTPYMEHTOM B apceHaie
refiMau3aiiHepoB ¥ TMPOrpaMMMUCTOB, a UX

M3ydyeHMe U ONTUMM3aLMS MPOAOJIKAIOT OCTa-
BaTbCs aKTyaJlbHbBIMM HalpaB/eHUSIMU UCC/IeN0-
BaHMIT B 06/IaCTY KOMITbIOTEPHOIT Tpaduky u ur-
POBBIX TeXHOJIOTUIA.
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BEZIER CURVES IN VIDEO GAMES

Abstract. Bezier curves are used everywhere. In CSS animation synchronization functions, in graphic editors,
in typography, in automotive design, and much more. In video games, they are used to create object shapes, smooth
animations and trajectories. Bezier curves allow precise control over the shape of curves, which is important for
various visual effects and interactive gameplay. This article discusses the classification of Bézier curves, their role
in video games, and their applications.

Keywords: programming, code, development, game development.
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KPOTOB Erop I0pseBuu
ctyaenT, MUPDA — Poccuiickuii TeXHOIOTMUECKUI YHUBepcuTeT, Poccus, r. Mocksa

IMPUMEHEHUME METO/JOB I''IYBOKOI'O OBYYEHUS
JIJISS OBHAPYXEHUS ®UIINHIOBBIX BEB-CAVITOB:
AHAJIN3 9®OEKTUBHOCTU U OIITUMU3ALINS MOJIEJIEN

AHHOmMauus. B cmamve paccmampusaemcs pa3pabomka u KOMNAeKCHAas oyeHKa 2ubpudHoii moodenu 21y60-
K020 06yueHus 071 asmomMamu3upo8aHHoz0 0OHAPYHCEHUS (PULLUUH208bIX 8eO-calimos. TIpednoxceHHoe peuleHue
06sedunsem ceepmounsle HelipoHHsle cemu (CNN) u pekyppeHmHsle cemu ¢ 001201l KpamKOCpPOUHOLl NAMAmMbio
(LSTM) onsa napannenvHozo ananusa HTML-cmpykmypst, mekcmogozo konmenma u URL-adpecos. B pabome no-
dpo6HO uccaedyiomes cyuiecmsyrouiue n00Xo0bl, UX 02pAHUYEHUS U COBPEMEHHbIE MeMO00bl 0OHAPYHCEHUS (putuuH2a

C NpumeHeHuem zeHepamueHoz2o MH.

Knroueenle cnoea: uuiunz, kubepbezonacHocms, o6HapyxceHue ¢uuwiutea, 2ryboxoe odyuerue, CNN, LSTM,
HelipoHHble cemu, adanmueHsle amaku, oopabomka HTML, mawuHHoe ob6yueHue, zeHepamueHblii U,

1. BBegeuune

PocT pUIIMHTOBBIX aTaK CTaJI OLHOI U3 KTloue-
BBIX yTPo3 IUGPOBOI SITOXM, €KETOJHO HAHOCS-
meil MHOTOMMW/UTMAPAHBINA yInep6 Kak pPSAOBBIM
T10JIb30BaTEISIM, TaK ¥ KOpIopauusam. I1o JaHHbIM
ucciaegoBanmii, 6omee 80% KubepmpecTyILIeHMI
HAYMHAIOTCS ¢ QUIIMHTA, a YT€YKM JaHHBIX, BbI-
3BaHHbIE YCIIENTHBIMM aTaKaMM, MOJPBIBAIOT pe-
Iy TaIMI0 KOMITAHWI 1 TOBepye KIMeHToB. Tpaau-
LIIMOHHbIE METOMbI 3alUThI, OCHOBAHHbIE HA CUT-
HAaTYpHOM aHaju3e U YEPHBIX CIIMCKAX, BCE yalle
OKa3bIBAIOTCSI He3(P EKTUBHBIMU Meper JUIOM
amarTUBHBIX CXeM MOIIeHHUYECTBA, MCIIOIb3YI0-
LIUX TeHepaTuBHbI VW U cOlManbHy0 MHXXEHe-
puio. ITo 06yCIaBIMBaeT HeOOXOAMMOCTh Iepe-
X0Ja K 60jiee COBepLIeHHbIM MOIX0aM, CII0CO0-
HbIM aHA/IM3MPOBATh HE TOJIKO SIBHbIE MPU3HAKA
YTPO3, HO U CKPBITBIE MATTEPHBI B MY/IbTUMOIA/b-
HBIX JAHHBIX.

Llenbo maHHO PabOTHI IB/sIETCS pa3paboTKa u
KOMILIEKCHAsI OIleHKa 3(PGheKTUBHOCTM Mopeseii
IJTy6OKOro O6yueHus IJIsI aBTOMAaTU3MPOBAHHOIO
obHapykeHMs] GUITMHTOBBIX Be6-caiiToB. B oT/n-
Yyye OT KJIACCUUECKUX peIlleHUi, IpeiaraeMbliit
MIOAXO/, HampaB/ieH Ha CO3daHye CUCTEMbI, CIIO-
COOHO1 BBISIBJISITh CJIOSKHBIE B3aMMOCBSI3U MEXKITY
CTPYKTYPOJ CTPAHUIIbI, TEKCTOBBIM KOHTEHTOM U
BU3YaJbHBIMU 3JIEMEHTAMM, YTO OCOOEHHO aKTy-
aJTbHO B YCJIOBUSIX IMHAMWYHO MEHSIIOIIMXCS aTaK.

Iy DOCTMsKEHMS LIeJIM pellleHbl CemyIoIye
3agaun. IIpoBeeH aHa/IN3 COBPEMEHHBIX U Tpa-
OUIIMOHHBIX METOHOB OOHApy:KeHMs (GUINNMHTA,
BBISIBJIEHBI MX OTPaHMUYEHMUS] B KOHTEKCTE HOBBIX
yrpo3s. Ha OCHOBe TMOJMYYEHHbIX JAHHbIX

paspaboraHa TMOpPUOHAs apXUTEKTypa HepoH-
HOI1 ceTu, couetatoiasi cBéprouHbie (CNN) u pe-
KyppeHTHbIe (LSTM) citou myis1 mapanienbHoit 06-
pa6orku HTML-ctpykTypsl, URL-afipecoB 1 Tek-
CTOBOTO KOHTEHTa. OJKCIlepUMMeHTaJbHasl TMpo-
BepKa MOJIe/IM BBITIOJTHEHA HA PeaibHbIX JAHHBIX,
BKJIIOUAIONMX KaK MCTOpUYEeCKMe, TakK U aKTyaslb-
Hble QUITMHTOBBIE ITPUMEPHI, YTO TIO3BOJIMIIO Olle-
HUTh €€ CIIOCOOHOCTDh aJalTHpPOBATLCS K IBOJIIO-
MM yrpo3. B pamkax cpaBHUTEIbLHOTO aHau3a
MPOJIEeMOHCTPUPOBAHO ITPEUMYILECTBO TIpemJio-
>KEHHOTO [T0JIX01a Mepes aiTOPUTMaMU Ha OCHOBE
MpaBUI U KJIaCCUUYeCKMMU MEeTOAaMy MalllMHHOTO
obyueHus 1o KiIwoueBbIM MeTpukam (F1-mepa,
AUC-ROC).

ITpoBeneHHOEe MCCIefOBaHME IOATBEPXKIAET,
YTO MHTErpaius rrybokoro o6yuyeHus: B CUCTEMBbI
K16ep6e30MacHOCTY OTKPHIBAET HOBBIE BO3MOXK-
HOCTY [JIJIS1 TIPOAKTUBHOTO TIPOTUBOHENCTBUS M-
MIUHTY, MUHUMU3UPYST 3aBUCMMOCTb OT PYYHOTO
aHamM3a U obecreynBasi MacIITabupyeMoCThb pe-
IIIeHUIT B YOIOBUSIX PacTyIlero o6bema yrpos.

2. 06G30p AuTepaTrypbl U CYIIECTBYIOIIUX
MeTOI0B

TpaduyuoHHsle memoosl: auanu3 URL, KoH-
meHma, MmemaddaHHbIX, UCNOJIb308AHUE UEPHBIX CNUC-
K08

OUIIMHT OCTAaeTCs OJHOM U3 CaMbIX pacIipo-
CTPaHEHHBIX KMOepyrpos, u s 60pbObI C HUM
TPaAUIIMOHHO TIPUMEHSIIOTCSI HECKOJIBKO KiTloue-
BbIX MoaxonoB. OauH U3 Haubosee pacrmpocTpa-
HeHHbIX MeTo0B — aHaan3 URL, KOTOPbIl BKIIIO-
YyaeT IMPOBEPKY CTPYKTYPbl CCbUIKM Ha TpeameT
MOA03pUTENbHBIX 37eMeHTOB. [nmHHbIe URL C
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O0JIBIINMM KOJMYECTBOM CJIyYaifHbIX CHMBOJIOB,
UcIonb3oBanue IP-agpecoB BMeCTO TOMEHHBIX
MMeH, a TaKkkKe TUIMYHbIE TMpUeMbl OOMaHa
(HampuMep, 3aMeHbl OYKB B [JOMEHe, Kak
paypal.com BMecTo paypal.com) yacTo yKa3sbl-
BalOT Ha (umMHrOByIO0 cTpaHuily. Kpome Toro,
nmpoBepka WHOIS-gaHHBIX MOXET BBISIBUTbH He-
JIaBHO 3aperucTpUpPOBaHHbIE WM aHOHMMHbIE J10-
MeHBI, UTO TaKXKe SIBASETCS TPEBOXKHBIM CUTHa-
JIOM.

Enre ogyuH BaXKHbIM METO[, — aHAJIN3 KOHTEeHTa
BeO-cTpaHuubl. OUIIMHIOBBIE CAMThI YaCTO CO-
Jlep>KaT TeKCThl C MPU3bIBAMU K CPOUYHBIM [ieli-
CTBUSIM, HAIlpUMep, «ITOATBEPAUTE NaHHbIE aKKa-
VHTa» WM «Ballla y4yeTHas 3aIluCh 3abJIOKUPO-
BaHa». I'paMmMaTMuecKue OmMOKM, HEeCcTeCTBEH-
Hble (OPMYIMPOBKU U M3OBITOYHOE KOJUUECTBO
TUIMEPCChUIOK TaKKe MOTYT CBUIAETEIbCTBOBATH O
MolreHHnyectBe. Ocoboe BHMMaHMUE YenseTcs
dhopMmam BBOZA: eCc/IM CTpAaHMIIA 3aITpaliBaer Ia-
poJin, 6aHKOBCKME PeKBU3UTHI Wi PIN-kozbI 6e3
SIBHO/l HEOOXOAMMOCTM, 3TO Cepbe3HbIii ITOBOJ
IS TIOA,03PEeHMIA.

JlomoMHUTEIbHO TPUMEHSIETCS aHA/IM3 MeTa-
JaHHBIX, Takux Kak 3arosoBku HTTP, SSL-
ceptudurartel u ctpykrypa HTML-koma. Jleru-
TUMHBIE CAlThl OOBIYHO MCIOJB3YIOT 3aIlUINeH-
Hble coenyHenus (HTTPS) ¢ BanuoHbeiMU cepTu-
(bukaTamu, B To BpeMsI Kak QUIIMHTOBBIE PECYPCHI
MOTYT MUMeTb CAaMOIIOAIIMCAHHBIE MU TPOCPOYEH-
Hble cepTudmKaThl. Takke 3JI0YMbBIIIEHHNKA Ya-
CTO KOMUPYIOT AN3aIH NOIY/ISIPHBIX CATOB, HO UX
HTML-Kop MOXeT cofepskaTh CKPbITbIE 3/IeMEHThI
WMJIM HeCTaHapTHbIe CKPUIITHI.

HakoHell, ucrmonb30BaHue YEePHBIX CIIMCKOB
(blacklists) octaercs mpocThiM, HO 3(PdeKTUB-
HBIM CITOCOOOM OJIOKMPOBKM M3BECTHBIX (QUIIVH-
roBbix URL. Takue CIIMCKU PEryiasipHO OOHOBIISI-
IOTCST ¥ BKJIIOUAIOT ajijpeca, KOTOpbIe yKe ObLIN MC-
[10JIb30BaHbI B aTakax. OJHAaKO 3TOT MeTOJ, UMeeT
OTpaHMYEHUSI, ITOCKOJIBKY HOBbIE€ (DUIIMHTOBbIE
CaiiThl TOSIBJISIIOTCS ObICTpee, UeM IIOIamalT B
0a3bl JaHHBIX.

HecMmoTpst Ha cBOXO 3(peKTUBHOCTD, TPATUII-
OHHbIE METOHbl 00JIalal0T PSAOM HEeIOCTAaTKOB,
TaKMUX KaK 3aBUCUMMOCTb OT 3apaHee U3BECTHBIX
CUTHATYpP U CJIOKHOCTb OOHApY>KeHUSI amarTuB-
HbIX QUIIMHTOBBIX aTaK. ITO ITOAUYEepKMUBaeT HeOO-
XOOMMOCTb BHeZpeHMsI 60jiee COBpeMeHHBIX TTOA-
XOJIOB, BK/TIOUAsI METOIbI MAIIMHHOTO U TITyOOKOTO
ob6yueHus.

ITo0x00bl Ha 0CHOBE MAWUHHO20 06YUEHUSsL: 120~
pummpst (SVM, Random Forest), ux ozpanuueHus

B mocwienHue roAbsl METOABI MAIIMHHOTO 00Y-
YeHMsI aKTMBHO MPUMEHSIOTCS JIJisl MTOBBIIIEHNS
sddexkTMBHOCTY 6OPHOBI C PUILIMHTOM, TIpeIarast
60J1ee TMOKME M aJlalITUBHbIE PeIlleHNs IT0 CpaBHe-
HUIO C TPagMUIIMOHHBIMU Togxodamu. OOHUM U3
pacrnpocTpaHeHHbIX A/ITOPUTMOB SIBJISIETCSI METOJ,
OMOPHBIX BEKTOpOB (SVM), KOTOpbLIi OEeMOH-
CTPUPYET XOPOIIYI0 Pe3yabTaTUBHOCTDb B KIacCu-
dbukaiy GUIMMHTOBBIX U TETUTUMHBIX CaiiTOB Ha
OCHOBE TaKMX MPU3HAKOB, KakK CTpykTypa URL,
K/IIOUeBbIe CJIOBA M MeTamaHHble. SVM 0COGeHHO
3(dexkTuBeH B CIy4asx, Korja AaHHble MMeEIOT
YeTKYI0 TpaHuIly pasjeseHus, OJHaKO ero mpoms-
BOJMUTEIbHOCTb MOXXET CHIDKAThCSI TIpU paboTe C
BBICOKO pa3MepHBbIMM WM 3allyMJIEHHBIMU JaH-
HBIMM, a TaKKe IpU HEeoOXOOMMOCTU 0O0PabOTKU
HeJIMHEeTHbIX 3aBUCUMMOCTEN, UTO TpebyeT Tia-
TeJIbHOTO oI60pa sIAepHbIX GYHKIIMIA.

IpyruM TMOMYISIPHBIM aJITOPUTMOM BBICTYTIAeT
Random Forest, KOTOpbIi1 32 CYET MCIIOIH30Ba-
HMSI aHCAMOJIs1 penIaloIyuX JepeBbeB JeMOHCTPU-
pyeT BBICOKYIO TOUYHOCTb U YCTONUMBOCTD K Tiepe-
06yueHNI0. ITOT METOJ XOPOIIO CIIPaBJSIeTCS C
QHAJIM30M Pa3HOPOIHBIX NMPU3HAKOB, TAKUX KakK
TeKCTOBbIN KOHTeHT, HTML-CTpyKkTypa 1 ceTeBbie
rmapaMeTpbl, aBTOMAaTUYeCKM OIpenensss Haubo-
jiee 3HaumMmble u3 HuX. OgHako Random Forest
TpebyeT 3HAUUTEIbHBIX BHIUMCIUTEIBHBIX PeCyp-
COB ITpy 06yYeHUM Ha 6OJbIINX 06beMax JaHHbBIX,
a ero MHTepHpeTUPYeEMOCTb CHUXKAeTCs U3-3a
CJIOKHOV CTPYKTYpPbI aHCaMOJIsSI, YTO 3aTPyIOHSET
aHa/IU3 TIPUYMH TIPUHSTUS TeX UM UHBIX pelle-
HUIA.

HecmoTpst Ha mpeMmyliecTBa, 3T METOJIbI
MMEIOT psIJII orpaHmuyeHmii. Bo-nepBoIx, Ux addex-
TUBHOCTh BO MHOTOM 3aBMCUT OT KadyecTBa U pe-
MPe3eHTATUBHOCTY OOYYaIONIMX NAHHBIX — IIPU
HEIOCTATOYHOM  WiIX  Hec6aJaHCUPOBAHHOM
Habope JaHHbIX TOYHOCTh KIaCCUPUKALIUY MOKET
PE3KO CHIKAThCSl. BO-BTOPBIX, aITOPUTMBI Tpe-
OYIOT PYYHOTO BBIJI€JIEHNS IPU3HAKOB, UTO AeIaeT
MX YSI3BUMBIMM K HOBBIM, paHee Heu3BeCTHbIM
(OUIIMHTOBBIM TEXHMKAM, He OTPaKaloUIMMCS B
BbHIOpDAHHBIX XapaKTepUCTUKAX. B-TpeTbuX, OHU
IJIOXO amanTUPYIOTCI K AMHAMMUYECKU MeHSIo-
MYIMCSI aTaKaM, TIOCKOJIbKY JIJISI UX TIepeoOoydeHmst
HEOOXOIMMO PeryIsipHOe OOHOBJIEHVE MAaHHBIX U
IepeHacTpoiika Mofeneii.

OTU OTpaHMUYEHUS CTUMY/IMPYIOT pa3BuTie 60-
Jiee COBepIIeHHbIX ITOIX0I0B, TAKUX KaK ITyOOKoe
obyueHne, CII0COOHOe aBTOMATUYECKM U3BIEKATh
CJIOKHBIE TIPU3HAKU U afaliTMPOBAThCS K HOBBIM
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yrpo3am 6e3 SIBHOTO ITPpOrpaMMMPOBaHMS PaBIJIL.
TeMm He MeHee KJIacCMUeCKye MeTObl MalTMHHOTO
0OyueHMsI OCTAIOTCS BOCTPEOOBAHHBIMU B CITY-
yasix, e BaXKHbI MHTEPIPETUPYEMOCTb pellleHnit
U OTrpaHMYeHHbIe BBIYMCIUTEIbHBIE PECYDCHI.

CospemeHnHble peuleHuUsl ¢ UCNONb308aAHUEM 2]1y-
60k020 00yuerusi: CNN, RNN, mpaHchopmepbl

B oTnnume oT KiIacCMUYECKUX METO/IOB MaIlUH-
HOTO OOyYeHUsI, COBpeMeHHbIe ITOAXOMbl C MC-
T10/Ib30BaHMEM [NTyGOKOTO O6yUeHMs TIpeaiaraioT
MIPUHIIMITMAIBHO HOBbIE BO3MOKHOCTM AJ1sI 0OHAa-
pykeHVs GUITMHTOBBIX aTakK. DTY TEXHOJOTUMA Jie-
MOHCTPUPYIOT 0Cc06yI0 3hdeKTUBHOCTL 651aro-
Iapst CIOCOGHOCTM aBTOMATUYECKM BbISBISATD
CJIO>KHBIE MATTepPHbI U aJalTUPOBATHCSI K HOBBIM
BUAAM YIpo3 6e3 He0OXOIMMOCTU PYYHOTO Bbife-
JIeHUSI IPU3HAKOB.

CseprtouHbie HelipoHHble ceTu (CNN), m3Ha-
YyajJbHO pas3paboTaHHbIe MOJI1 3aJau KOMITbIOTEP-
HOT'O 3peHMs], Hall/IM HeOXKUIaHHOe IIPUMEHEHMeE
B aHa/IM3e QUIIMHTOBBIX Beb-cTpaHuil. VX Kioue-
BO€ TPEMMYIIECTBO 3aK/II0YAeTCS B CITOCOGHOCTY
BBISIBJISITh TIPOCTPAHCTBEHHbIE 3aKOHOMEPHOCTU B
CTPYKTYPUPOBaHHBIX HaHHBIX. I[Ipy 06paboTKe
Be6-KoHTeHTa CNN YCITeIHO pacio3HalT XapakK-
TepHble mabmoHbl B HTML-Kome, BM3yaJqbHOM
obopmIeHMM U AaxXe B TEKCTOBOM IIpe[CTaBlIe-
Huu URL. Hanpumep, OHM MOTYT aBTOMaTU4YeCKU
o6HapyKMBaTh crienyuduueckye KOMOMHAIINY Te-
TOB WIN CTUJIE, YacTO UCIIOIb3yeMble B (OUIIMH-
TOBBIX CaliTax.

PexkyppenTHbie HelipoHHbIe ceTu (RNN), oco-
06eHHO MX MOAMGMUKAIMKU C JOJTOi KpPaTKOCPOU-
Hoii mamsaTeio (LSTM), mokasaim Bbigaromiyecs
pesyabTaThl B aHaldu3e IMOCIef0BaTelbHOCTEN
IaHHBIX. [[pUMEHUTENBHO K QUIIMHTY 3T apXu-
TEKTYpbl 0CO6eHHO 3¢QGeKTUBHBI IJIs1 06pabOTKM
TEKCTOBOTO KOHTEHTa Be6-CTpaHMI] M aHajau3a
BpeMeHHBbIX XapaKTepUCTUK - Halpumep, OTciie-
SKMBaHUSI UCTOPUM M3MEHEHMIT JOMeHa UM AVHA-
MUKV TOSIBA€HUSI MOXOXux caytos. LSTM cmo-
COGHBI YIaBIMBATh CJIOKHbIE SI3bIKOBBIE TTATTEPHbI
B (DMIIMHTOBBIX COOGIIEHUSX, BKIIOUAST CKPBIThIE
CMBICTIOBbIe KOHCTPYKIMM, KOTOPbIE YaCTO YITyC-
KaloT TPagMUIMIOHHbIE METObI.

Haubonee mepcreKTMBHBIMM B IIOC/TeqHEe
BpeMsI CTaju TpaHcopmepsl 1 I3bIKOBbIE MOTEJN
tunma BERT. DT apxXuTeKTypbl, 0OyUeHHbIE Ha
OTPOMHBIX KOPITyCaX TEKCTOBBIX JAHHBIX, T€MOH-
CTPUPYIOT GecripelieIeHTHYIO CIIOCOOHOCTD ITOHMU-
MaTh KOHTEKCT M CEMaHTUKy Be6-KoHTeHTa. OHU
MOTYT aHaJU3UpPOBaThb He TOJbKO OTJeJIbHbIe
coBa UM (Gpassl, HO M CJIOKHbIE B3aMMOCBSI3U
MeXIy pasIMyHbIMU 3JIEMEHTaMU CTPaHMUIbI.

Oco6eHHO IEHHBIM CBOJCTBOM TpaHCHOPMEpPOB
SIBJISIETCS. X CIIOCOOHOCTb OOHAPYKMBATh M3OIII-
peHHble (UIIMHIOBbIE aTaKM, I[e 3J0YMbIILIEH-
HUKU CIeIMaabHO U36eraioT UCII0Tb30BaHMs OvUe-
BUIHBIX KJTIOUEBBIX CJIOB.

[71aBHOE MPEMMYIIECTBO INTyOOKOr0 00yUeHMs
3aK/II0YAeTCsI B €ro aJalTMBHOCTM — MOMEIn
HEMpepbIBHO V/IYUIIAIOT CBOM TOKa3aTeau II0
Mepe MOCTYIUIEHMs] HOBbIX JaHHBIX, aBTOMAaTHde-
CKM BBISIBJISISI CBesKMe (DUINMHTOBbIE TeXHUKM. Ofi-
HAKO 3TY METOMbI TPEGYIOT 3HAUMTETbHBIX BBIUMC-
JIUTEJIbHBIX PECYPCOB U OOJIBIINX 00bEMOB pasMe-
YEHHBIX JaHHBIX s 06yueHusi. Kpome Toro, ux
«UepHBI SLUVK» IPUPOJA MHOTIA 3aTPYIHSIET UH-
TepIIpeTaluio pe3yIbTaToOB, YTO MOXKET 6bITh KpU-
TUYHO B KOPIIOPATMBHBIX CHCTEMax Oe30MacHO-
ctu. Tem He MeHee KOMOMHAIIMSI PA3IMUHBIX ap-
XUTEKTYp TJIy60KOTO OOy4YeHUs C TpPamuIVOH-
HBIMM TOIXOHAMM OTKPbIBA€T HOBBIE IMEPCIEK-
TUBBI B CO3TAHUM KOMIUIEKCHBIX CUCTEM 3al[UThI
OT (QUIIMHTA CIeIYIOLIETO TOKOIEHMS.

IIpobGnemsl: HedocmamouHas adanmauyus K Ou-
HAMUUecKu MEeHSIOWUMCA QUUILHZ08bIM CXeMAM

HecmoTps Ha 3HauUMTeIbHbIE YCIIEXM B paspa-
060TKe cucTeM OOHapyXeHUS (QUIIMHTA, COBpe-
MeHHbIe pellleHMs] CTaJKMUBAIOTCI € (QyHIaMeH-
TaJlIbHOJ TTP06J1eMOi1 — GBICTPOE SBOJIOLVMIOHUPO-
BaHMe (QUIIMHTOBBIX TEXHUK OIepeskaeT BO3MOXK-
HOCTM MX CBOEBPEMEHHOIrO BBISIBIEHUS. 3J10-
YMBILIJIEHHUKY ~ TTOCTOSIHHO  COBEPILIEHCTBYIOT
CBOM METO[IbI, pa3pabaThiBasi Bce 6ojiee 130IIPeH-
Hble CITOCOOBI 00XO0Ma 3allUTHBIX MEXaHM3MOB,
YTO CO3JAET Cepbe3HbIe BBI3OBBI JIS CUCTEM Oe3-
OTIaCHOCTH.

OCHOBHasI CJIOKHOCTb 3aK/TI0UaeTCs B TOM, UTO
TpPaAMIMOHHbIE [TOIX0Mbl, OCHOBAHHbIE HA CTATH-
YeCKMX MpaBUIax ¥ CUTHATypax, OKa3bIBAlOTCS He-
3¢ PeKTUBHBIMU TTPOTUB HOBBIX, paHee He BCTpe-
yaBIIMXCS (PUIIMHTOBBIX cxeM. Jlaxke coBpeMeH-
HbI€ CHCTEMbI MAIIMHHOTO OGYUYEHMsI, JEMOHCTPU-
pyIolliiie BbICOKME ITOKA3aTeIu Ha M3BECTHBIX TH-
Max arak, 3a4acTyl0 HeCIIOCOGHBI OIepaTUBHO
agarTUpOBaThCS K MPUMHLIUIIMAIBHO HOBBIM TaK-
THUKaM (GuIepoB. ITO CBSI3aHO C TEM, UTO IIPOIECC
cb0pa TaHHbIX, ITIepeoOyUeHMs MOIesIeil 1 pa3Bep-
THIBaHMSI OOHOBJIEHMII TpeOyeT 3HAUUTETbHOTO
BpeMeHM, B TO BpeMsI KaK 37I0YMbIIIJIEHHUKU MO-
TYT pa3sBepHYTh HOBYIO KaMITaHUIO 3a CUMTaHHbBIE
Yachl.

Ocobyio TpobaeMy IpeaCTaB/sSIOT agaIlTUB-
Hble (PUILMHIOBbIE aTaKu, KOTOPbIe aBTOMAaTHUe-
CKM IIOJICTPAMBAIOTCS IO/, 3allIUTHbIE MEXaHM3MBI.
CoBpeMeHHbIe (uiliepbl UCHOIb3YIOT TeHepaTUB-
Hble MOAENM [HJisT CO3OaHUSI  YHUKAJIbHOTO
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KOHTeHTa, AVMHAMUYECKM M3MEHSIOT CTPYKTYPY
CTPaHUIL M IPUMEHSIOT TEXHMKY 00dycKammm, 3a-
TpyIOHSIOMMe aHanmu3. HeKoTopble MTPOABUHYTHIE
aTaku Jaxke VCIIOJb3YIOT 3JIeMEeHThI MCKYCCTBEH-
HOTO MHTEJIIEKTa ISl TTepCOoHaNIu3aluu coooiie-
HMIT 1 60Iee TOYHOTO TTOAPASKAHMS JIETUTUMHBIM
pecypcam.

CyIIecTBeHHbIM OTPaHUYEHMEM SIBJISIETCS U 3a-
BUCHMOCTb OT PETPOCIIEKTUBHBIX JAHHBIX — 60JIb-
IIMHCTBO CUCTEM OOYYalOTCSI Ha MCTOPUUECKUX
npuMepax GUIIMHTOBBIX aTak, YTO AejIaeT UX ysI3-
BUMBIMM K MPUHIMUIIMAILHO HOBBIM BEKTOpaM
arak. Kpome Toro, rmpo6ema ycyryo/seTcst mosiB-
JIeHMeM HOBBIX INIaTGOPM M KaHAJIOB pacIIpocTpa-
HeHMs1 (PUIIMHTa, TaKUX KaK MeCCeHIKepbl M
MIPOTPeCCUBHbIE BeO-TIPUIOKEHMSI, KOTOpbIE Tpe-
OyIOT pa3paboTKM CHEIMaIN3UPOBAHHBIX ITOIXO-
OB K 0OHAPY>KEHMUIO.

OTU BBI3OBBI TPEOYIOT IEepeoCMbIC/IEHUST Tpa-
OUIVOHHBIX TApagurmM 3aIluTbl U paspaboTKu
MIPUHIIUITMAIBHO HOBBIX ITOJXO/IOB, CIIOCOOHBIX K
HeMpepbIBHOMY CAaMOOOYYEeHUIO ¥ ITPOTHO3UPOBa-
HUIO HOBBIX (PUIIMHTOBBIX TEXHMK. IlepCrieKTUB-
HbIM HaIlpaBjeHMEM IIPe[CTaBIIeTCs CO3IaHue
amarTUBHBIX CUCTEM, COUETAIOIINX HeCKOIbKO Me-
TOZOB aHAIM3a C JIEMEHTAMM aKTUBHOTO ITPOTU-
BOZEVCTBUS, CIIOCOOHBIX HE TOJIBKO OOHApPYKMU-
BaThb M3BECTHBIE YTPO3bl, HO ¥ IpenayraabiBaTh
9BOJTIONNIO QUIIMHIOBBIX CXEM.

3. IIpenyaraemMslii METOJ,

Boibop apxumexkmypwl HelipoHHOU cemu (Hanpu-
Mmep, 2ubpudHas modenb CNN + LSTM ons aHanusa
mekcma u cmpykmypol 86e6-cmpaHuu)

B yctoBMSX pacTyiieii CJIOKHOCTU (DUIIMHIO-
BBIX aTak KOMOMHMPOBAHHBIN ITOAXO[ K aHAIU3Y
Be06-KOHTEHTa CTAHOBUTCS KITIOUEBBIM HaIlpaBiie-
HMeM B pa3paboTke 3P GeKTUBHBIX CUCTEM OOHa-
py>keHus1 yrpos. IIpennaraemasi tubpugHast apxu-
TeKTypa, obbenuHsiomas cseproudbie (CNN) u
pekyppeHTHbIe (LSTM) HelipOHHbIE CeTU, MO3BO-
JITeT OMHOBPEMEHHO aHAM3UPOBATh KaK CTPYK-
TYpHbIE, TaK ¥ TEKCTOBbIE 0COGEHHOCTY BeO-CTpa-
HMUII, UTO obecreunBaeT 6o0siee ryy60K0e MOHMMa-
HMe UX COoMepsKaHMs.

CBeprouHbie HelipoHHble ceTu (CNN) B 3TOM
MOJIe/TV OTBEUAIOT 34 BbISIBJIEHVE TPOCTPAHCTBEH-
HbIX TIATTEPHOB B CTPYKTYPUPOBAHHBIX JTaHHBIX.
Ipu obpabotke HTML-KOma ¥ BU3YaTbHBIX 3JIe-
MeHTOB Beb-cTpanui], CNN aBTOMaTUUeCcKM OOHAa-
PYKMBaeT xapaKTepHbIe abI0HbI, TAKME KaK CIe-
uuduyeckye KOMOMHAILMM TEroB, CKpPbIThIE
CKPUIITHI MM aHOMaJiMM B BepcTKe. Hampumep,
(OUIIMHTOBBIE CAiAThI YACTO COAEPIKAT U3OBITOUHOE
KOJIMYECTBO PEOUPEKTOB WIM HeCTaHAAPTHbIE

BCTpauBaemble 3jieMeHTbl, KoTopble CNN moxkeTt
UIOEeHTUGUIVPOBATD KaK IMIPU3HAKY TOJ03PUTEIb-
HOJ aKTMBHOCTM. JIJII 3TOro MCXOHIHbIE JaHHbIE
MmpeobpasyloTcss B ABYMEpHbIe IpencTaBAeHUs
(HampuMmep, uepe3 BeKTOpPHOe KOAMpOBaHMeE
HTML-CTpYKTYpBI), UTO ITO3BOJISIET CETU aHATU3U-
pPOBATb MX AaHAJIOTUYHO M300PAKEHNSIM.

PexyppenTHbie komnoHeHTbl (LSTM), B cBOO
ouepenb, GOKYyCUPYIOTCS Ha 06paboTKe mocaeno-
BaTeJbHOCTEN TeKCTOBOro KoHTeHTa — URL-
aJipecoB, TeKCTOBBIX OJIOKOB, MeTamaHHbIX. LSTM
3¢ dEeKTUBHO y/IaBIMBAET CEMaHTUYECKME 3aBU-
CMMOCTU MEXIYy CJIOBAMMU, BBISIBJSIS CKPBITHIE
MapKepbl (QUINMHTA: arpecCMBHbIE TPU3BIBBI K
IeCTBUI0 («CPOYHO TIOATBEpAUTE [TaHHbIE»),
VMUTAUMIO O(QUIMATBHOTO CTUIST M3BECTHBIX
OpEeHMIOB WM HeeCTeCTBEHHbIE SI3bIKOBbIE KOH-
cTpykuyuyu. Oco6eHHO BaxkHa crioco6HocTh LSTM
paboTaTh C KOHTEKCTHO MHDOpMaIMeii — Harpu-
Mep, aHAIU3UPOBAThb UCTOPUIO M3MEHEHWUIl IO-
MeHa WIM JUHAMMUKY IOSIBJIEHMST HOBBIX CTPaHULI,
CBSI3aHHBIX C TOLO3PUTEIBHBIM PECYPCOM.

Cuneprust CNN u LSTM pocTturaetcs 3a cyer
06beqMHeHMS UX BBIXOMHBIX CJIOEB B OOIINII KiTac-
cudukarop. Ha mepBom starie CNN o6pabaTbiBaeT
CTPyKTypupoBaHHbIe faHHbie (HTML-kon, cKpuH-
IIOTHI CTPAaHWUIIBI), M3BJI€Kasi MPU3HAKY, CBSI3aH-
HbIe C TEXHMUECKOI opraHmsanuein carra. [lapan-
sesbHO LSTM aHanu3upyeT TeKCTOBbIE TOC/EIO0-
BaTe/IbHOCTY, BBIJEJISISI CEMaHTUUeCKue U CTUIN-
CTUYEeCKVe aHOMAIUN. 3aTeM BEKTOPBI MIPU3HAKOB
OT 060MX KOMIIOHEHTOB 06 IVMHSIIOTCS U Tlepea-
IOTCSI B TIOJTHOCBSI3HbIE CJIOM, TJle MOjeb 0Oyua-
eTCsl OTIpefieNisiTh B3aMMOCBSI3U MeXKIY CTPYKTYp-
HBIMM U TEKCTOBBIMM MapKepaMmy (GUIIMHTA.

Takast apxuTeKkTypa AEeMOHCTPUPYET MpeuMy-
IecTBa Iiepend otaenbHO B3sATbIMM CNN uan
LSTM. Hanpumep, CNN moxkeT mpormycTuTh pu-
IIMHTOBYIO CTPaHMILY, KaueCTBEHHO UMUTUPYIO-
HIYIO AM3aiiH JIETUTUMHOTO caiita, Ho LSTM o6Ha-
PYKUT TIOA03pUTENbHbIE (POPMYIUPOBKM B TEK-
cre. 1 Hao6opoT — LSTM MoOsKeT He pacro3HaTh
CKPBITBI BPEeIOHOCHBI/ CKPUIIT, KOTOPbIi OymeT
BoIsiBieH CNN uepe3 aHanm3 CTPYKTYpbl KOAa.
DKCIIepUMEHTbHI ITOKA3bIBAIOT, YTO TMOPUAHAS MO-
IleJIb ITOBBIIIAeT TOUHOCTh KiaccuduKanm Ha 12—
15% mo cpaBHEHMIO ¢ 6a30BBIMM ITOIX0IAMM, OCO-
0eHHO B C/Ty4Yasx CJIOXKHBIX aTak, TJe 3/I0YMBIIII-
JIEHHUKM KOMOMHMPYIOT HECKOJIbKO TEXHUK 00-
MaHa.

OnHako peanus3aumsl Takoi momenu Tpebyer
TILATE/NbHOV HACTPOVKU. BaskHBIM 3Tariom SIBJISI-
eTcst mpenob6paboTka maHHbIX: HTML-Kom ouniia-
ercsi OT IIYMOBBIX 3JIEMEHTOB, TEKCTOBBIN
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KOHTEHT HOpMayM3yeTcs (CTEMMMHT, yOasleHue
CTOII-CJIOB), @ MYJIbTUMO/a/IbHbIe JaHHbIe (TeKCT,
KOJ, M300pakeHusT) MpeoOpas3yrTCcs B COIJIACo-
BaHHble (opmaTel. Kpome Toro, obyueHue ru-
OpMOHO ceTu TpebyeT 3HAUMTENbHBIX BHIUMCIU-
TeJIbHBIX PeCypCcoB U COaIaHCUPOBAHHBIX JaTace-
TOB, YTOOBI M36€KaTh IIEPEKOCA B CTOPOHY OJTHOTO
TUIIA TTPU3HAKOB.

[lepcniekTMBBI Pas3BUTKUS TOAXOAA CBSI3aHBI C
MHTeTpalueit MexaHM3MOB BHUMaHus (attention)
IIJISI BBIIEJIEHMS HanboJiee 3SHaUMMbIX (DparMeHTOB
KOJa ¥ TEKCTa, a TAaKKe C MCIOIb30BaHMEeM TPaHC-
(hepHOTO 06YyUEeHMS Ha TTPea06yUEeHHBIX SI3bIKOBBIX
mopensax (Hanpumep, BERT) s yinyuinenus aHa-
Ju3a CeMaHTUKU. DTO MTO3BOJIUT CUCTEME afanTu-
pPOBATbCS K HOBBIM (DUIIMHTOBBIM CX€MaM, KOTO-
pble TTOCTOSTHHO 3BOJIOIIMOHMUPYIOT, OCTaBasICh Ha
1ar Brepey TpaJauIMOHHbIX METO/IOB 3alllUThI.

OcobeHHocmu hpedobpabomKu OaHHbIX:

Cbéop npusHakos (URL, HTML-koHmenm,
JavaScript-xo0, uzobpaxeHus)

Bexmopusayus mexcma (Word2Vec, TF-IDF)

[Ipemo6paboTka HAHHBIX MTPaAeT KIIOUEBYIO
POJTb B co3aHmu 3G hEKTUBHOI CUCTEMbI 06HAPY-
SKeHUs PUIIMHra, 0CO6eHHO IpU paboTe C reTepo-
TeHHbIMM MCTOYHMKaMM uHopMmaruu. I[porecc
HaYMHAETCS CO cO0pa MYyIbTUMOIATbHBIX ITPU3HA-
KOB, KaXXIbIii 13 KOTOPBIX TpebyeTr crenuduye-
cKkoro moaxoza kK oopadorke. URL-ampeca aHamu-
3UPYIOTCSI HAa TIpeAMET CKPBITHIX MATTEPHOB: U3-
BJIEKAIOTCSI TaKMe XapaKTePUCTMKM, KaK AJIMHA
CTPOKM, HaJIMuMe TMOAO3PUTENbHBIX CUMBOJIOB
(Hanpumep, «%20» MM MHOXXECTBEHHBIX MOAA0-
MeHOB), ucrnonab3oBaHue HTTPS, a Takke mnpu-
3HAKM TUIOBBIX (UIIMHTOBBIX TAKTUK — HAIpU-
Mep, MMUTAIMM JOMEHHBIX MMEH Yepe3 3aMeHy
OYKB. [IJ151 9TOT0 MIPUMEHSIIOTCS PEryIsipHbIe BbIpa-
SKeHMSI U aJITOPUTMbI CPaBHEHUSI CTPOK, TTO3BOJISI-
IOIIT}MEe BBISBJISITh CXOXKECTD C IESTUTUMHBIMMU JOMe-
HaMU.

HTML-KOHTEeHT NPOXOOUT MHOTOYPOBHEBYIO
OUMCTKY: YIAISIOTCS CTy>)KeOHbIe Ter, KOMMEHTA-
PUU U PeKJIaMHbI€e GJIOKU, TIOC/IE YETO COXPAHSIETCST
CTPYKTYpa CTPaHUIIbI, BKIIOUast MeTaTeru, GopMbl
BBoJa U cchbUkM. Ocoboe BHUMaHME YyeseTcs
CKPBITBIM 3JIEMEHTaM — Hampumep, HeBUIVMbIM
CJIOSIM  MJTM  CKPUIITaM, BBITIOTHSIOMIM pefy-
pekTbl. JavaScript-Kop mopjBepraercsi craTuue-
CKOMY aHaJIN3Y: BBISBISIIOTCSI TIOIIBITKY 00QyCKa-
IIMY, BBI3OBBI (DYHKIINIA IJ1s1 cOOpa MOJIb30BaTe N b-
CKMX JAHHBIX VIV B3aMMOZENCTBUS C BHEITHUMM
cepBepaMu. IS 3TOTO MUCIOJIB3YIOTCS MHCTPY-
MEHTbI JeKOMIIWISIIMY U TOKeHM3aLuH, peobpa-
3yIolIye KOJ B IMOC/IeI0BaTeIbHOCTH, IIPUTOIHbIE

IIJIST HelipoceTeBOTO aHaaM3a. V3o0paskeumust 00-
pabaThIBAIOTCSI OTHENbHO: WM3BJIEKAITCS JIOTO-
TUIIBI, paCIIO3HAETCs TEKCT ¢ rmomoibio OCR (or-
TUYECKOTO paclo3HaBaHMUsI CUMBOJIOB), a rpadu-
YyecKue 3JIeMeHThI ITpeobpasyioTcst B TEH30PhI, CO-
XpaHsSIoe IPOCTPAHCTBEHHbIE 3aBUCUMMOCTU
ISt Toceaytonieit o6pa6oTky CNN.

TexcToBbIe JaHHbIE (KOHTEHT cTpaHuiisl, URL,
MeTaZaHHble) MPOXOASIT 3TAll BEKTOPU3AIIUM,
rIe KPUTUUECKN BaKHO COXPAHUTh KaK CEMaHTU-
yeckue, TaK ¥ CTaTUCTUYECKME 0COOeHHOCTU. Me-
toh, TF-IDF nipumeHsieTcs /11 BbIAeIeHUS KIrue-
BBIX CJIOB, XapaKTepHBIX MJs1 (PUIIMHTA: HaATIpU-
Mep, TEPMIMHOB, CBSI3aHHBIX C Urgency («CpOYHO»,
«TIPOBEpbTE»), WU creluduueckux GopMyanpo-
BOK, MMWUTUPYIOIIMX OMUIIMaTbHbIE YBeIOoMIIe-
Hust. OgHospeMenHo Word2Vec unmn GloVe uic-
TTOJIb3YIOTCS JIJIST TPe06pa3oBaHMS CJIOB B BEKTOP-
Hble TIpeCTaBIeHNs], YUUThIBAIOIIVE KOHTEKCT UX
ynotpebieHus. ITO O3BOJISIET MO PacIio3Ha-
BaTh CKPBIThIE CMBICJIOBbIE CBSI3Y — HAITpUMep, KO-
raa ¢hpasa «Balll aKKayHT 3a0JIOKMPOBaH» 3aMeHSI-
eTcsl Ha «TpebyeTcsl BepudMKalus yUeTHON 3a-
MIACK», COXPaHSAS TIPU 3TOM (UIIMHIOBBIN IOI-
TEKCT.

O6benuHeHMe PasHOPOAHBIX TAaHHBIX Tpebyer
peleHust MpobaeMbl COBMECTUMOCTY (pOPMATOB.
TexkctoBbie BekTopsl (TF-IDF, Word2Vec) o6benu-
HS10TCs ¢ mpusHakamu 13 HTML u JavaScript, npe-
06pa30BaHHBIMM B UMCJIOBbIE ITOC/IEIOBATEbHO-
CTHU, a Tpaduueckye JaHHbIe (M300pakeHMsI) CTaH-
IapTU3UPYIOTCS 10 eIMHOTO pasmMepa M HopMaJsii-
3YyIOTCSI TI0 1IBETOBbIM KaHasaM. [Ijis1 yeTpaHeHus
IIyMa IPUMEHSIIOTCS METOIbl YMEeHbIIEeHUS pa3-
mepHoctu (PCA, t-SNE), a Takke 6GajaHCHMPOBKA
KJIaCCOB, UTOOBI M36€XKaTh IIEPEKOCA B CTOPOHY JIe-
TUTUMHBIX MU QUIITMHTOBBIX TPUMEPOB.

PesynbTaToM 1pemo6paboOTKM  CTaHOBUTCS
KOMIUIEKCHBI/I HaOOp MPU3HAKOB, Ie KaKIblit
MOJAIBHOCTb (TEKCT, KOJ, U300paskeHus1) Ipej-
cTaBjeHa B ¢hopMe, ONTUMAIbHON IJISI COOTBET-
CTBYIOIIETO KOMIIOHEHTa TMOPUIHOM MOIeiu.
CNN nosryyaeT Ha BXOZ, CTPYKTYPUPOBaHHbIE TaH-
Hble (u300paxkenust, MaTpuilibl HTML-Teros),
LSTM o6pabaTsiBaeT TEKCTOBBIE ITOC/IEIOBATEb-
HOCTY ¥ BpeMeHHbIe 3aBUCUMMOCTH, a MHTerpalu-
OHHBIN CI071 00bEeIVHSIET UX BBIBOIbBI, CO3MaBast
1IeJIOCTHOE TIpeficTaBjieHue o BeG-cTpaHuie. Ta-
Kasi MHOTOYpOBHeBasi 06paboTKa IT03BOJISIET CU-
CTeMe BBISIBJISITh KaK SIBHbIE, TAK ¥ CKPBIThIE Map-
Kepbl (PUIIMHTa, KOTOPbIE OCTAIOTCS He3aMeueH-
HBIMM TIPU VCHOJb30BAaHUM €OUMHOIO ITOAXO0ma K
aHa/IN3Y JAaHHbIX.
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Onmumusayus eunepnapamempos Mooenu.

O} bheKTUBHOCTb TMOPUAHBIX MOjesei Tiry6o-
KOoro obyueHwusi, Takux Kak KomomHaimss CNN u
LSTM, HampsiMyl0 3aBUCUT OT KOPPEKTHOTO BbI-
6opa rumeprnapamMeTpoB — HAaCTPOEK, KOTOpbIe
OTIpefesISIIOT apXUTEKTYPY M IIpoIecc o6ydeHus,
HO He SIBJISIIOTCS YacCThl0 00y4aeMbIX BeCOB. DTOT
9Tanm KPUTUYECKM BakeH i1 OaJaHCUPOBKU
MEXIY CKOPOCTbIO OOGYUEeHMsI, YCTONUMBOCTHIO K
1epeoOyUYeHUI0 U CIIOCOGHOCThIO MOMENN BBISIB-
JIATh CJIOXKHBbIE (UIIMHTOBBIE TATTEPHbI. B KOH-
TEeKCTe aHa/IM3a Be6-CTpaHUI] ONITUMM3ALNS Tpe-
oyeT yuera crienuGUKM JAHHBIX: PA3HOPOIHOCTHU
TIPU3HAKOB (TEKCT, KO, M300paskeHMs), BhICOKOI
M3MEHUYMBOCTU (PUIIMHTOBBIX TEXHUK U HEOOXO-
OIUMOCTM OOpabOTKM KOHTEKCTHBIX 3aBUCUMO-
CTei.

Ins CNN-KOMIIOHEHTa KII0UYeBbIMM TUIIepIia-
paMeTpaMM CTaHOBSITCSI KOJIMUYECTBO UM pasMep
buIbTPOB, ONpeneSoNMX CIIOCOOGHOCTb CETH BbI-
SIBJISITh MPOCTpPaHCTBeHHble matTepHbl B HTML-
CTPYKType WM BU3YaJdbHbBIX 3jMeMeHTax. Hampu-
Mep, MeJikye GuUabTps (3x3) 3¢ PeKTUBHBI AJ1sT 06-
Hapy>KeHMsI JTOKaJbHBIX aHOMaJINIT B BEpCTKe, TO-
Ia Kak KpyrHble (5X5) MOMOTalT pPaciio3HABaTh
KOMIUIEKCHbIE MIa6JI0HBI MOIIEHHWYECKUX CTpa-
Hui,. B LSTM-6/10Ke KpUTUYECKYIO POJb UIPAET
pasmMep CKpPbITOTO COCTOSIHMSI, BIUSIOIINIT Ha CITO-
COGHOCTh MOJEIM 3allOMMHATh OJIMHHBIE ITOCIIe-
IOBaTeIbHOCTM TEKCTOBBIX AAHHBIX, TaKUX Kak
URL ¢ MHOXeCTBeHHbIMM IIOAJOMEHaMU WIN
CJIOKHBIE (GUIIMHTOBbIE DOPMYIMPOBKU. T06aB-
JieHMe cjioeB Dropout ¢ onTuUMaibHbIM KO3 du-
1yeHToM (0661uHO 0.2-0.5) cTaHOBUTCS HEOOXO-
OUMBIM IJIsl TIpeJOTBpalleHusl IepeobyueHms,
0COGEHHO MmpM paboTe C OrpaHMYEHHBIMU HAbOO-
pamu JaHHbIX.

Ckopoctb 06yueHust (learning rate) u BbIGOD
ontumusatopa (Adam, RMSprop) Tpe6yioT oco-
60ro BHMMAaHMSI, TaK KaK HeBepHbIe 3HAUEHMS MO-
TYT IPUBECTU K 3aCTPEBAHMIO B IOKAIbHbBIX MUHU-
MyMax WIM PacXOAMMOCTM IIpoliecca OOyueHMUsI.
I TMOPUAHBIX APXUTEKTYpP YaCTO IPUMEHSIIOT
aJanTMBHbIE METOZAbI, HampuMep, LUKINYECKOe
usMeHeHne ckopoctu obyuenus (Cyclic LR), uto
0COGEHHO IT0JIE3HO IIPM COBMECTHON HAaCTpoOiiKe
pasHoponHbIix KOMIOHeHTOB (CNN 1 LSTM). Dke-
TepUMMEHTHI ITOKAa3bIBAIOT, UTO MCIIOJIb30BaHMeE
ontumusatopa Nadam ¢ HayaJbHO CKOPOCTBIO
obyuennst le-4 IMO3BOMSIET AOCTUYb CTAOMIBHOM
CXOOMMOCTU TIpU aHajau3e MYIbTUMOAATbHbBIX
TlaHHBIX.

CoBpeMeHHbIe TIOAXOIbl K ONTUMMU3ALUU
BKJIIOUAIOT KakK Kiaaccuueckue wmertonbl (Grid

Search, Random Search), Tak ¥ TPOABMUHYTbIE TEX-
HMKM Ha OCHOBe 06aileCOBCKOI OITVMMM3ALUN MU
reHeTMYeCKuX aJroputMoB. Hampumep, dpeitm-
Bopk Optuna ycrienrHo npMMeHsieTcs JJjisl aBToMa-
TUYECKOTO IIOMCKa OITMMATbHBIX KOMOMHALMI
rumneprnapaMeTpoB, MUHUMU3IUPYS 3aTPaThl BbI-
YMCIUTENBHBIX pecypcoB. OIHAKO B 3amavax 00-
Hapy>XeHUsI QUIIMHTA BAXKHO YUUTHIBATH CIIEIN-
(buKy TaHHBIX: KPOCC-BaMUAALINS JOIKHA UMUTH-
pOBaTh peasibHbIE YCJIOBUS, TIe HOBbIE (DUIINHIO-
Bbl€ CXeMbl MPUHIUITNAIBHO OTIMYAIOTCS OT yKe
M3BECTHBIX. [IJIT 3TOrO MCIOJb3YIOT CTPATEruio
BpEeMEHHOT0 pasfiefieHusl JaHHbIX, KOTJa MOJe/b
TeCTUpYeTCs Ha IpuMepax, CO6paHHbIX ITOCIIe I1e-
puoa oGydeHus.

[TpakTHyecKkye SKCIIEPUMEHTBI C TUOPUIHOI
CNN-LSTM mopens0 IeMOHCTPUPYIOT, UTO Tpa-
MOTHasl ONMTUMM3AIMS MMO3BOJISIET MOBbICUTH F1-
Mepy Ha 18-22% 10 cpaBHeHMIO C 6a30BBIMU
HacTpolikamu. Hampumep, yBenmueHue Koau4e-
ctBa LSTM-c/10€B ¢ 0IHOTO 10 ABYX IIPU OAHOBpE-
MEHHOM CHVKEHUM CKOPOCTM OOYYeHUS Yayd-
I1aeT paciio3HaBaHye KOHTEKCTHBIX (PUITMHTOBBIX
111a6;I0HOB B TEKCTOBOM KOHTeHTe. OHaKO upes-
MepHOe YCJIOXKHEHMEe apXUTEKTYphl (Hampumep,
nobasnenye Tpetbero CNN-cj10s1) MOXKET MpuBe-
CTU K POCTY JIOXKHBIX CpabaThIBaHMIi 13-3a Tepe-
06yueHMs Ha ITyMOBbIE TIPU3HAKMN.

[TepcrieKTUBHBIM HAllpaBJI€HUEM CUUTAETCS
MHTeTpalnusi HelipO3BOIIOLVIOHHBIX METOZOB, TAe
apXUTEKTypa M TUllepriapamMeTpbl MOIEIN OITU-
MU3UPYIOTCS OTHOBPEMEHHO, a Takke MCII0/Ib30-
BaHMe TpaHCepHOro ob6yueHUs [Ji1 IMepeHoca
npeno6yueHHbIX HACTPOEK C MOXOXKMUX 3a7ad. ITO
0COGEHHO aKTYaJbHO B YCIOBUSX OBICTPO MEHSIO-
MYXCsT (UIIMHTOBBIX TEXHUK, TPeOYyoImuMX ua-
CTOTO OOHOBJIEHUST Mojesieil 6e3 IMOJHOTO Tepe-
0OYUeHMS C HYJIS.

4. DRcriepMMeHTa/IbHasA 4YacCTh

Onucaxue damacemos:

ITy6nuunsie danusle (Phishing Dataset ¢ Kaggle,
OMKpblMble peno3umopuul)

OCHOBOJ1 11 06YUeHMs U BaIugaluu Moeseii
CJIY>KaT IyOJMUYHbIE JATaceThl, COOpaHHbIE U3 OT-
KPBITBIX MCTOYHMKOB, TakKux Kak Kaggle, permo3u-
Topuyu MammHHOTo 06ydyenus (UCI, GitHub) u crie-
IMaTM3UPOBaHHbIE IIATHOPMBI 1151 60PbOBI C KI-
6epyrposamu (PhishTank, OpenPhish). Harpu-
Mep, HomyasipHblii matacer ¢ Kaggle «Phishing
Websites Dataset» comepskut okosio 10 000 mpu-
MepOB BeO-CTpaHMIl, pa3MeYeHHbIX Ha (UIIVHTO-
Bble U JierMTUMHbIe. Kaskablii mpuMep BKIOYaeT
pasHoponHble mnpusHaku: cbipple URL-appeca,
HTML-KOHTeHT, MeTagaHHble (BO3paCT AOMEHaA,
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Hannume HTTPS), a Takke u3B/I€eYyeHHbIE CTATU-
CTUYECKME TapaMeTphl (KOJIMYECTBO BHEIIHMUX
CCBUIOK, MCIIOIb30BaHMe (peitMoB). [IJis OBbIIIe-
HUSI pelpe3eHTaTUBHOCTY JaHHbIe JOTIOTHSIOTCS
BbIOOpKamu 13 rpoekta Common Crawl, KOTOpBbIi
MpeIoCTaB/sIeT OOMIMPHBIN apXUB BeO-CTPaHMIL, U
CIIMCKOB aKTyaJbHbIX (GumuHroBsix URL, exe-
IHEBHO OOHOBJIIEMBIX aHTMBUPYCHBIMM KOMIIa-
HUSIMMA.

Oco6oe BHMMaHMe yhessieTcsl GallaHCy Kiac-
COB — B OOJIBIIMHCTBE MyOJMYHBIX JaTACETOB OIS
(OUIIMHTOBBIX IIPMMEPOB MCKYCCTBEHHO YBEJMU-
yeHa 10 40-50%, uTo moMoraeT 136ekaTh CMelle-
HMSI MOZE/IY B CTOPOHY JIETUTUMHBIX caiiToB. Ofi-
HaKO 3TO CO3[laeT PUCK MepeobydeHMs] Ha CUHTe-
TUYECKM COATaHCUPOBAHHBIX INAHHBIX, ITOITOMY
YacTb BBIOOPKYU (HOPMUPYETCS U3 «CBEKUX» TaH-
HbIX, COOpaHHBIX 3a MOCAegHMe 3—6 MecsIeB ve-
pe3 API cepBucos Bpoge VirusTotal mmm URLScan.
OTO MO3BOJISIET YYECTh IBOIONMIO (MUITMHTOBBIX
TeXHMK, TaKUX KaK MCIIOJNb30BaHME AMHaAMUJe-
CKMX TOMEHOB v o6dyckaius JavaScript-kopa.

HecMOTpsI Ha MOCTYITHOCTDH ITyOIMYHBIX AAH-
HBIX, X KJIIOUEBbIM OrpaHMUYeHMEM OCTaeTCs Bpe-
MEHHOI JIaT MeXXIy CO0pOM M ITyOJIMKaLIMe, M3-3a
KOTOPOTO MOV MOTYT YITyCKaTh HOBEJIe BEK-
TOpbI aTak. [Ijas MUHMMM3AUMUU 3TOro 3ddekra
TIPUMEHSIETCS ayTMEeHTAaIMS TaHHBIX: CYIIECTBYIO-
e GUIIMHIOBbIE IPUMEPBI MOOUDUIIVPYIOTCS C
TIOMOIIIbI0 TeHEPATMBHBIX METOJOB (Harpumep,
3aMeHbI CJIOB Ha CMHOHMMBI MJIU TOOaBIeHNS CITy-
YalfHbIX MMOAAOMEHOB), UTO paclIMpseT pa3Ho00-
pasue obyyvarorei BbI6OpKH. [IOTIOTHUTETHLHO VC-
TIOJIb3YIOTCSI KPayACOPCUHIOBbIE METKM OT COO00-
IIeCTB Knbepbe30ImacHOCTH, ITO3BOJISIONIE BEPH-
(uUIMpOBaTD CIIOPHBIE CJTyYan ¥ KOPPEKTUPOBATH
pa3MeTKy.

Takum 06pa3oM, KOMOMHALMS ITyOIMUHBIX Ta-
TaceToB, aKTyaJbHbIX CIIMCKOB YIPO3 U CUHTETU-
YeCKy pacliMpeHHbIX JaHHBIX GOpMUpYeT HallexK-
HYI0 OCHOBY [IIJIT 0OyUeHMST MOJIeJIei, CITOCOOHBIX
amanTUpPOBaThCS K GBICTPO MEHSIONIEMYCS JIaH -
madTy GUIIMHTOBBIX aTaK. DTO 06eCIeunBaeT He
TOMIBKO BBICOKYIO TOYHOCThH Kaaccuburauuym Ha
MCTOPUYECKUX JAHHbBIX, HO ¥ YCTOWUMBYIO ITPOU3-
BOIUTEILHOCTD NPV 0OHAPYKEHUM HOBBIX, paHee
HEM3BECTHBIX CXeM MOIIIEHHUYECTBA.

Banancuposka xnaccos, pasdesieHue Ha mpeHu-
POBOUHYIO U Mecmosyio 8bl00pKU

B ytoBusix, Korga GUITMHTOBBIE TTPUMEDPHI CO-
CTaBJISIOT MEHBIIMHCTBO 10 CPAaBHEHUIO C JIETU-
TUMHBIMMU caiiTamy, pobiemMa mucbanaHca Kiaac-
COB CTaHOBUTCSI KpuTHueckoit. HecGamaHcupo-
BaHHbIE JAHHbIE TIPUBOJAT K CMELIEHUIO MO

B CTOPOHY MakOPUTapHOTO KJ1acca, Korja cucTema
HauMHAET MapKMPOBATh GOJIBITMHCTBO CAliTOB KaK
6e30ITacHble, UTHOPUPYSL peoKue, HO OIaCHbIe
cotydau. JIjist yerpaHeHust aToro addekra mpume-
HsIeTCSI KOMOMHAIVsI METOOB: CUHMemuueckas 2e-
Hepayus npumepos (SMOTE), e38ewusarue knaccos
npyu pacueTe GYHKINUYU TIOTEPh U cpamupuyupo-
8aHHAs B8bIOOPKA, TapaHTUPYIOIIAsl TMPOIOPLIVO-
HaJIbHOE TIpejicTaB/ieHle KJIacCOB B TPEeHMPOBOU-
HBIX M TeCTOBBIX Habopax. Hampumep, mpu uc-
nosib3oBaHum SMOTE co30at0TCsl MCKYCCTBEHHBIE
(VIIMHTOBBIE TTPMMEPHI Ha OCHOBE CYIIECTBYIO-
VX, YTO TIO3BOJISIET MOJEJU HayuUThCsl paclio-
3HaBaTh HIOAHCHI aTak 6e3 repekoca B CTOPOHY Jie-
TUTUMHBIX JAHHBIX.

PasgeneHne JaHHBIX HA TPEHUPOBOYHYIO U Te-
CTOBYIO BBIOOPKM TpebyeT 0cO60TO IMOAX0Aa 13-3a
IVHAMMWYHOV mpuponsl ¢uiyHra. CTaHgapTHOe
oIydaliHoe pasfelieHMe MOXKeT TPUBECTU K
«yTeuKe» BpPEeMEHHbBIX IMAaTTEPHOB: eCJIM MOJeb
00yuyaeTcs Ha CTapbIX JaHHBIX, & TECTUPYETCS Ha
HOBBIX, 3TO MMUTUPYET peayibHble YCIOBUS, IJIe
cucTeMa IOJKHA 0OGHAPYKMBATh paHee HeM3BeCT-
Hble aTaku. [IjIsl 9TOrO MPUMEHSIETCS 8PEMEHHOE
pasdeieHue: HaIpuMep, JaHHbIE, COOpaHHbIE 0
OTIpe/ie/IeHHOM HAaThl, MCITONb3YIOTCS IS 00yJe-
Husl, a 6osiee cBexkue — mjsl Bamumanyu. OmHAKO
MIpY CUJIbHOM AycOHaaHce KIacCcoB Jaske B TAKOM
CIleHapUM COXPaHSIeTCS] PUCK HEeOCTaTOYHOI pe-
Mpe3eHTaTUBHOCTY MEHbIIMHCTBA, IIO3TOMY CTpa-
TUGUKAIMS BBITTOTHSIETCS BHYTPU KaXKIOTO Bpe-
MEHHOTO CerMeHTa.

Kpocc-Banupaiusi, TpaJUIMOHHO MCIIOIb3ye-
Masl I OLIEHKM YCTOMYMBOCTU MOJENN, B 3aja-
yax oOHapykeHUsl puUIIMHTa MOAU(DUUMPYeETCs C
Yy4eTOM BPEMEHHOV 3aBUCUMOCTU. BmecTo ciy-
YyajfHOTO IepeMeIlBaHus IIPUMeHsIeTCs OJ10UHas
Kpocc-eanudauyus, Toe HaHHbIe pasOMBaAIOTCS Ha
Moc/iefoBaTe/bHble IIePUOJIbI, YTO IpemoTBpa-
IaeT CMeNIMBaHMe CTAPbIX ¥ HOBBIX (DUIIMHTOBBIX
TexXHUK. [Ipy 9TOM 6alaHCHPOBKA KJIACCOB BBITION-
HSIETCSI OTHENIbHO IJIS1 Kaskaoro Gosiga, YTo0bl U3-
0eskaTh MCKYCCTBEHHOTO 3aBbIIIEHMS METPUK.

OKCIepuMMeHThI MOKa3bIBAIOT, UTO KOMOMHA-
uusg SMOTE ¢ BpeMeHHbIM pa3feieHMeM ITOBBI-
mraeT moyHOTY (recall) Ha 25-30%, yMmeHbIIast Ko-
JIMYECTBO JIOKHOOTPUIIATETBHBIX CpabaThIBaHMIA.
OnmHako M36bITOYHAS TeHepauus CUHTeTUUECKUX
MIPMMEPOB MOSKET IIPUBECTU K ITepeobyueHnIo Ha
apredaxTax, T03TOMY UTOTOBbIE PE3Y/IbTAThI BCE-
rJa ITPOBEPSIIOTCS HAa TOJHOCTHIO HE3aBUCUMOM
TECTOBOM Habope, COOPaHHOM U3 aKTyaJIbHbIX UC-
TOYHMKOB. Takoii Momxon obecreunMBaeT He
TOJIbKO CTAaTUCTUYECKYIO HAJIESKHOCTh MOJIENN, HO
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M ee MPAKTUYECKYI0 NPUMEHMMOCTb B YCJIOBUSIX
OBICTPO MEHSIOIINXCS YTPO3.

CpasHenue ¢ 6a308bMU Memoodamu

OddeKTUBHOCTb MpeajaraeMoil TrubpugHOI
apxutekTypbl CNN+LSTM cTaHOBUTCS OCOGEHHO
OYEBUIHON MPU COMOCTAaBJIEHUM C TPagUIIMOH-
HBIMM MIOJIXOAAaMU, TAKMMM KaK aJITOPUTMBbI Ha OC-
HOBe ITpaBUJI WM KilacCUUecKue MeTO/Ibl MallyH-
HOro oOyueHus (Hampumep, SVM). CucteMsl, uC-
MOJb3YyOIINE NTpefonpeneneHHble TPaBuIa, ONu-
paroTCs Ha CTaTUUeCcKue CUTHATYPbl — CIIMCKY 3a-
MpellleHHbIX KIIUeBbIX (JIOB, ma6oHsl URL min
usBecTHble [P-agpeca 3710yMbBINIEHHUKOB. XOTS
TakMe MeTOlbl AEeMOHCTPUPYIOT BBICOKYIO TOU-
HOCTb B OOHAPYKeHUM YK€ M3YUYEeHHBIX YTPO3, UX
TJIaBHBI/I HEJJOCTATOK — HECMOCOOHOCTb afamnTu-
pOBaTbC K HOBBIM (UIIMHTOBBIM CXEMaM.
Hamnpumep, airOpUTM Ha OCHOBE TPaBUI MOXET
MPOMYCTUTh aTaKy, IJe 3J0YMbBIIUIEHHUKN 3aMe-
HSIIOT «0» Ha «0» B TOME@HHOM MMeHU UJIU UCTIOJIb-
3yI0T 06 yCIIMpOBaHHbIN JavaScript-Kof, He CooT-
BeTCTBYIOIINIT 3apaHee 3alaHHbIM I1a6/I0HAM.

Mopnenu MamIMHHOTO OOyYeHMs, TaKue Kak
SVM, 4aCTMYHO pemaloT MpobaeMy aganTUBHOCTA
3a cueT OOyUYeHUSI Ha UCTOPUUECKUX HTAHHBIX, HO
ux 9¢GGdeKTUBHOCTh OTrpaHMueHa HeoOXOoaMUMO-
CTbIO PYYHOI'O BbIAE/I€HUS MMPU3HAKOB. SVM, 110-
Ka3bIBAIOIIMI1 XOPOIIVe pe3yIbTaThbl MPU paboTe ¢
JIMHEeHO pa3feaMMbIMU TaHHBIMMU, YaCTO OKa3bl-
BaeTcsl 6eCIIOMOIIHBIM B CJTyvyasiX, Koraa QUIIMH-
TOBbIE U JIETUTUMMHBIE CAliThl UMEIOT MepeceKalo-
uiMecss XapakTepucTuku. Hampumep, eciau Mo-
IIEHHUKU KOTMUPYIOT IOM3aliH JIETUTUMHOTO pe-
cypca, HO M3MEHSIIOT JIOTMKYy ¢GopM BBoma, SVM
MOXET He BbISIBUTh YIPO3y, TaK KaK KJIIOueBbIe
NpusHaku (Hanpumep, crpykrypa HTML-kona
WU BU3YaJIbHbIE 3JIEMEHThI) He GbLIM BKITIOUEHbI
B obyuatoniuii Habop. Bosee Toro, SVM mioxo
MacmTabupyercss st paboThl C pa3HOPOIHBIMU
JaHHBIMM — OJHOBPEMEHHbI aHa/lIN3 TeKCTa,
U306paskeHuit U KoJa TpebyeT CIOKHON mpenob-
paboOTKM ¥ 4YaCTO MPUBOIUT K TIOTEpPE KOH-
TeKCTHO MHpopMaLmn.

I'mbpunHas mogeab CNN+LSTM mipeogoneBaeT
9T OTpaHMUEHMs 3a CUeT aBTOMAaTUUYeCKOTo M3-
BJiedeHUs TIPU3HAKOB KakK M3 CTPYKTYPUPOBAH-
HBIX, TaK ¥ U3 NOC/IeJ0BaTeNbHbIX JaHHbIX. B OT-
Jiyuye OT aJTOPUTMOB Ha OCHOBE TpPaBMJI, OHA
CIIocoOHA OOHAPYKMBATb CKPBIThIE TATTEPHBI —
Hampumep, couveTaHue ornpeneneHHbix HTML-
TEroB C CEMaHTUKOM TEKCTa, KOTOpOe He OMMUCHI-
BaeTCsl MPOCTbIMMU 3BPUCTUKAMU. B cpaBHeHUM C
SVM, mogzenb AeMOHCTPUPYET JIYYIITYH IPOU3BO-
IUTeTbHOCTh Ha BbICOKOpPAa3MepPHbIX TaHHBIX:

CNN ananusupyeT BU3yaJIbHble U CTPYKTypHBIE
0CcO0eHHOCTY cTpaHuIlbl, a LSTM BbISB/ISIET KOH-
TEeKCTHbIe aHOMAaauM B TEKCTe, UTO ITO3BOJISIET
OXBAaTUTh OOJIbIIE ACIIEKTOB ITOTEHIIMAJIbHONM
YIPO3BI.

ODKCIepUMEeHThI Ha JaTaceTax C aKTyaJbHbIMU
(OUIIMHTOBBIMM MMPYMEpPaMU ITOKa3bIBAIOT, UTO TU-
OpuaHas apxuTekTypa mpeBocxoauT SVM mo F1-
mepe Ha 18-25%, a anropuTMbl Ha OCHOBE ITPaBUI
— Ha 30-40%. HanpuMep, B TECTOBOM CLIEHApUH C
IVHAMMYECKM TeHepUpyeMbIMyU (GUIIMHTOBBIMU
CTpPaHULIAMU, UMUTUPYIOIIUMU TU3aiH OAHKOB-
ckux caiitToB, CNN+LSTM KoppekTHO uaeHTudm-
1upoBaia 92% yrpos, Torga Kak SVM oOHapyKI
TOJIBKO 74%, a TpaBMJIO-OPUEHTUPOBAHHAs CU-
crema — 58%. [Ipu 3TOM MOJeNb COXpaHSIET TUO-
KOCTh: B OTJIMUME OT KeCTKUX IpaBU, KOTOpPbIe
TPeOYIOT MOCTOSTHHOTO OOHOBJIEHNS, OHA afaITH-
pyeTcs K HOBBIM TexHMKaM (UIIMHTA yepe3 Jo-
obOyueHMe Ha CBEKUX JAHHBIX.

OfHaKO IpeuMYIIecTBa INIyOOKOro 0O6yYeHMs
COTIPOBOXKIAIOTCST TIOBBIIIEHHBIMU BbIUMCIUTEND-
HBIMU 3aTpaTaMy U CJIOKHOCTbIO MHTepIpeTalun
pes3ynbTaToB. Eciiu anropuTm Ha OCHOBe IpaBUI
TO3BOJISIET TOYHO OIIpeleuThb, KaKOil KpUTepum
MIpMBEJT K OJIOKMPOBKE caiiTa (HarpuMep, Haaudaue
MOA03PUTENLHOTO AOMEHA), TO TMOPUOHAST MO-
Jeb OeViCTBYeT KaK «UePHBI SIIUK», YTO MOXET
BBI3BIBATh CJIOXKHOCTM TPU MHTErpauuum B CU-
CTeMBI, TpeOyIollie IPO3pauyHOCTH peleHnit. Tem
He MeHee, I 3a7a4, TAe KPUTUUHA CKOPOCTh 00-
Hapy>XeHMsI HOBBIX YTPO3, KOMIIPOMMUCC B TOJIb3Y
aBTOMAaTM3MPOBAHHOTO aHa/IM3a U BbICOKOI afiar-
TUBHOCTY OKa3bIBAeTCS OIIPABIAHHBIM.

Tepexon oT 6a30BBIX METOMOB K IMOPUIHBIM
apXUTEKTypaM IJIYyDOKOTO OOyYeHUsI OTpaskaer
SBOJIIOLIMIO ITOX01a K Kubep6e30ImacHOCTH: OT pe-
aKTMBHOTO IMPOTUBOCTOSIHMS U3BECTHBIM yTpO3aM
— K IIPOAKTUBHOMY BbISIBIEHUIO CJIOKHBIX, AMHA-
MMUYEeCKM MEHSIOUIMXCS aTak. JTO MO3BOJSIET CO-
31aBaTh CUCTEMbI, KOTOPbIE He TOIbKO 3PheKTuB-
Hee 0OHAPYKMBAIOT (PUIIMHT, HO U CITOCOGHBI ITPO-
THO3MPOBATh pa3BUTHE MOIIEHHUYECKUX CXeM,
omepeskasi 3JI0YMBILUIEHHMKOB B TeXHOJIOruye-
CKOI1 TOHKe.

5. AHa/IM3 pe3yJIbTaTOB

Humepnpemauus aggpexmusHocmu mooenu: Ka-
Kue munsl GuWUH208bIX AMAK JYyUlle 00HAPYHCUBA-
romcs

[MpepyioxkeHHas rubpugHas MOJ€eNb
CNN+LSTM meMOHCTpPUPYET HEOTHOPOIHYIO 3¢-
(beXTMBHOCTH B 3aBMCUMOCTY OT TUIIA (PUIIUHIO-
BOJ aTaky, UTO OOYCJIOBIIEHO €€ apXUTEKTYpOi U
CIIOCOGHOCTBIO aHaIM3UPOBATh
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MyJIbTUMOJ/IbHBIE JaHHble. Hanbonbmux ycre-
XOB MOJENb OOCTUTaeT B OOHApysKEHUM KOM-
IUIEKCHBIX aTaK, COYeTAIIIMX MaHUITY/ISILMM C
URL, noagenky BU3yaJIbHOTO AU3aiiHA U TeK-
CcTOBbIe VJIOBKM. Hampumep, GUIIMHTOBbIE
CaThl, UMUTUPYIOIIYE UHTepdelic MOMmyIIpHbIX
6aHKOB, HO comepxkamye URL ¢ TUIIOBBIMM 3aMe-
HaMM CMMBOJIOB (TaKMMM KaK paypal.com BMeCTO
paypal.com), BBISIB/ISIIOTCSI 32 CUET CMHEPIUU KOM-
noHeHToB: LSTM pacnio3HaeT aHOMaluu B mocJje-
noBaTesibHOCTY cuMB0OJIOB URL, a CNN 06Hapysu-
BaeT MMKPOCKOIIMUECKME HEeCOOTBETCTBUSI B
BepCTKe WM rpaduuecKux 3JIeMeHTax, HeBUIU-
Mble [PV [IOBEPXHOCTHOM aHalIu3e.

Ataku ¢ o6dyckanueit JavaScript-koma
Takke 3(PQPEKTUBHO AETEKTUPYIOTCS OJaromaps
criocobHocTyt CNN aHa/IM3UPOBaTh CTPYKTYPHbIE
naTtepubl HTML 1 ckpuntoB. Monenb uaeHTudu-
LMpYyeT CKpPBbITble DEeAVPeKThbI, NOA03PUTEebHbIE
BBI3OBbI (DYHKIMII WIM TIOMBITKM MaCKUPOBKU
KOJla, JaKe eC/aM 37I0YMbBILUIEHHUKY UCIIOIb3YIOT
IMHaMMU4Yeckoe mubpoBaHue CTPOK. OTO BBITOTHO
OT/IMYaeT MOAXO0H, OT KIacCuyeCcKux MeTOI0B, KO-
TOpbIe YaCTO M0JIaraloTcsl Ha CTaTudeckue CUrHa-
TYpbI U HE CIOCOGHBI JEKOAMPOBATh YCIOXKHEH-
Hbl€ CKPUIITBI.

OnxHaKo Mofenb MPOSIBIseT MeHbINYI0 3ddek-
TUBHOCTb B CJIy4assX BBICOKOAJANTUBHBIX ¢(u-
IIMHTOBBIX KaMIIaHMIi, OCHOBAaHHBIX Ha COLM-
aJbHOV WMHJ)KeHepMM, Iie OTCYTCTBYIOT SIBHbIE
TeXHUYecKue mMapkepbl. Hanpumep, nucbma mwin
CaiiThl, UCMOb3YIOIIME TICUXOJOTUYECKUE TPUT-
repel («Bamr akkayHT OymeT ymajeH uepes 24
yaca») 6e3 mogo3puteabHbix URL mnm BpemoHoC-
HOrO0 KOJA, MOLYT OCTaTbCSd He3aMeYeHHBbIMY,
€CI TEKCTOBAsl COCTABIISIOLIAsT UCKYCHO MMUTU-
pyer oduumanbublii cTwib. LSTM-KOMIIOHEHT,
XOTS ¥ aHAJIU3UPYeT CEMaHTUKY, MOXKeT He pacro-
3HATb YTPO3Y, eCIU HOPMYIMPOBKY HETOCTATOUHO
OTKJIOHSIIOTCST OT JIETUTMMHBIX 11a6JIOHOB, a BU3Y-
ajgbHble 3JIEMEHThl IIOJHOCTBIO COOTBETCTBYIOT
O6peHmy.

OUIIMHT Yyepe3 MOOW/IbHBbIE IPUIOKEHMS
WIM MEeCCEeHJKepbl IIpe/iCTaBjseT OTAeIbHYI0
CJIOKHOCTb, TaK KaK MOJe/ib OpMeHTMpOBaHA Ha
aHaIU3 BeO-KOHTEHTA. ATaKM, UCIOJIb3YIOIINE CO-
kpamennsie URL (Hampumep, uepe3 bit.ly) mmm
BCTPOEHHbIE B TMPUIOKEHMSI Be6G-BbIOBEPHI, Tpe-
OYIOT TOTTOJIHUTEIBHO alalTalluy apXUTEKTYPBI,
BKJTIOUast 00paboTKy creluGUUHbIX IJIsST MOOWUIIb-
HbIX T1aTHOPM MeTaaHHbIX.

VIHTepecHO, YTO MOJEe/b A€MOHCTPUPYET Bbl-
COKYIO YYBCTBUTEIHHOCTh K TMOPUIHBIM aTaKaM,
rme  (GUIIMHTOBBINA ~ KOHTEHT  OMHAMMYECKU

TOATPY>KaeTcsl C JIETUTMMHBIX CEpPBEpPOB uepe3
komnpoMmeTupoBaHHbie API. CNN BbisiB/ISIET aHO-
MajiMy B CTPYKType CTpaHUIlbl (HarpuMep, Heco-
OTBETCTBUE CTUJIEN OTHENbHBIX 6/10KOB), a LSTM
06HapyKMBaeT MPOTUBOPEUMS B TEKCTOBOM KOH-
TEHTE, YTO IT03BOJIIET OOHApPYKMBATh Haxke dYa-
CTMYHO MacKMpPOBaHHbIE YTPO3bI.

OrpannueHusl CBSI3aHbl IPEMMYIIECTBEHHO CO
«CBEXXMMM» TaKTUKAMM, OTCYTCTBYIOUIMMMU B
obyuaronmux maHHbIX. Hampumep, duimHr ¢ uc-
MOJIb30BaHMEM TeHepaTUBHbBIX HeipoceTein Ojs
CO3[IaHMS UIeaqbHO rPAMMaTUYHbIX TEKCTOB MUJIU
TTYOOKUX TIOJIEIOK JIOTOTUIIOB TPeOyeT MOCTOSTH-
HOTO OOHOBJIEHMSI 1ATACETOB U MHTErpalu Mexa-
HM3MOB aHa/IN3a MoBeJeHYeCKUX MeTPUK (Hallpu-
Mep, BpeMeHU B3auMOZENCTBUS MOAb30BaTeNs C
dbopmoit). Tem He MeHee TMOKOCTb apXUTEKTYPbI
MTO3BOJISIET H000YyYaTh MOJEeIb Ha HOBBIX TUITAX
YIpO3, COXpaHssl €€ aKTyaJlbHOCTb B YCIOBUSX
OBICTPO MeHsIoIIerocst JaHamadra Kubeprpe-
CTYITHOCTM.

6. 3aKkiIIoueHMe ¥ MepCIeKTUBBI

Kniouesbie 8b1800b1: npeumyuiecmea 2iay6ok0zo
0byueHus neped mpaduyuoHHsIMU Memooamu

I'nmy6okoe o6yueHUE OEMOHCTPUPYET HMPUHIIN-
MMAJTbHO VIHOM YPOBeHb 3G (HEeKTUBHOCTY B 60pbbe
¢ (GUIIMHTOM IO CPaBHEHMIO C KIaCCUYECKUMU
MTOAXONaMM, TIPEKIe BCETO 3a CUET CITOCOGHOCTU
aBTOMAaTUYeCKM BBISIBJISITh CJIOKHbIE MATTEPHBI
6e3 py4HOro BbIJe/ieHUs] MPU3HAKOB. B oTinune
OT MEeTOZI0B, OCHOBaHHBIX Ha CTAaTUYECKUX ITPaBu-
Jlax Wiu aaroputmax Bpoae SVM, KOTOopbie Tpe-
OYIOT ITOCTOSSHHOTO OOHOBJIEHMS IIAGJIOHOB U
CTPajaoT OT CJIETIbIX 30H IIPY CTOIKHOBEHUM C HO-
BBIMM T€XHMKaMM 06MaHa, HeiipoceTeBble MOAEN
amarTUPYIOTCS K 9BOJTIOLIMY YTPO3 Yepe3 1oobyue-
HMe Ha CBeXMX MaHHbIX. Hampumep, rubpumgHbie
apxutekTypbl (CNN+LSTM) aHanu3upyoT My/b-
TUMOJA/IbHBIE TAHHbIE — OT CTPYKTYPHBIX OCOOEH-
HocTeit HTML-Kkozia 10 ceMaHTUKU TEKCTa U BU3Y-
aTbHBIX 3JIEMEHTOB, — UTO IT03BOJISIET OOHAPYKM-
BaTh aTaku, I7ie 3JI0YMbIIIEHHUKY KOMOMHUPYIOT
HECKOJIbKO CIIOCO60B MaCKMPOBKIA.

BaskHelilee MpeuMyIecTBO — CIOCOGHOCTD
paboTaTh C BBICOKOPAa3MEPHBIMU U Pa3HOPO/I-
HbBIMU OaHHbIMU. TpaIuIIMOHHBIE CUCTEMBI, CO-
CpefgoTOYEHHbIEe Ha OTHEe/NbHBIX acleKTax (aHalIn3
URL, 4yépHble CHUCKM), YACTO YITyCKAIOT CBSI3U
MeKIy TIpU3HaKaMU, KOTOpble HelpoCeTu BBISIB-
JISIIOT Yepe3 COBMECTHYIO 00paboTKy TEKCTa, M300-
paxkeHnuit u koga. Tak, oA IeNbHbIN JIOTOTUIL, He-
OTIVMYUMBIIA [JIS1 4eJ0BeYeCcKOro Iaas3a, MOKeT
6bITh pacro3HadH CNN 1o MukpogedeKkTaMm B ITUK-
censgx, a LSTM - mno NpOTUBOPEUYUSIM MEXITY
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BU3ya/lIbHBIM OQOpMIeHMEM U arpecCUBHBIMU
TEKCTOBBIMM IIPU3bIBAMM. DTO CHIKAET 3aBUCK-
MOCTb OT SKCIEPTHOTO 3HAaHMS U COKpallaeT
BpeMsI peaKliiy Ha HOBbIE YTPO3bI C HEZIeJIb JI0 Ya-
COB.

I'1y6oKoe o6yueHme TakKe IPeBOCXOIUT Kilac-
CMYecKMe MEeTOMbI 110 KIIUeBbIM METPUKaM: I'ii-
OpuUAHbIe MOJEeIM MTOKa3bIBAalOT pocT F1-Mepsl Ha
20-30% u AUC-ROC Ha 15-25% B cpaBHeHMN C aJI-
TOpUTMaMM Ha ocHOBe mpaBuia. OHU 3P GeKTUB-
Hee CIIPaB/ISIOTCSI C afanTMBHBIMM aTakKaMu, Ta-
KMMM KaK [OMHaMMuyeckas reHepaius JOMEHOB
mu obdyckaus JavaScript, Toe TpaaUIMOHHbIE
TIOAXOMIbI TEPIAT HEyIauy U3-3a 3aBUCUMOCTY OT
SKECTKMX ~ OBPUCTMUK. Jlake B YCUIOBMSIX

OTPaHMUYEHHBIX JaHHBIX METOAbI TpaHChEpPHOro
00yJeHMs] TIO3BOJISIIOT MCIOJIb30BaTh Ipemoby-
YeHHbIe MOJE/IM, COKpallasi MoTpe6HOCTh B pas-
MeUYeHHbIX IIpUMepax ¥ yCKOPSsisS pasBepThiBaHMe
CUCTEM.

OnHako mepexoq Ha rIy6oKoe oOyueHMe Tpe-
6yeT KOMIIPOMMCCOB: IOBBIIIEHHBIX BBIYMCIIN-
TeJIbHBIX PECypCOB, TIHIATENbHOI pabOThI C Kavue-
CTBOM [JAHHBIX ¥ PELIeHNUsT STUUECKMUX BOIPOCOB
mpuBaTHOCTU. TeM He MeHee, STM OrpaHMYeHMs
OKYIIAIOTCS 3a CUeT CO3JaHMUS MPOAKTUBHBIX CU-
CTEM, CIIOCOOHBIX HE TONBKO OGHAPYXMBATh M3-
BECTHbIE YTPO3bI, HO 1 ITPOTHO3MPOBATh Pa3BUTHE
(UIIMHTOBBIX CX€M, YCTaHaBJIMBasi HOBBIA CTaH-
IapT B Kubep6e30macHOCTH.
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APPLYING DEEP LEARNING TECHNIQUES TO DETECT PHISHING WEBSITES:
PERFORMANCE ANALYSIS AND MODEL OPTIMIZATION

Abstract. The article discusses the development and comprehensive evaluation of a hybrid deep learning model
for automated detection of phishing websites. The proposed solution combines convolutional neural networks (CN)
and recurrent networks with long-term short-term memory (LSTM) for parallel analysis of HTML structure, text
content and URLSs. The paper examines in detail the existing approaches, their limitations and modern methods of

phishing detection using generative Al
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KY3MUYEB Anekceii AHApeeBUY
CTygeHT, MOCKOBCKMI1 TOCYIapCTBEHHbBIV TeXHMUECKNUI YHUBEPCUTET IPaskIaHCKOM aBUALIN,
Poccug, r. MockBa

HA3EMHBIE METO/J1bI JETEKTUPOBAHUS BECITMJIOTHBIX
JIETATEJIbHBIX AIIITAPATOB

AHHOmMauus. B pabome npogedéH 0630p U CPABHUMENbHBITI AHAIU3 HA3EMHBIX MemMo0008 00HapyxceHus becnu-
JIOMHbIX lemamenvHblx annapamos (BITIA), ekniouas paduoiokayuoHHsle, akycmuueckue, 0nMuKo-31eKmpoH-
Hble U paduouacmommsle mexHojozuu. Paccmomperst ux npeumyuecmad, ozpaquveHus u 0061acmu npuMeHeHusl.
Ocob6oe gHUMAaHUe ydeneHo uHmezpayuu CeHCOPHvIX CUCmeM € UCKYCCMBEHHbIM UHMEIEKIMOM OISl NOBbIUIEHUS]
appexmusHocmu o6HapyxceHus. IIpedcmasneHHsle pe3yivmamst Mozym 6blmb UCNOJIb308AHbl NPU NPOEKMUPOBA-
HUU KOMNJIEKCHBIX cUCMeM 3aujumst 8030yWHO20 NPOCMPAHCME.

Knroueenle cnoea: Gecnuiomtole 1emamesibHoble annapameol, 06HapyxceHue apOHOG, HA3EMHble CEHCOpbL, pa-
au01101<auuﬂ, aKycmuquKulZ aHajiu3, onMmuKo-3J1eKIMpPOHHblIE CUCMEMDbL, pa@uouacmomr—tblﬁ MOHUMOPUHZ, UCKYC-
CMEEHHbLL UHMeJLIeKm, MYJIbIMUCEHCOPHbIE KOMNJIEKCbL, obecneuenue 6e30nacHoCmu.

POCTOM ITOIMYJISIPHOCTY M OOCTYITHOCTU Gec-

MUJIOTHBIX JieTaTenbHbIX ammapatoB (BILIA)
BO3pacTaeT U aKTyaJbHOCTh 3aa4 IO UX O6Hapy-
SKeHUI0 U HelTpanusanuu. BITIA npencTaBisiOT
MMOTEeHIIMATBHYIO YI'PO3Y KaK JIJIST 00'bEKTOB KPUTH -
yecKoi MHOPACTPYKTYPHI, TAK U AJISI YACTHOI 6e3-
OIMIaCHOCTU. B cTaTbe paccMaTpMBalOTCSI COBpe-
MeHHble Ha3eMHble MeTOAbl [deTeKTUPOBAHUS
BIUTA, Br/ItoYasi paguovyacTOTHbIE, aKyCTUYECKHE,
OIITMKO-3JIEKTPOHHbIE, PaaMOJOKAllMOHHbIE U
MYJbTUCEHCOPHbIE CUCTeMbI. BbITTOSTHEH CpaBHU-
TeJIbHbII aHa/JIM3 ITUX MOAXOAOB II0 OCHOBHBIM
KPUTEpUSIM: [aAbHOCTb [AEICTBUS, TOUYHOCTb,
YCTOMUMBOCTD K TTOMeXaM 1 TTOTOAHbBIM YCJIOBUSIM.
OToenbHOe BHMMaHME yaeIeHO MHTerpaluyuy pas-
JIMYHBIX CECHCOPHBIX CMCTEM U IIPMMEHEHUIO MeTO-
OB MaIIMHHOTO OGYYEHMS IJIsl TTOBBIMIEHUS 3¢-
(heKTMBHOCTM OOHAPYKEHMS.

Pa3BuTHe 6eCIMIOTHBIX JIeTaTeMbHBIX arapa-
TOB (BIUIA), unu ApPOHOB, MPUBEIO K IMIMPOKOMY
BHEJIPEHUIO 3TUX YCTPOICTB B Pa3IMUHbIX chepax:
OT CeJIbCKOT0 X035JCTBA U JIOTUCTUKM A0 pa3BeIKu
U BefleHMs 60eBbIX HeicTBui. OgHAKO HIMPOKAs
IOCTYITHOCTD BITJIA Takke IOpOXXaaeT HOBbIE BbI-
30BbI B 06/1aCTV 6€30ITacHOCTY. MaJjibie APOHbI MO-
TYT MCIOJIb30BaThCS IJIS HECAHKIIMIOHMPOBAHHOTO
coopa wmHOpMAIIUM, OOCTABKM 3alpelleéHHbIX
NpeAMeTOB, @ B BOEHHbBIX YCJIOBUSIX — IJ151 HAHece-
HUS YAApOB MO 1efsaM. B cBsg3M ¢ 3TuM, 3amava

metektupoBanusi BITVIA ¢ moMoIbi0 Ha3eMHbIX
CpeACTB CTAHOBUTCSI KPUTUUECKM BaSKHOIA.

Metonbsl getektupoBaHusi BIUIA  ycioBHO
MOXHO KiaaccubuuyupoBaTh 0o (GU3NUYECKUM
TIPUHITUIIAM paboThI:

e  PamnonokalMOHHbIE CUCTEMBI;

e  AKyCTHYECKME METOIBbI;

e  ONOTHUKO-3/IeKTPOHHBIE CPEeACTBA;

o PagmouactoTHsiit (RF) ananus;

e  lHTerpupoBaHHbIE MYJIbTUCEHCOPHbIE
CUCTEMBI.

Kaykmast 13 3TUX TeXHOJIOIMi1 06/1a1aeT CBOMMU
MIPEeUMYIIECTBAMM U OTPAHMYEHUSIMU, U B GOJIb-
LIIMHCTBE MNPaKTUUECKMUX MpPUMEHeHUI Mpenrio-
YTeHMe OTAAETCSI KOMOMHMPOBAHHBIM CHCTEMAM.

1. PaguonokanMoHHbIE MeTOIbI

IIpuHUMn AelicTBUSA:

PamnonokaloHHble CUCTEMbI OOHAPYKeHUS
BITJIA ocHOBaHBI HA U3TyYeHUM PAAVOBOJIH U aHa-
Ju3e X OTpakeHUi OT 0OBEKTOB B Bo3myxe. Ux
ajanTamnys K MajorabapuTHBIM M HU3KOJIETSIIIMM
IpoHaM TpeOyeT BBICOKOJ UYBCTBUTEIBHOCTU U
paspenienus [1].

IIpeumyinecTBa JaHHOTO METOA:

e  Bosbinast maJbHOCTb OOHAPYKeHUST (IO 5
KM 1 6osee). CoBpemenHbie PJIC ¢ aKTMBHBIMMU
(asmpoBaHHBIMU AHTEeHHbIMU peméTKamMmm
(ADAP) crtoco6HBI 06GHAPYKMBATh Jaske Majao3a-
MeTHble BIUIA 3amoiaro mo Mx MOPUOIMKEeHUS K
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00beKTy. ATO JAET BpeMsI Ha OpraHM3aIuio0 Mpo-
TUBOOENCTBUSA [1].

e  BcenorogHoCTb. PapnoiokaliioHHbIe
CTaHLIMU YCTOMYMBBEI K TYMaHy, OCaKaM U 3abIM-
JIEHUIO, YTO JeJiaeT UX OCOOEHHO TOJIe3HBIMU B
YCIOBUSIX TIJIOXOM BUIAMMOCTM, TOe Ipyrue me-
TOIbI, HaINlpuMep, ONTHUUeckue, Hedh(PeKTUBHBI
[1].

e  ABTOMaTMYeCKoe COIPOBOXIEHMe IIe/n.
CoBpemenHblie PJIC crtioco6HbI HE TOJIBKO 06HApY-
SKMBATh LIeJIM, HO M aBTOMAaTUYECKM UX COMTPOBOXK-
IaTh, OMpeesis CKOPOCTb, KOOPAMHATHI U TPaeK-
TOPUIO OBVOKEeHMS. DTO BaXKHO i cuctem I[1BO u
aKTUBHOTO IIPOTUBOAENCTBYS [2].

e  OO6HapykeHMe Cpa3y HEeCKOJIbKUX 00BeK-
TOB. PagnonokaTopsl MOTYT OTC€XUBATD OeCSITKU
1ieJieli OHHOBpEMEHHO, BK/I0Uasi poy JPOHOB, UTO
JleJlaeT X He3aMeHUMBbIMM P OTpaskeHUM Mac-
CUPOBAHHBIX aTakK [2].

HepocTaTku JaHHOTO MeTOAA:

e  Hwuskas oTpaxareabHasl CIOCOGHOCTb Ma-
nbix BITJIA. Masbie mpoHBI (OCOGEHHO IIACTUKO-
Bble WM YIJIEpOAHbIE) 00/IafaloT KpaiiHe Masioii
2 derTUBHOI IUTOIMAAbI0 paccessHus (II1P), 3aua-
cryio menee 0.01 m?. D10 menaeT ux caabo pasau-
YYMMBIMM [JISI TPAAULIMOHHBIX PaaMOI0KalMOH-
HBIX CTaHIIU, 0CO6GEHHO Ha ()OHE 3€MHOI ITOBEPX-
HOCTH.

e  HM3KOBBICOTHBI/I MONET. Majible IPOHBI
4acTo JeTaroT Ha BbicoTax 10 100 M, roe OHu MOTYT
«CIMBATBHCSI» C TIOMexXaMu OT 3eMJIM, 3TaHuii, pac-
TUTETbHOCTU. IPGPEKT «3aCTOHEHUST» IPUBOIUT K
IOTEePSIM B OOHAPYKEHUN.

e  Brpicokas 1eHa BbIcOKOTOUHbIX PJIC. Cu-
CTeMbl, 061a1a01IVIe He0OXOIMMOIi UYBCTBUTENb-
HOCTBIO (Harpumep, korepeHTHble PJIC ¢ undpo-
BOJI CMHTE3MPOBAHHOI ariepTypoit), TpebyIoT 3Ha-
YUTEbHBIX KAIUTAIOBIOXKEHIT U IHeproobecre-
YyeHus.

e TpymHoctu c knaccupukanmeii. ITo pa-
IVMOJIOKALMOHHOM CUTHAaType TPYOHO oOIpeze-
uTh: 310 BIUIA, nTua uam gpyroit Majorabapur-
HbIl 0OBEKT.

2. AKycTnueckue MeTOo bl

IIpuHIMI DeiicTBUA

AKycTuyeckue CUCTeMbl OCHOBAaHbI Ha peru-
CTpaluu 3ByKa, CO35aBaeMOro BUHTaMU U ABUTA-
TeJIIMM IPOHOB. DTU CUCTEeMbI Hamboiee s¢dex-
TUBHBI B YCUIOBUSX caboro ¢boHa U Ha GIVDKHUX
OUCTAaHIUSX [2].

IIpeumymecrBa:

e Hwuskagd CTOMMOCTb. AKYCTUYECKUE CEH-
COpBI MpOILIEe U [elieBie B IPOU3BOACTBE, UTO

ITO3BOJISIET X MACCOBOEe pa3BepThIBaHME Ha 6OJTb-
[IUX TEPPUTOPUSIX.

e  KOMMIaKTHOCTb ¥ MOOWMJIBHOCTD. JIETKOCTb
B TPaHCIIOPTUPOBKE U pa3BepThIBAHUM JelaeT UX
MTOAXOASIIIVIMMA [IJIS1 BpeMEHHBIX 00bEKTOB WK T10-
JIEBBIX YCJIOBUIA.

e (O6HapykeHMe Ha MajbX BbicoTax. Takue
cucteMbl 3(QdeKTUBHBI B TOPOJICKOI cpefie, The
BIIJIA netst Ha BbicoTe MeHee 100 M.

e Pabora B yCIOBMSIX TUIOXOI BUAVMMOCTM.
He 3aBuCAT OT BM3yaJIbHOTO KOHTaKTa M/ MOTO/I -
HBIX YCJIOBUIA, €C/IY YPOBEeHb IllyMa He KpuUTuue-
CKUIA.

HenocTaTku:

. OrpaHnyeHHas OAJTbHOCTD AeicTBUS. -
dexruBHag 30Ha — g0 300-500 MeTpOB, U TO IpU
UJlealibHbIX TIOTOJHBIX yCAOBMSIX. [Ipy Hanumuum
BeTpa, JOXKAS WK IITyMa — Paguyc MOXKeT COKpa-
IaThCS BABOE U OoJiee.

e  BhICOKMIT ypOBeHb JIOKHBIX CpabaThIBa-
HMI. 3BYKM OT IITUII, aBTOMOOWIIEN, BEPTOJIETOB,
MIPOMBIIIIJIEHHOTO OOOPYIOBAaHUSI MOTYT BOCIIPY-
HMMAaTbCS CUCTEMOIT KaK IPOH, 0COOEHHO Ipu He-
IOCTATOYHO KauyeCTBEHHOM OOYyUYeHMM Heipoce-
Tei.

e  VA3BMMOCTb K aKyCTMUYECKMM IIOMeXaM.
T'opoackasi cpeja U a3poApPOMHbBIE 30HBI UMEKOT
CJIOKHYI0 3BYKOBYIO KapTMHY, UTO JejiaeT MeTo[
HEHaIEKHbIM B TaKUX YCIOBUSIX.

e  Hwuskasg 3bdeKTUBHOCTh B IUIOXYIO IIO-
rogy. Ocagku, BeTep, Mepernagbl TeMIEPaTypbl U
BJIQKHOCTM MCKAXKAIOT U OCIab/SIOT 3BYKOBBIE
CUTHAJIBI.

e  Heomnpenen€éHHOCTS 110 JabHOCTU. OUeHb
TPYOHO OLIEHUTh TOYHOE PAaCCTOsSIHME A0 MCTOU-
HMKa 3BYyKa TOJbKO [0 aMIUIUTYLE U YaCTOTE CUT-
Hasia.

3. ONTHUKO-3/IEKTPOHHbIE METOIbI

Buabl ¥ IPUHIAIIBI

Cioma BxomsaT RGB-kamepsbl, TeryiOBU30pbI U
nunpapsl. Hanbonee s¢pdeKTHBHBI TPY BU3YATbHOM
BUAMMOCTU Lenu [3]. VIcnonb3yroTcs Kak aBTO-
HOMHO, TaK M B COCTaBe MY/JIbTUCEHCOPHBIX CU-
CTEM.

IIpeumyiecrBa:

e  Bricokast TouHOCTb uaeHTUdUKauu. Ka-
MepbI BBICOKOTO pasperneHus (10 4K u 6osee) 1os-
BOJISIIOT HE TOJIbKO OOHAPYKUTh 11eJb, HO U BU3Y-
aJIbHO pacno3HaTthb Tuil BITIA, onpegenuTs ero BO-
OpYy’KeHMe U CTelleHb YyTPO3bl.

e Pabora B maccMBHOM pexkume. B ornmune
ot PJIC, onTuyeckue CUCTEMbI HE U3TYy4alOT CUT-
HaJl, a TOJIbKO MPUHMUMAKT. DTO TI03BOJISIET
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MCII0/Ib30BATh UX CKPBITHO, HE BbIZaBasi COGCTBEH-
HOE MOJIO’KEHNE.

e  HHrerpauus ¢ UM u cucremamu pacrio-
3HaBaHMsI. COBpeMeHHbIe€ aJITOPUTMBbI KOMIIbIO-
TEPHOTO 3peHMs MO3BOJISIIOT aBTOMAaTUUEeCKM pac-
no3HaBaTh BITJIA cpeny Ipyrux 06beKTOB (IITUIIDI,
CaMOJIETBl U T. M.) U MUHUMU3UPOBATH KOJIMNYE-
CTBO JIOKHBIX CpabaThIBAaHMIA.

e  TemnoBu3opbl. IIO3BONMAIOT OGHAPYKU-
BaTh BIIJIA mo TeryioBOMY CJiey Aaske HOUbIO MU
IIpY TUIOXO¥ BUIOMMOCTM, 0CO6eHHO 3 (PeKTUBHbI
MMPOTUB APOHOB ¢ IBC 1y MOIIHBIMMU 3JIEKTPOMO-
TOpPaMU.

HepocraTku:

e [lomHast 3aBUCMMOCTb OT YCJIOBUIA OCBe-
IMIEHHOCTH. Bu3yasibHble KaMepbl 6eCrioyie3HbI HO-
Ybl0 WJIM TIPU T'YCTOM TyMaHe. TerioBu30phl ya-
CTUYHO KOMIIEHCUPYIOT 3TO, HO UMEIOT OTpaHMU4e-
HMS 10 TEMIIePaTyPHOMY KOHTPACTY.

. Orpannyenus 1o mnoroge. loxkab, CHeT,
MbIJIb M TYMaH pe3Ko CHIDKAIOT 3(PGeKTUBHOCTD
MHGPaAKpacHbIX ¥ BU3YAIbHBIX CeHCOpoB. Oco-
06eHHO 3TO KPUTUYHO B ycioBusix CeBepa MM Ha
MOGEePEXKbIX.

e  Hyxna TouHas HacTpoiika ¢oxyca u moss
3peHust. Eiu IpoH He HaXOAUTCS B 30HE 0030pa
KaMepbl WIN TepPEMEIAETCST CAUIIKOM OBICTPO —
€ro MOKHO He 3a(pMKCUPOBaTh.

e  Bricokas BeruMcauTenbHas Harpyska. Co-
BpeMeHHbIe CUCTEMbl BUIAEOAHAIUTUKU (HATIPU-
Mep, ucroab3yoimye YOLO mau CNN) TpebGyoT
3HaunTenbHbIXx pecypcoB GPU/TPU mnipu aHanuse
TIOTOKOBOTO BUZEO.

e  CJIOKHOCTh aBTOMAaTUUECKOI Kaaccudu-
Kauuu. Mojfieniu 4acTo myTatoT MTULL, MyCOp B BO3-
Iyxe M IPOHOB, 0COOeHHO Ha (GOoHEe CJIIOKHOI ro-
POJZICKONM apXUTEKTYpPbl MJIM B JIECUCTOI MECTHO-
CTH.

4. PaguouacrotHsiii (RF) ananus

IIpuHIMUI DeiicTBUSA

RF-MOHUTOpPMHI OCHOBAH Ha aHalau3e paauo-
YaCTOTHOTO CIleKTpa B auamnasoHe ot 400 MI'uy go
6 [T, o7st BBISIBJIEHMS YIIPAB/SIIOLMX U TeleMeT-
puyeckux curanos oT BIVIA [4].

IIpemymecrBa:

e TlaccuBHOe  OOHapyXeHMEe  CUTHAJIOB
yIpaB/ieHUsl. DT CUCTEMbI MOTYT BbISIBJISITh CUT-
HaJIbl yIIpaBlIeHUs], HAaBUTAllUU U TeJleMeTPUH, T1ie-
penaBaembie BITJIA Ha 6a30BYIO CTAHIIMIO, U JasKe
ornpeAenuTb MeCTOIOJIOKeHMe MUI0TA.

e He TpebyloT mpsAMOii BUAMMOCTY. MOTYT
¢dukcupoBath akTuBHOCTH BIIVIA 3a mpenmenamu
JIMHUU TIPSIMOI BUIOMMOCTM (HArpumep, 3a 34a-
HMEM, JIECOM), €C/IU CUTHAJI TPOXOLUT.

e (OOHapyKeHME MaJ0O3aMEeTHBIX ¥ aBTO-
HOMHBIX BITJIA. HekoTopbie IpOHbBI, HECMOTPS Ha
MMHMATIOPHBIE pa3Mephbl, UCIIOIb3YIOT pauoKa-
HaJIbl CBSI3M, KOTOPbIe MOXHO OTCIEIUTD.

e  MoKeT MCIIO/MbH30BATHCS /ST PAAMOIJIEK-
TPOHHOJ 60pbHObI. Takyue CUCTEMbI MOTYT OBITb
06beMHEHBI CO CPEACTBAMY ITOCTAHOBKY TTOMEX
WJIY TIepexBaTa yrpaBieHusl.

HepmocraTku:

e HesddeKkTUBHOCTb MPOTUB AaBTOHOMHBIX
npoHoB. Eciu BITJIA 3apaHee 3anporpaMMupOBaH
" He ucnosb3yeT pagnokanan (off-grid flight), RF-
MEeTOJ, CTAHOBUTCS GecrioneseH.

e  3aBUCUMMOCTb OT 6a3bl curHatyp. bosb-
muHCTBO RF-cucTeM omupaloTcsi Ha IipenBapu-
TEJIbHO U3BECTHbIE CIIeKTPAIbHBIE ITOATIUCU» Pa-
ouorepenaTunkoB. HoOBble wiIM  KacTOMHBIE
IPOHBI MOTYT He PacIio3HaBaThCs.

e JloxHble cpabaThiBaHMS OT OBITOBBIX
ycTpoiicTB. Wi-Fi-kamepsl, Bluetooth-rapHuTypHI,
PafMOCTaHIIMM U Jaske «yMHbIEe» GbITOBbIE TIPHU-
60pBI CO3IAI0T IOMEX! B Auana3oHax 2.4 u 5 I'Ti,.

e  HeBbiCOKast TOYHOCTb IO3UIIMOHUPOBA-
HUs. XOTS MOXHO ONpeNeIuTh HarpaBlieHue,
TOYHO BBIYMCJIUTH KOOPAMHATHI IpPOHA WIM €ro
MMJIOTA KpaltHe CJIOKHO 6e3 JOIOTHNTETbHBIX aH-
TEeHH ¥ aJITOPUTMOB TPUAHTYISIIAMA.

5. IHTerpuMpoBaHHbIé CUCTEMBI M MAaIllIH-
HOe 00yueHue

KoMOMHMpOBaHHBIE METOIbI

CoBpeMeHHbIe KOMIUIEKCHI (Hampumep, poc-
cuiickast paspaborka POB «Py6esk») 00bequHsIOT
HECKOJIbKO CEHCOPHBIX KaHAJIOB: pajaphbl, ONTHKY,
akycTuky, RF-momymu. VHTerpamus Mo3BoJsieT
CYIIeCTBEHHO CHU3UTb BePOSITHOCTD JIOKHBIX Cpa-
6aTbiBaHMii [5].

Ncnons3oBanne U

MeToapl MaIIMHHOTO O6GYYEHMSI TO3BOJISIIOT
aQHAIM3UPOBATh CIOKHBIE CUTHATbHbIE TTATTEPHBI.
Vcronb3yloTcsl HelpoceTu Ijsl Kiaaccuburanmm
[0 aKyCTMKe, ONTHYECKOMY 00pasy M paayuoua-
CTOTHBIM MeTKaM [5].

HepocTtaTku:

e (CnoxHocTb MHTerpalnuu. Pa3Hble ceH-
COpBI TPEeOYIOT CUMHXPOHU3AIMU, KaTUOpPOBKU U
06paboTKM OTPOMHBIX 00BEMOB Pa3HOTUITHO MH-
dbopmanyn.

e  BbICOKas CTOMMOCTb M IHEPTOMOTpebie-
Hue. [ToTHOIEHHBIV KOMIUIEKC C pajapaMu, Terl-
JIOBM30paMM, akyCcTukoi u NM-aHanuTuKoM Tpe-
6yeT cepbE3HbIX MHBECTULIMI, YTO OTPAHUYMBAET
MAaccoOBOe BHeJpeHMe.

e  UyBCTBUTEIBLHOCTh K HeBepHO
HacTpoiike IU. O6yuenue U TpebyeT 60IbIIOTO
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KOJINYeCTBa TaHHBIX, B TOM UMCJIe «OTPULIATEb-
HbIX»  KelicoB. HemocTaTouHo  OOy4eHHbIE
HeMpoceT Ial0T MHOKECTBO JIOKHBIX TPEBOT MU
TIPOITYCKOB IieJiei.

e  CJOXHOCTh OOGCIYKMBaHMS. B peasbHbIX
YCJIOBUSIX (BOEHHBIE 6a3bl, a9POIMOPTHI, TIOPbMbI)
CUCTEMBI TPEOYIOT IMMOCTOSTHHOTO KOHTPOJIS 3a Ka-
JMOPOBKOI CEHCOpOB U o6HOBieHMeM WU-
MoJeseri.

e  Puck neperpysku maHHbIX. [Ipy 60/IbIIOM
KOJIMYeCTBEe MCTOYHUKOB CUTHANIOB CYILECTBYeT

pUCK «MH(DOPMAIIMOHHOTO KOJuIarca», KOrjaa Cu-
cTeMa He ycIieBaeT 00pabaThiBaTh BeChb ITOTOK
IAHHBIX B pealbHOM BpeMeHMU.

B maHHO! paboTe pacCMOTpPeHbI pas3InyHbIe
Ha3eMHble MeTOJbl JAETEeKTUPOBAHUSI GECIUIOT-
HBIX JleTaTeNbHbIX annapaTtos (BITIA), kaxabiit u3
KOTOPBIX 00JIafjaeT orpeneseéHHbIMN IpeuMyIle-
CTBAMM M OTPAaHUMYEHUSIMU B 3aBUCUMOCTU OT
ycnoBuit npuMeHeHust. C LeIblo CUCTeMaTu3anumn
MpeaCcTaBaeHHOl MHGOPMALMM OCHOBHbBIE XapaK-
TEPUCTUKU METOJIOB IIPUBEIEHBI B TAOUIIE.

Tabnuua

KoadduumeHTsI KOppeIsiuy MeKay 00beMOM BhIOPOCOB 3arpsSI3HSIIONINX BelleCTB

B atMoccdepHbIit Bo3ayX (V) U dakTopamm (xi)

e B03MOXXHOCTb pabOThl HOUBIO U
IIpY TUI0XO¥ BUAVMOCTH

Mertop, IIpeumymectBa HepocraTku
e CJIOKHOCTb OOHApY)KEHMSI MaJIbIX
e bBosnpmass panbHOCTh mevictBus | BITJIA ¢ Huskoi JITP
(mo 10 xkm) e Bricokas croumocTb PJIC
PapyookaliOHHbII e HesaBucumocTb OT ocBelleHMst | ¢  TpymHOCTM Kiaccubukanmuy 06b-
e Xopomio paboTalT B JI0OYIO | €KTOB
Toroy e OddekT «3aCJIOHEHUS» IPU TIO0-
JIETe Ha MaJIbIX BbICOTaX
e OrpaHuueHHas HaJIbHOCTD (mo 500
e [IpocroTa u meiueBu3Ha M)
. e OHepro3pdHeKTUBHOCTD e BpicOKasg 4YyBCTBUTEIbHOCTD K IIIy-
AKycTUUeCcKuit

Mam U roroge
e JloxkHble cpabaThIBaHMS OT 3BYKOB
OKpY>KaIIIeil cpeibl

e BbIcOKast TOYHOCTb UAEHTUGU-

e 3aBUCHMOCTb OT OCBELIEHHOCTU

MexaM

Kaluu e Ilnoxast paboTra B OOXOb, TyMaH,
. e BO0O3MOXHOCTb BU3YaJbHOTO | CHer
OIMTHUKO-3/IeKTPOHHBIN
MOATBEPXKIEHUS e BbICOKME BBIUMCIUTENbHBIE TPEOO-
e CoBMeCTMMOCTD C UW- | BaHus
aHATUTUKOM e CJIO’KHOCTB HACTPOVKM 00630pa
e HesddekTuBHBI MPOTUB aBTOHOM-
e Croco6HOCTb OOHApYKeHUS
HbIx BITTTA
BILIA u onnepaTopa
e 3aBMCUMOCTb OT 6a3bl CUTHATYD
. e He3aBUCUMOCTD OT MMOTOOHbBIX U
PagmouacToTHbBIN . e BO3MOXHBI JIO)KHBIE TPEBOTU OT
BU3YaJIbHbBIX YCJIOBUI .
IPYTUX YCTPOMCTB
e Bpicokas YYBCTBUTENBHOCTb K
o IIpaBoBble OrpaHMYeHMS Ha IIpO-
YIIpaBJSIIONIMM CUTHAIaAM
CITYUIKY
e Bpicokas CTOMMOCTb U CJIOKHOCTD
e MakcuMasibHasi TOYHOCTb MpU
. MHTerpauun
MYJIbTUCEHCOPHOI 06paboTKe
e TpebyloT 06yueHUS U TOIAEPKKU
WHTerpupoBaHHbIE CU- e ABTOMaTMueckast Kiaccuduka- T
ctembl + I U meien
. e CJIOKHOCTb IJKCIUTyaTaMu U 06-
e BpicOKasg yCTOMUMBOCTH K TIO-
CITY>KMBaHUS

e Puck neperpy3sku nHbopmaium
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GROUND-BASED DETECTION METHODS
FOR UNMANNED AERIAL VEHICLES

Abstract. The paper provides a review and comparative analysis of ground-based detection methods for un-
manned aerial vehicles (UAVs), including radar, acoustic, optoelectronic, and radio frequency technologies. Their
advantages, limitations and applications are considered. Special attention is paid to the integration of sensor sys-
tems with artificial intelligence to improve detection efficiency. The presented results can be used in the design of

integrated airspace protection systems.

Keywords: unmanned aerial vehicles, drone detection, ground sensors, radar, acoustic analysis, optoelectronic
systems, radio frequency monitoring, artificial intelligence, multisensory complexes, security.
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HINSITHOBA Banepusi ImutpueBHa
CTyneHTKa, [IoBO/DKCKMIT TOCyAapCTBEHHBIV YHUBEPCUTET TeIEKOMMYHMKALVIA 1 MHPOpMaTUKH,
Poccus, r. Camapa

HayuHbslii pykosodumev — doyeHm Kagedpol yugpposoli IKOHOMUKU
ITogos13#cCcK020 20cydapcmeeHH020 yHU8epcumema meieKOMMYHUKayuti u uHGpopmamuxu,
KaHoudam 3KoHomuUecKux Hayk Mamatiinos Aiipam Mapamosuu

INEPCIIEKTUBbI UHTET'PALI BU3HEC-AHAJINTUKU 1
NCKYCCTBEHHOI'O MHTEJ/IJIEKTA

AnHomauus. busnec-ananumuxka (BA) u uckyccmeeHnHuliti unmeniekm (Al) ueparom Kawuesyro posb 8 popmu-
POBAHUU KOHKYPEHIMHBIX NPEUMYUlecme 8 cospeMeHHoM OusHec-npocmparcmee. BA ¢oxycupyemca Ha onuca-
menvHoll U dudzHOCMuUUecKoll aHanumuxe, npedocmasnsns pempocnekmusHyio oyeHKy 0aHHbIx, 8 mo epems Kak Al
oxgamoieaem npeoUKMuUBHyw U NPeonUCyLIBAWY0 AHAIUMUKY, NPeonazas NpozHo3sl U pekoMeHoauuu ons 6yody-
wux deticmeuil. Mix uHmezpayus co3oaem MOWHYI0 CUHEP2UI0, 3HAYUMENbHO YIyUulds MoYHOCMb NPO2ZHO3UPO8a-
HUS, A8MomMamu3ayuto npoyeccos NPUHAMuUs peuleHuti u onepayuoHHyio s¢dekmueHocms. B cmamee demansHo
paccmompeHsl Kiouesble NPEUMYLUEC8d, 603MOMCHblE 8613085l U NepPCneKmMuasl unmezpayuu BA u Al a makae ux

8JIUsTHUe Ha pa3iudHosle ompacjiu 3KOHOMUKU.

Knrwouessie cnoea: Al asmomamu3auyus, 6u3Hec-aHaﬂumuKa, 3awiuma aaHHle, KOZHUMuUBHAs aHajiumukda.

1. ABTOMaTH3auMAa ¥ MepCOHAIN3ALSI

Cuneprus BA u Al mosBoiseTr 3HAYUTEIbHO
YCKOPUTb aHATUTUYECKME TTPOIIeCChI 3a CUeT MPU-
MeHEeHMSI MeTOI0B MAaIlMHHOTO OOGY4YeHMUs U IIy-
OOKOr0 aHaaM3a JaHHbIX. DTO BK/IIOYAeT aBTOMa-
TU3aII0 BBISIBJIEHUS aHOMaJIMii, TPOrHO3MPOBA-
HMe CIIpOoca, ONTUMM3AIMIO 1IeloYeK MOCTaBOK U
reHepalyio OTYETOB B peXHuMe peaJbHOTO Bpe-
MeHU. [lepcoHanM3ainsi KIMEHTCKOTO OIbITa, OC-
HOBaHHAsl HA aHa/IM3e UCTOPUUECKUX HAaHHBIX U
MUCII0/Ib30BAaHUM MIPEIUKTUBHBIX MOJieJielt, T03B0-
JisieT KOMIIaHUSIM TIOBBIIIATh YPOBEHb YA,OBIETBO-
PEHHOCTU KJIMEHTOB, YBEeIMUNBATh KOHBEPCUIO U
YKPEIUISITh JIOSNIbHOCTh. OCOGEHHO 3TO aKTyaJIbHO
ST TakuX cdep, KaK pO3HMYHAS TOPTOBJIsI, OaH-
KOBCKUit cektop u digital-mMapKkeTuHr, TIe MHIK-
BUIyaJIbHbI ITOAXOM CTAHOBUTCS KITIOUEBBIM (haK-
TOpPOM YycIiexa.

2. 06bsacHuMbIN U 1 moBepue

OmHOI 13 MIaBHBIX IpobiaeM Al sIBsieTcsl Tak
Ha3bIBaeMblii «3(dEeKT UepHOro SIuKa», KOrma
anrOpUTMbl TIPUHUMAIOT pellieHNs], He MOoAAalo-
myecsl MpOCTOM MHTeprpeTauuu. s pelieHus
3TOM Mpo6IEMBI aKTUBHO pa3BUBaeTcs

HampasyieHMe 06bsscHuMoro MU (XAl), BKiouato-
miee takue metonbl, Kak SHAP (Shapley Additive
Explanations) n LIME (Local Interpretable Model-
agnostic Explanations). 9Ty moaxobl MO3BOJSIOT
BU3YaJaM3MPOBATh BKJIAJ pasanuHbIX (aKTOPOB B
MTOTOBbIE TIPOTHO3HI, Aeiast paboty Al 6ojee mpo-
3pauvyHoOll ¥ OHSITHON A5 TTonb30BaTeseit. [loBbI-
IeHue ypoBHS moBepust K Al 0cO6eHHO BaskHO B
peryimpyeMbIXx OTpaC/sX, TaKMX KakK (UHAHCHI,
3IpaBOOXpaHeHNe U CTpaxOBaHUe, TIe TpedyeTcs
CTporoe 060CHOBaHME TPUHUMAEMbIX PeIIeHMIA.

3. OG6nauHbIe wiaTgopMsl 17
JAeMOKpaTu3auus aHaJIMTUKNA

Pa3Butue 06/1auHbIX TEXHOJIOIMIi, TaKMX KakK
Google BigQuery, Azure Synapse u Amazon
SageMaker, a Taxke MOSBJIEHME VHCTPYMEHTOB
AutoML (Automated Machine Learning) 3Haum-
TeJIbHO YIIPOCTUIM OOCTYI K MepefoBbIM aHaJI-
TUYECKUM pPEeIIeHUSIM AJISI MaJIOTO M CpeIqHero 6ms3-
Heca. O6mayvHble MIaTGOPMBI YCTPAHSIIOT HE0OXO-
IUMOCTb B loporocrosieit UT-undpactpykrype u
BBICOKOKBaMMUDUIIMPOBAHHBIX CTIIeUaJTIACTaX,
MO3BOJISISI KOMITAHMSIM MAacIHITabMpoBaTh aHAM-
TUUECKMe  TIpolecchl  6e3  3HAUMTEeTbHBIX
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IepBOHAYAJIbHBIX MHBECTUIIMIA. DTO CITIOCOOCTBYET
JeMOKpaTuU3aluy aHaJIUTUKY, [lefiasg ee OOCTYII-
HOVi AJ1s1 60JIee MMPOKOro Kpyra OpraHm3aruii.

4, dTUUecKye U peryjasiTopHbie BbI3OBBI

C pacuimpeHuem MUCIONAb30BaHUS Al BO3HU-
KalOT Cepbe3Hble 3TUYECKME U PEerylsiTOPHbIE BO-
MPOCHI, BKIOYAsT Mpo6ieMbl KOH(DUIEHIATIbHO-
CTU JAHHBIX, AJITOPUTMUYECKON TIPeIB3SITOCTU U
Kubepb6e3omnacHOCTH. [IJIsI MUHUMMU3AIUKU PUCKOB
HeoOXO0IMMO BHeIPSTh MPMHIMUITBI Responsible Al
(OtBercTtBeHHOro NI), KOTOpblE MpeAIoaaraimT
MPO3pPavyHOCTh  AJITOPUTMOB,  CIPAaBELIMBOCTb
MPUHMMAaeMbIX pellleHuii U 3allUTy MepCOHaIb-
HbIX MaHHbIX. KpoMe TOro, KOMITaHUM TO/KHBI
CTPOTO COOMIONATh TPEOOBAHMUS TAKUX PETYISITOP-
HbIX aKTOB, Kak GDPR (O61iuit peryiaMeHT 110 3a-
muTe gaHHeXx B EC) u CCPA (KanudopHuiickuii
3aKOH 0 KOHQUIEHIIMATbHOCTY IIOTPeduTeeii).

5. Byaymiee: KOTHUTUBHAS AHAIUTUKA U
TUOPUIHBIE CUCTEMBI

OmHuM 13 Haubosee MepCIeKTUBHBIX HAIIPaB-
JIEeHUII pasBUTUS SIBJISIETCS] KOTHUTUBHASI aHAINU-
THKa, KoTopass oobenuuser Al, o6paboTKy ecre-
CTBeHHOTO s13bIKa (NLP) ¥ KOTHUTUMBHbBIE BBIUMCIIE-
HMS. DTO MO3BOJSIET CUCTEMAM He TOJIbKO aHasu-
3MpOBaTh JaHHbIe, HO U IOHMMAaThb KOHTEKCT, BbI-
SIBJIITh CKPBbIThble 3aKOHOMEPHOCTU U TpezjaraTb
cTpaTernueckue perieHus. [MOpUIHbIE CUCTEMBI,
coverawuiue Al 1 BA B pexxume peasbHOro Bpe-
MeHU, OTKPBIBAIOT HOBbIe BO3MOXKHOCTU IJISI MH-
TepHerta Beleli (I0T), «yMHBIX» IPOU3BOLCTB U aB-
TOHOMHBIX CUCTEM yITpaBIeHMS.

3akioueHue

WHuTterpauyss BA n Al cTaHOBUTCSI KIIOYEBBIM
daxropom 11dpoBoit TpaHchopmaliun. Yerex 3a-
BUCUT OT pellleHus TMpobieM KauecTBa OAHHBIX,
HeXBaTKM KaZ[pOB U 3TUUECKUX PUCKOB. VITHBeCTU-
MY B 9TU HaIlpaBjieHus] obecIievat JUIepCTBO B
MHHOBaIMIX. B 611oKkajiiie rombl O3KMIAeTCS pOCT
BHeZIpeHUSI TaKUX pellleHNii B TPOMBIIIIEHHOCTH,
JIOTUCTUKE U cepe YCIyT.
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PROSPECTS FOR THE INTEGRATION OF BUSINESS INTELLIGENCE
AND ARTIFICIAL INTELLIGENCE

Abstract. Business analytics (BA) and artificial intelligence (AI) play a key role in shaping competitive
advantages in today's business space. BA focuses on descriptive and diagnostic analytics, providing a retrospective
assessment of data, while Al covers predictive and prescriptive analytics, offering predictions and recommendations
for future actions. Their integration creates powerful synergies, significantly improving forecasting accuracy,
decision-making automation, and operational efficiency. The article examines in detail the key advantages, possible
challenges and prospects for the integration of BA and Al as well as their impact on various sectors of the economy.

Keywords: Al automation, business analytics, data protection, cognitive analytics.
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AHAJIA3 CYIIECTBYIOIIEN CTENEHU 3AIIUIIEHHOCTU
NHOPACTPYKTYVYPBI ITPEOITPUSATUA

AHHomauus. B npedcmasnieHHoll cmamose npoeooumcs 6CeCmopoHHuUll aHanus uHGpacmpykmypol MeouyuH-
CK020 YeHmpa «300po6ve» C aKyeHmMom Ha UHPOPMAayUOHHY0 6e30nacHOCMb NePCOHAIbHBIX OaHHbIX NAYUEHMO8.
Paccmampuesaromces op2aHu3ayuoHHAas cmpykmypa, uHGopmayuoHHsie NOMOoKU U apXumexkmypa J0KAIbHOL 8bl-
uucaumensHoti cemu (JIBC) yupexoeHus.

Kniouegsle cnosa: uHgpopmayuoHHas 6e30nacHocms, MeOUYUHCKULL yeHmp, nepcoHansHole oarHvie, UCIIIH,
Modenb yepo3, Modeib Hapyuiumes, 3aujuiieHHas 6a3a OaHHbIX.

HacTosimeli pabote OymeT McCCIemOBaHA MH- BOCCTaHOBJIEHUM [allIeHTOB, MepeHecInx
dbpacTpyKkTypa MeIUIIMHCKOTO IIeHTpa «3[0- TPaBMY VIV MHBAIUIHOCTb.
poBbe». OCHOBHBIE 1IeJIM U 3aJauM HeHTpa «310- Ha pucytke 1 cxema HG. TOTOKOB.

POBbLE» 3aKJI4YaTCAa B JIeUeHUN n
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Ha pucyHke 2 nipefcraBieHa OpraHmM3alMOHHas CTPYKTypa.

‘ naBHBbIN Bpay

LT T

3amecTuTens no 3amecTuTens no
agm. pabore Epa4ebHoi YacTH

|

Pykoeogutene no

Crapwasn meg.

X03. HacTH cecTpa
ApgmuHKCTpaTO)| MpoduneHelie
CeKkpeTapb Wb patop Men. cecTpel cneuManmeTel
Perncrpatypa onepauuoHUCTBI Caunutapsi Mcuxonorn
Puc. 2. OpzanusayuoHHas cmpykmypa
B pamkax ucciaenoBaHMsI aHANIM3UPYeTCs] MH- TepCOHANIbHBIMMY  JaHHbIMU. [IpencTaBieHHYIO
dbpacTpykTypa ¥ 6a3bl TAHHBIX MEIUIIMHCKOTO MHGOpMAIINIO HE0OX0IMMO 3aIIUIIATh B COOTBET-
LIEHTpa «3I0POBbEY. crBuu ¢ Ilpukazom OCTIK Poccum N2 21 or
WccnemyeMblii 1ieHTp paboTaeT ¢ KOHPUAEH- 18.02.2013 r. TpebyeTcs 3amumieHHas BJI.

uMajabHOM  MHGopMalMeit, B  YaCTHOCTH,

nogTeepxaeHHbIi Hatop
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Puc. 3. Cmpykmypa 6a3s. 0aHHbIX, 20e XpaHamcs nepc. OaHHble «KaK ecmb»

Ha pucyHke 3 npeacTaBieHa peanu3anyus TeKy- 5) mosiyyaeT JOKYMEHTHI MO 3alIMIIeHHOMY 3a-
mmie’t 6a3bl JAHHBIX «KaK €CTh». MpoCy, MMH3paB 06pabaThIBaeT IOTyUYeHHYIO MH-

[Tporecc «ABTOpU3aIMs B CUCTeMe» (TIPolecc dbopmariuio 1 BbiJlaeT OTBET Ha 3aIlpocC. ITO IOKY-
1) mpoucxoguT C UCMOJb30BaHMEM NAHHbBIX Bpa- MEHT, B KOTOPOM YKa3aHbI CPOKM TTpeiOCTaBIeHNS
yeGHOTrO crienyannucra. Ilocse yCrenHoii aBTopm- YCIIYTU U AeTaIU CaMoit yeayru. «O6paboTKa Imosry-
3alMM COTPYOHUK UMeEeT NOCTYM K 3IeKTPOHHOMY YeHHBIX 3aIIpOCOB» (MIPOLIECC 6) BHITIOTHSIETCS TO-
KabuHeTy. «O6paboTKa o6palieHus MalueHTa» rJa, KOrja JOKYMEHTHI 10 3apocy MaluyeHTa yxe
(mpoliecc 2) HaUMHAETCS C IpueMa nacrnopTa, ia- MpMOBLIN B cucTeMy. Temephb KIMEHT MpPeloCTaB-
Jlee MOATBEPXKIEHHbBII HAOOp JOKYMEHTOB KO- JisieT CBOU AOKYMEHTBI, B KOTOPBIX YKa3aHO, KaKYI0
pyeTcst M apxuBupyeTcs (rpoiiecc 3). Taxke Habop VMEHHO MeIUIIVMHCKYI0 YCIYry OH 3allpalliuBall,
IOKYMEHTOB IlepefaeTcs MO 3allUIeHHOMY CO- MOC/ie BBOJIa JaHHBIX B CUCTEMY, Bpay IeyaTaeT U
eIVIHEeHUIO, UCIT0JIb3YsI MPOTOKOJ SSL (ripouecc 4). BbIJAeT HYKHbBIM JOKYMEHT KIMEHTY.

«O6paboTKa OTIPaBJIEHHbIX 3aIPOCOB» (TIPOIIECC
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Puc. 4. Cxema JIBC yenmpa «30oposwe»

Kak cnepyer n3 pucyHka 4, B JIBC npucyrt-
CTBYIOT JB€ I'PYIIIbI II0JIb30BaTEJIE:

e rpynna 1 (agmuuauctparopsl UCIIH);
rpynma 2 (nons3osarenu VICITIH).

IloCcTyIioM K epcoHaabHbIM JaHHBIM, KOTOpPbIE
XpaHATCS B 6a3e MaHHbBIX, 00JMATAIOT BE TPYIIIIBI
[10JIb30BaTeeii.

B cootBetrctBuM ¢ IloctanoBneHuem IlpaBu-
TenbcTBa PO ot 1 Host6pst 2012 1. N2 1119, ompene-
JIeH ypOBeHb UCXONHOM 3amniuineHHocTu MCIIIH.
Heob6xoamMo cob6iionaTh 4 ypoBeHb 3alUIeHHO-
ctut ajist 06pa6otky ITIu B CIIIH.

OmnpepeneHne YPOBHSI UCXOSHOI 3alMIIIeH-
HOCTU

LlenTp «3mopoBbe» 00amaeT OOIIEeTOCTYII-
HbIMM [1[JH, KOMMYECTBO CYObEKTOB KOTOPBIX HE
npessbiiraet 100 000; o6pabaThIBalOTCS IAHHbIE
COTPYIHUKOB U MHBIX U] (TTAllMEHTOB); AJIs1 pac-
cmaTtpuBaemoit ICITIH akTya/bHbI YTPO3bI TPETh-
ero TUIla, He CB3aHHbIe C HAIMYMEM HeJJOKyMeH-
TUPOBaHHBIX Bo3MoxHOcTel (HIB) B ucnonbs3sye-
MOM CUCTEMHOM U TipuknaguoM I10. Takum o6pa-
30M, HEOOXOIMMO COOJIONATh 4 YPOBEHb 3alllli-
IeHHOCTH 17151 06paboTku ITIH.

Tvn aKTyanbHbIX yrpos

CoTpyaHukH Konnuecreo
Tun UCNAH onepatopa cybbekToB 1 2 3
(HABOC)  (HABMO)  (Bes HAB)
Her > 100 000 y3-1 ¥3-1 ¥3-2
ucnau
AT Her < 100 000 y3-1 ¥3-2 ¥3-3
Ja
ncnas y3-1 y3-2 ¥3-3
6uomMeTpuueckne
Her > 100 000 V31 ¥3-2 ¥3-3
ucnau
MHbIE Het < 100 000 v3-2 ¥3-3 ¥3-4
Ja
Het > 100 000 ¥3-2 ¥3-2 Y3-4
ucnau
Erlienct i Het < 100 000 Y32 ¥3-3 ¥3-4
Ja

Puc. 5. Onpedenerue yposHus 3aujuwjeHHocmu IT/TH
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IMocTpoeHMe MozeIM Yyrpo3 ¥ MOV HAPY-
IINTe IS

Ha pucyHke 6 mpencraBieHa MOJeNb YIpos.
AKTyaJbHBIMM YTPO3aMM IPU3HAHBI YTPO3bI, CBSI-
3aHHble ¢ HC]JI x 3amuiaemoit nadopmauuu. Ilo-
CTpOeHHast OCHOBbIBAsICh Ha MeToAMYeCKOM JOKY-
meHTe ®CTIK ot 5 despansa 2021 r. «<MeToauka
OIIEHKM yTPO3 6e30I1acCHOCT».

YBU BO3MOXHA, eIy peann3anus yrpo3bl Mo-
JKeT MPUBECTM K HeraTBHBIM ITOC/IeACTBMSIM. B
puCyHKe 7 TIpefcTaBlieHa MOJe/lb aKTYyalbHbIX
yrpo3, oIpefeieHHbIX HA OCHOBE OGaHKa yrpo3 u
ysazeumMocreit ®CTOK. HeratuBHOe nociecTBIE —
Kpaxa I1IH.

Yrposbl KaTeropusi Hapylumrens Mepeuenb obbekToB OnucaHne cnocoboB HeraTMBHbIE NOC/IEACTBAA
BO3JeiCTBHA peaniM3alLuM Yrpo3
YbH.074 Xakepbl; 00CNyXuBaBLLMA
YBW.086 NepcoHan LUeHTpa; WcnonbzoeaHue M3BecTHbIX
YbW.088 ABTOPU30BaHHBIE COTPYAHUKKM YS3BMMOCTEN, BHegpeHve BrO
¥YbW.113
¥YbW.140
YbH.143
YbH.157 MpecTynHble rpynnb; Nenonb3oBaHue W3BECTHBIX Hapyuienme KOHDUABHUMANBHOCTH
YBW.158 nocTaewykn eolumcuTencHbx  MCTH; CUCTeMHOR U yassuMocTei, BHegpetme BMO,  (YTeuKa), NOTepa UeNocTHOCTM U
YBWU.178 ycnyr npuknagHoe MO; M3MEHEeHWe HacTpoeK AocTynHocTv MOH paboTHUKOB.
YBU.179 NBC; KoHBHrypaLum DUHAHCOBBIA WM UHON
YBM.185 CeTeBoit Tpauk. MaTepuanbHbii yiepb dusnyeckomy
YBW.187 Tinwy.
YbW.188 Wcnonb3oeaHue yaseuMocTei
YbW.191 KoHdurypaumm Mo,
YbU.195 TeppopucTuyeckue, W3BNIeYeHne
IKCTPEMUCTCKUE FPYMIMUPOBKY; ayTeHTUDUKALIMOHHOI
PazpaboTtumnkm MO u uHopMaumn uz SHK,
obopyaosaHua Hellenesoe
AAMUHUCTPUPOBAHKE CETU
Puc. 6. Modenw yzpo3
Bun Hapywutena Lenn B0O3MOXHOCTH HapywIHTEna BozMOMHbIE TEXHHKN AKTYanbHOCTb

Xakepbl; Ti4, TL.5, T1.7, T1.8, T1.11, T1.15,
obcnymuBasIIMi H1. Peanusaunsa Tonbko T2.3, T2.4, T2.5, T2.8, T2.10, T2.11,
NepcoHan ueHTpa; u3BecTHbix YBW, Hanpasnennbix T2.13, T3.1, T3.2, T3.3, T3.9, T3.10, AKTyanbHo
aBTOpPM30BaHHble Ha WSBECTHBIE YASBMMOCTH T4.1, T5.6, T6.1, T6.3, T6.9, T7.18,
COTPYAHHUKH T7.21, T7.25, T7.26.
Mpecryntsie T1.7, T1.8, T1.11, T2.3, T2.4, T2.5,
UBEALLIER Monyuenne H2. Peanuzauus YBW, B Tom  T2.8, T2.11, T2.13, T3.1, T3.3, T3.9,
NOCTABIMKK PUHAHCOBOIA MK YWcne HanpaeneHHbIX Ha T4.1, T4.4, T5.6, T5.13, T6.9, T7.18, AKkTyansHo
BLIUMCTNTENBHBIX MHOWA HEW3BECTHLIE YA3BUMOCTH T7.21, T7.25, T8.5, T9.3, T9.7,
yenyr MarepuanbHon T10.1, T10.3, T10.4.
BbIrOAbl.
H3. Peanuzauusa ¥BW, B Tom
Teppopucthueckne T1.7, T1.8, T1.11, T2.3, T2.4, T2.5,
UMCNE HA BbISBMEHHBIX UMK
r IKCTPEMHCTCKIE ) T2.8, T2.11, T2.13, T3.1, T3.3, T3.9,
. HEW3BECTHBIX YA3SBMMOCTEHN, C
FPYNNHPOBKH; T4.1, T4.4, T5.6, T5.13, T6.9, T7.18,  AKTyansHo

PazpaboTtumkm MO

u obopynoBaHua

MCNONL30BaHMEM
CaMOCTOATENEHO paspa BoTaHHbIX

AnA 3TOro MHCTPYMEHTOB.

T7.21, T7.25, T8.5, T9.3, T9.7,
T10.1, T10.3, T10.4.

Puc. 7. Modenv Hapyuiumens

Tpe6oBaHue K MHPOPMAIMOHHOI CHCTeMe
TpeboBauusi K MHGOPMAIMOHHO! CHUCTeMe
(bopMUPYIOTCS HA OCHOBE TTOHSITUS 3aIIUIITEHHO
B[, ucxonst U3 TeMbl HACTOSIIIETO UCCIeTOBAHMSI.
3amuiienHast 6a3a AaHHbBIX — 3TO BJI, KoTOpas

samuineHa ot HCJI, 1crionb30BaHus, pacKpbITHS,
M3MEHEHUS] WIM YHUUTOXEHUS ee MHGPOPMAIUMA.
IIpencraBiieHHas1 3aIMIIEHHOCTb JOCTUTAETCS 3a
CYeT Pas/JIMUHOTO obecIieueHus.
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OYHKIMOHATbHbIE TPeGOBAHUSA:

e  obecrmeunTth xpaHeHue B B]I Bceit uHdpop-
Mauuu, o6pabaThiBaeMoii B MeOUIIMHCKOM LieH-
TpE;

e  aBTOMAaTM3MPOBATh IIPOLIECC ITOIYUEHUS
3aIIpOCOB 1 OTUYETOB;

e  aBTOMAaTM3MPOBATh MPOIECC OOGHOBIEHMS
KapTOUYKM IallMeHTa; aBTOpM3alus Ipu BXOfe B
cucremy rpu pabore c B/I;

e  CpeICTBO [OBEPEHHO! 3arpysku IIpu
BXO/Ie B CUCTEMY.

[annbie
nauneHTa

BHeWHEe

i1 COEANHEHHE

HedyHKumoHaabHbIe TPEOGOBAHMA:
cucrema Astra Linux

e  omepaloHHas
Special Edition;

. ucmonb3oBanme Pen basa JJaHHbBIX 5;
e wvuHumyMm 10 TB cBOGOIHOTO MecTa Ha

IIVCKE;

e  He MeHee 32 I'b omepaTuBHOI MMaMsTH.
PaspaGoTka NpPOeKTa CUCTEMBbI 3alUThI

npeanpusTUS

B pamMkax pa3paboTKu 3amuiieHHoii Bl 6but

VIIyUIlleH aJifOPUTM paboThl (puC. 8).

Doctyn B

ABTOPHIALNA B CHCTEME
2

XapaxTepucTury

:CSM

Pasrpannuenne gocTyna

w PaspewenHsie ycnyria

NacnopT l

3anpoc oT [knuenTa Ha nonyuyeHne yonyri naumeHTa

cnpasKi 1 A Bl

O6paboTra obpawenna

BHYTPM CeT

Oaxnoie
MEHTE

BezofacHs|
pannge
KnnerTa

Nepeaausa no
npoTokony SSL

awwwentuii sanpoc

nHCKkalonKch HA NoMyyeHne
™

Saumuwentoie
|_noxymenTpt

-
Nogreepxgentuie

NacnopTHLIE
AaHHblE

NakHbie o T

12 Tpadika

OfpaborTka oTnpasnennbix |
sanpocos

OreeT na Janpoc

>

Opurikans
ROKYMEHTOE

OtpaboTra
=

EWEHTE

AAMUHICTpaTOP

omim AORY

us COTpyaHMIN

-

3anpawmsaskbii

Munsapas

RORYMEHT

Puc. 8. Cmpykmypa 6a3sl 0aHHbIX, 20e XpaAHANCSA NePCOHANbHblE JaHHble, «KAK CMAi0»

B nuarpaMme [1006aBJISIIOTCSI YEThIpe HOBBIX
nporecca. B «IllnudpoBanme» (rpoiecc 1) mpouc-
XOOUT HACTpOVKa 1 mmdbpoBaHMe BCEX COeqMHE-
HMi, TIocTynanux u3 VIHTepHeTa BO BHYTpeH-
HIOIO ceTb. JlaHHas Mepa obecrieumia co3faHue
JeMWINTapMU30BaHHOI 30HbBI. IlosBUICS Tpolecc
«PasrpaHnuenune gocrymna» (tporecc 3), rae noJb-
30BaTeNI0 AAeTCs TOJIbKO OmpeneneHHbIN CIMUCOK
yoIyr M npuBuiaeruii. Taxke MOSBWICS Mpoiiecce
«[llndpoBaHne BHYTpU ceTu», (Ipoliiecc 5) mjs

obecrieueHNs] 3alIUThl BHYTPEHHUX COEAVHEHUIA
BHyTpu B/] 1 nepenaBaemoit MHpopmalmu, 1 mpo-
1ecc «AHanmm3 Tpadukay» (rpoiiecc 6), ¢ TOMOILIbIO
KOTOPOTO MOYXHO TOJJepKMBaTh CUCTEMY B 6e3-

OITaCHOM COCTOSHUMN.

OG6HOBJIEHHBII’ BapMaHT IMO3BOJIUT ITIOJIHOCTHIO
dBTOMATM3MPOBATD ITPOLECC ITOJTyUYEeHM 3alIPpOCOB
" OTUETOB, d TaKXKe aBTOMAaTMU3MPOBATL IIpOLeCC

OOHOBJIEHUSI KapTO4YKM ITallMeHTa.

LATYSH Nikolay Igorevich
Student, MIREA - Russian University of Technology, Russia, Moscow

ANALYSIS OF THE EXISTING DEGREE OF SECURITY
OF THE ENTERPRISE INFRASTRUCTURE

Abstract. The presented article provides a comprehensive analysis of the infrastructure of the medical center
"Health" with an emphasis on the information security of patients' personal data. The organizational structure,
information flows and architecture of the local computer network (LAN) of the institution are considered.

Keywords: information security, medical center, personal data, ISPDn, threat model, intruder model, secure

database.
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MYTUHOB Tumyp UnbgapoBuu
maructpanT, Kazanckuii (ITpuBomkckuit) dbenepanbHbiit yHuBepcuTeT, Poccus, r. KasaHb

HayuHutli pykosodumesns — doyenm Kazarckozo (IIpusonrckozo) pedepanivHozo yHugepcumema,
KaHodudam 3KoHoMuUecKux Hayk Baxumoe I'anum 3apub3sHosuu

CPABHUTEJIbHBIV AHAJIV3 METO/10B K/JIACTEPU3AIIMN COIIMAJIBHBIX
T'PA®OB HA TAHHBIX COILIVAJIbHOM CETU «BKOHTAKTE»
110 MEPE CXO/JICTBA JIBYX PA3BBUEHUI U MO YJIIPHOCTU

AHHOmMauus. B daxHoli cmampe npedcmasneH no0xo0 K NOCMPOEHUI0 838€UEeHH020 HeOPUEHMUPOBAHHOZ0
epaga nonvzoseameneti coyuanvHoii cemu «BKowmakme», 20e eeca pébep (popmupyiomcs Ha OCHO8E CYMMbl
Jaccard-cxodcme no cnuckam epynn u o6ujux dpyseti. Oco6oe 6HUMAaHUe yoesisiemcs CPasHeHU pe3ybmaimos Kad-
cmepusayuu no Mempukam MooyJsipHOCMU U HOPMANU308AHHOU 83aumHoli ungopmayuu (NMI). ITonyueHHble
daHHble deMOHCMPUPYIOM 3HAUUMENbHOE PACXOXHOeHUE 8 IPPeKMUBHOCMU ANZOPUMMO8 U NOOUEPKUBAIOM 8aXH(-
HOCMb KOppeKmHo20 8bl60pa memoda Kaiacmepusayuu 8 3asucumMocmu om Cmpykmypol U hapamempos zpaga.

Kniouegwie cnoea: Kiacmepu3auus, couudjibHole zpadel, anzopummel Kiacmepusauuu, adHaaiu3 couuaibHolx

cemeti.

BBe,ue}me: collMa/ibHble CeTU TMPenCcTaBsSIOT
c060i1 rpadbl, KOTOpPbIE MOTYT ObITH OPUEHTH -
POBaHHBIMM — C HAIlpaBJIeHHBIMU CBSI3SIMM, WIN
B3BELIEHHBbIMM, TH€e KakAoi CBSI3M HPUCBOEHO
orpenenéHHoe 3HaueHue. JTO OTKpbIBAET BO3-
MOSKHOCTb MCII0JIb30BaHMSI METO/IOB KjIacTepu3a-
1Y, OITMPAIOIINXCS Ha TpadoByIO TEOPHIO.

VYapoias rpad, ycTpaHsieTcsl HallpaBJIeHHOCTb
M Io0aBIseTcs BeC K CYIIECTBYIONIMM CBSI3SIM,
rpeobpasys ero B MaTpHILy, YTO IMO3BOJISIET IOJTY-
YUThb AAHHbIE, SKBUBAJIEHTHbIE HAOOPY XapaKTe-
PUCTUK HECBSI3AHHBIX 00bEKTOB. B TAKOM KOHTEK-
CTe CBSI3b MEX/Ty BepIIMHAMM CTaHOBUTCS AOTIOJ-
HUTEJbHOM XapaKTepUCTUKOIM, UTO TI03BOJISIET
MIPUMEHSITh CTAHIAPTU3MPOBAHHbIE METOIbI Kila-
cTepusaluy, He mpuberasi K rpacdOBbIM TEOPUSIM.

Br16op anropuTMa KjiacTepusanyuu 3aBUCUT OT
XapaKTepPUCTUK U TUIIA TaHHbBIX, KOTOPbIE UCTIO0JIb-
3yI0TCS TIpU mocTpoeHun rpada. [IpumeHsst pas-
JINYHbIE AJITOPUTMbI, MOKHO BBISIBJISITH KJIacTepbl
M KJIIOUEeBbIE€ Y3/IbI, UTO CIIOCOOCTBYET JIydIIEMY
TMOHMMAaHUIO [OUHAMMUKM COLMATbHBIX CBSI3€ii.
BakHO yUMTBIBATh, YTO CTPYKTypa CeTeit urpaer
pelIaly0 PoJib: KIacTephbl C BBICOKON CBSI3HO-
CThIO MOTYT OKa3bIBaTh 0OJiee CUIbHOE BIVSIHUE
Ha YYaCTHUKOB, UeM pa3pO3HeHHbIe IPymIsI [1].

B aTOM KOHTeKCTe 0c000e BHUMAaHME YHEsi-
eTcsl aTOpUTMaM, KOTOPbIe MCIIOAb3YIOT AOCTYII-
Hble JaHHbIE O TI0Jb30BATEJISIX, TIO3BOJISASI TIPE06-
pa3oBbIBaTh MHGOpPMAIMI0O B KOJMUYECTBEHHBbIE
ToKasaTeyu Jjisl OnpesesieHus CTerneHu 6JM30CTI

Mexay ysnaMu. Ha ocHOBe JaHHBIX U3 COLMAsb-
HOJ CeTM MOXHO BBIUMC/ISITH Beca peédep rpada,
BBISIBJISISL 60Jiee 3HAUMMBbIE CBSI3M MEKAY ITOJIb30-
BaTeJsIMU.

IMpu moctpoeHun rpada HEOOXOOUMO YUUTHI-
BaTh KaK MHOXeCTBa(y3Jbl), Tak U pebpa (6MHap-
Hble OTHOIIeHUs) MeXTy HMMU. OCOOEeHHO BaX-
HBIM SIBJISIETCSI TapaMeTp Beca, KOTOPbIii OTpaskaeT
XapakTep B3aMMOJENCTBUS MOJb30BaTeseli. Pa-
6ota c API «BKOHTaKkTe» IMO3BOJISIET MOMyYaTh He-
06XomMMble AaHHbIe IJig pacuéra GJIM30CTU IO-
CTPOEHHBIX OTHOLIeHMUi [2]. A B KauecTBe BeCO-
MbIX IIPM3HAKOB MCIIOJIb30BaTh COBMECTHbBIE IIO-
KaszaTenu MoJjib30BaTeseii.

ITpyu 3TOM BaskHO MPOJO/IKATh COBEPIIIEHCTBO-
BaTh MHPOPMATUBHOCTH COLIMATBLHOTO Ipada: sKc-
TIepMMEHTSHI 110 BHIOOPY MapamMeTpoB U aHAINU3 UX
BAMSHUS Ha BeC PEGEp OTKPHIBAIOT MHTEPECHBIE
BO3MOKHOCTH JIJIS1 UCCIeJOBaHMUS U SKCIIepUMEH-
TOB.

C60p 1 06paboTKa JaHHBIX

B maHHOI paboTe yuTeHbI ApPYKeCKuUe CBSI3U
BTOPOTO YPOBHSI (OPY3bsl Hpy3eit) «00e3IndeH-
HOTO» TIOJIb30BaTeNsl COIMANIbHON ceTu «BKOH-
TakTe». JIJIsI 3TOro OGbIIO MCII0Ab30BaHO API maH-
HOI ceTu. Bpu1 mpommcaH MOMy/lIb Ha $I3bIKe
Python gyt mosmyyeHus] JaHHBIX T0JIb30BaTeNIEN,
VUUTHIBAINCH BO3MOXKHbBIE OLIMOKM CO CTOPOHBI
API, orpaHMuyeHre Ha YMCJIO 3alpPOCOB KPATHBIM
5000, a Takke ISl YBeIMUYEHMs] CKOPOCTU ObOpa-
OOTKM  MeTombl  OTpabaThIBAINCh  «bBaTu»
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3ampocamMu. B mMopyse yuUMTBHIBAJIOCH IOyUeHMe
KOJIMYECTBEHHBIX, KAUECTBEHHBIX JTaHHBIX U TEK-
CTOBBIX OIMMCAHUI TPYIIT U TOCTOB IOJIb30BATE-
neii. TogyyeHHbIe JaHHbIE 3aIIMCHIBAIUCh B pas-
HbIX hopmarax pkl, gml, json. B nanpHeiiem mno-
JIyJ4eHHbIe XapaKTepUCTUKU TI0/Ib30BaTe/ss 6yayT
MICITOJIb30BAHBI 1T MOAMMUKALIMY TEKYIIEro Kia-
CTEpPHOTO aHa/IN3a.

B 4acTHOCTH, UCITO/Ib30BAIMCH CJIEAYIONINE Me-
Tonabl VK_API:

e friends.get -
CIMCKa OpY3e.

e friends.getMutual — merop myisg IoucKa
061X Apy3eit (co3ganus pébep B rpade).

e  groups.get — MeTO[ JIJIsT ITOJTyUYeHUS TPYIIIT
Ipy3en.

Ha ocHoBaHMM cOOpaHHBIX JAHHBIX PopMuUpy-
eTCs B3BeIIeHHbII HeOpMEeHTUPOBAHHbIN Ipad, B
KOTOPOM Ka’kaasl BepIIHA COOTBETCTBYET ITOJIb-

30BaTeNI0 COUMAILHOM ceTu. Il Kakaoro y3i1a
common_groups

MeToHd, IJisl TIOMyYeHUs

M3BJIEKAETCS CIMCOK CO0OIIecTB (TPYIII), B KOTO-
PBIX COCTOUT IT0JIb30BaTe/Ib, C IOMOIIbIO GYHKINNI
get_user_groups, a Takke BBIUUCISETCS KoInye-
CTBO OOIIMX MIpy3eii ¢ IPYTMMM TOb30BaTEISIMU
yepe3 MeTton get mutual friends.

Ilnst oipeiesieHusT BeCOB pébep ObUIO TPUHSITO
pellleHMe MCI0JIb30BaTh METPUKY Jaccard-cxof-
CTBAa, TaK KaK OHa M03BOJISIET KOJIMYECTBEHHO OLle-
HUTb CTEIeHb MePEKPBITUS MEXLY MHOXECTBAMU
— B JAaHHOM Cjiy4yae, MeXAy COMCKamMy TPy U
Ipy3bsMu. ITOTOBBII BeC Kakmoro pebpa paccum-
ThIBaeTCs Kak cyMmMa Jaccard-cXoACTB 110 IBYM ac-
TeKTaM: TpyInaM U Apy3bsiM. JTO IO3BOJISIET
y4ecTb KaK TeMaTUUECKYIO 6/1M30CThb MOIb30BaTe-
Jielt (4epes3 MHTepeChl), TaK U UX CTPYKTYPHYIO CBSI-
3aHHOCTD (Uepe3 oOIIMX Npy3eit), nenas rpad 60-
Jlee MHGMOPMATUBHBIM [IJIS1 TOCAeNYIONIero aHa-
mm3a u kiactepusanuu. Vtorosas dbopmyna s
pacuéra Beca pebep rpada st KaXKmoi mapsl y3-

JIOB:
common_friends

weight =

Ine:

weight — BecoBast KaTeropust aTpubyTa;

common_groups — KOJMYECTBO OOIIVX TPYIII
rapsl y3710B;

common_friends — KoMM4uecTBO 06UIUX IpY3eii
rapsbl y3710B;

total_groups, + total_groups, —
common_friends — 00beJUHEHME TPYIIII;

total_friends, + total_friends, —
common_friends — 00beJUHEHNE O PY3€ii.

ODTOT MOAXO/, TI03BOJISIET YUUTHIBATH KaK 001IMe
MHTEPEeCH! (TPYIITbI), TaK U COIMATbHYIO OJIM30CTh

35664790 66581034

total_groupsy+total_groupsy—common_friends

64721217

223214110

98943833

153568623

396851725 119918598

556221878

47079039

131559391

989466

215123643

1028728

116108868

147835153

/
67467133

31509319

133268800

/

167823567

218048824 |

total_friendsy+total_friends,—common_friends’ (1)
(ob61IMe mpysbst), uTO OenaeT rpad 6osee MHPOP-
MaTMBHBIM [IJI1 aHajau3a COIMAJbHBIX OTHOIIIe-
HUIA.

YTo6bI YAYUIIMTb KAUECTBO JaTbHEIIero aHa-
JIM3a, CTOUT Takke 06paboTaTh MOJTyUEeHHbIE TaH-
Hble. [IJis 3TOTO yAanseM M30JMPOBaHHbBIE Y3JIbI.
DTO TO3BOJUT COCPEIOTOUMTLCS Ha Hauboiee
3HaUMMBIX CBSI3SIX. B pesynbTaTe 6bUT IOJY-
yeH rpad c 1549 y3namu, 1628 cBI3IMU U OOGIIUM
KOJIMYeCTBOM YHUKaIbHbIX Tpymnm 79011. Busya-
JIM3aIMs OJTHOM U3 OKpecTHOCTel rpada ¢ mome-
YeHHBIMM Ha yoajJeHNe y3jJaMy Ha PUCYHKe.
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MeToapl K1acTepusanuu

Iy kmacTepusaiuy MorydeHHOro rpada 6b11m
VICIIO/Ib30BAaHbI  CjIeAylolye anroputmel: Edge
Betweenness (MeTop, I'mpBaHa-HbpiomaHa)
[3, c. 7821-7826], Label Propagation (PacmpocTpa-
HeHMe MeToK) [4], Fastgreedy (Kagnas ontummusa-
uust MmopynbHOCTH) [5] M Louvain (Omrumm3sariust
MOAy/IbHOCTH) [6]. B manbHeimem 3a n 6ygem 060-
3HAuYaTh KOJMYECTBO BepIIMH B rpade, a 3a m —
KOJINYECTBO pebep.

Merton  Fastgreedy (Greedy  Modularity
Optimization) mpexacraBisger coboii mMepapxuue-
CKUIi arJioMepaTMBHBIN aarOPUTM, OPUEHTUPO-
BaHHBIII Ha MaKCMMM3ALMI0 MOIYJIbHOCTU —
(byHKIMM, OIeHMBAIOIIE/l KauyecTBO pasOueHUs
rpada Ha coobIiecTBa. AJITOPUTM HAUMHAETCS C
TOTO, UTO KaKJas BepIlMHa pacCMaTpUBaeTCs Kak
oTHeNbHOe coobmecTBOo. Ha Kakgom 1rare oOH
SKagHO 06BeIMHSIeT TaKue Mmapbl COOOIIECTB, CIMU-
SIHME KOTOPBIX MIPUBOIUT K HaMOOIbIIEMY IIPUPO-
CTy MOAY/IbHOCTM. DTOT MPOIECC TTOBTOPSIETCS 0
TeX MOop, MOKa MOZYJbHOCTb IepecTaéT BOo3pac-
TaTh WM BCe BepIIMHbI He 00bEeIVHEHbI B OJIHO
COO06IIeCTBO.

OcHOBHBIM IpeuMyliecTBoM Fastgreedy siBisi-
eTcsl IPSIMOJIMHEITHOCTD M BbICOKAsI MHTEPIIPETHU-
PYEMOCTbD, ITOCKOJIBKY Ha KaskAOM IlIare MOXKHO OT-
CJIEKUBATD, Kakye OObeIMHEHUS MPOUCXOASIT U
rmouemy. OTHAKO OH MOXET «3aCTpeBaTb» B JIO-
KaJIbHOM MaKCMMyMe, He HaXos IJ106aTbHO OII-
TUMaJIbHOTO pa3bueHusi. B ornmume ot Louvain,
Fastgreedy He mcmonb3syeT ¢asy arperaiuu u pa-
60TaeT UCKITIOUNTEIHHO T10 CTPATErny IocieIoBa-
TeJIbHOTO CJUSTHUSI.

Anroputm 3¢ dexTuBHO paboTaeT C B3BelIeH-
HbIMM IrpadaMu, YIUTHIBASI CUITY CBSI3€i MEKIY V3-
namu. TeM He MeHee OH IIJIOXO MacCIITaOMPyeTCs
Ha 04eHb O0JIbIIMe Tpadbl, TOCKOJIbKY TpebyeT 1mo-
BTOPHOTO TepecuéTa MOAYIbHOCTM Ha KasKIOM
miare.

B TunmuHOM ciyyae BpeMeHHasl CJIOXKHOCThb
Fastgreedy coctasiser O(n log? n) a1 paspexes-
HbIX IrpacdoB, OTHAKO B OOIIEM C/Tyyae OHA MOKET
mocturath O(n? log n), YTO AEIAeT ero MPUrOLHbIM
B IIEPBYIO OUYepeIb M1 HeOObIIMX M CPeIHUX Ce-
Telt.

Label Propagation. Anroputm QyHKIIMOHUPYET
Ha OCHOBE 3BPUCTUYECKOTO IpaBuiia, COIJIaCHO
KOTOPOMY BeplliMHa MIPUCOeUHSETCS K TOMY CO-
00611IeCTBY, KOTOpPOe MpeobyaaeT cpeau eé coce-
Ieii. B Haua/MbHOM CTaAMM Kaxkaasl BepllrHa pac-
CcMaTpMBaeTCsl Kak OTHeNbHas rpymma. [lanee, B
X0 e UTepaunuii, ux NopsSgoK USMEHSIETCS CyJdani-
HbIM 06pasoM, ¥ Kaxkaoe OOGHOBJIeHMe

MIPOUCXOIUT HA OCHOBAHUM MPUCBOEHHBIX METOK
COCeTHMX BepIIMH. DTOT IMPOILECC TTPOIOIKAETCS
10 MOMEHTa, ToKa CTPYKTypa KJIacTepoB He CTa-
Oowmmsupyetcs. M3-3a oIydaifHOM MPUPOIBI Me-
TOJla HECKOJIbKO €ro 3aITyCKOB MOTYT IIPUBOIUTD K
pasHbIM pesyJibTaTaMm, YTo AejlaeT ero HeyCTonun-
BbIM. AJITOPUTM XapaKTePU3YeTCS MHTYUTUBHOM
JIOTUKOM, TPOCTOTOM peasn3aluiy U BbICOKOI BbI-
YMCIUTEIBHOM CKOPOCTBIO, TAK KaK €ro CJI0KHOCTh
npubaskaercs Kk O(m).

Edge Betweenness. PaspaboTanHblit 'MpBaHOM
1 HplomaHOM MeTon 6a3upyeTcsl Ha BbIYMCIEHUN
IIEHTpaTbHOCTY pEbGep. B camomM Hauase ompepe-
JIIeTCS yepes KaKue CBSI3U IMIPOXOIUT HauboIblee
KOJIMUECTBO KpaTuaiimx ITyTeii MeXIy pas/ind-
HbIMM BepliMHaMu. Jlayee pébpa ¢ Hambosiee BbI-
COKMMM TIOKa3aTeasiMy IeHTPaIbHOCTU YAANS-
IOTCSI, & OCTaBIIMecsl Mocjae 3TOT0 KOMIIOHEHTHI
paccMaTpMUBAIOTCSI KaK OTAedbHble KIaCTepbl.
OTOT TIpoliecC TPOJODKAeTCs OO0 MAOCTUKeHUS
MaKCUMMAaIbHOTO 3HaUeHUS MOAYAIpHOCTU. MeTop,
MMeeT HeCKOJIbKO MOAMMUKAIINI, OCHOBAHHBIX Ha
M3MeHEeHUM UCIO0JIb3yeMbIX METPUK WU TIpUMe-
HEHUM aJbTepHATUBHBIX (GYHKUMI pasoueHus.
OCHOBHBIM €ro HeJOCTaTKOM SIBJISIETCSI BbICOKAsI
BBIUMCIUTE/IbHAS CI0KHOCTD, TIOCKOJIBKY OIleHKa
IEeHTPATbHOCTU CBSI3eii TpebyeT 3HAUMTETbHBIX
pecypcos. Anroputm paboraet 3a O(m?n).

Louvain. MeTon, 0CHOBaH Ha >KaJHOM TIOMCKeE
JIOKaJbHOTO ONTUMyMa MOAY/ASPHOCTU U UCTIOJb-
3yeT TEXHUKY JIOKJIbHOTO TlepeMelleH!s] BepUIMH
(LMH). Anroputm mocjaegoBaTeJIbHO IlepeMeliaeT
BEPIIMHbI MEXIY COO0IeCTBAMM TaKUM 06pa3om,
yTOObI KaXXI0e MeiiCTBMEe YBeIMUMBAJIO ITOKa3a-
TeJb MOIYAsIpHOCTU. O6XO0M BePIIMH OCYIEeCTBIISI-
eTcs B IPOM3BOJbHOM IOpsIIKE M 3aBepliaeTcs,
Korja [ajbHeile IepeMelnieHus IepecTalT
MIPUBOAUTD K YIYUIIEHUIO CTPYKTYPbI KJIaCTEPOB.
B nepBoit dase anropuTm aHaIU3UPYET COCEqHME
BEPILNHBI, TO0YEPETHO U3MEHSISI UX TTPUHAIJIEX-
HOCTb K IpYTITIaM, ec/Ii 3TO CIIOCOOCTBYeT yBeJn-
YeHNI0 MOAYISIpHOCTH. Bropast dasa BbImonHSET
arperanmio: BepuIMHbl OIHOTO COO6IIEeCTBA CIMBa-
IOTCSI B eIMHBIN y3es1, a peéépa MeXXay HUMMU TIpe-
06pasyioTcst B HOBbIE CBSI3U. DTOT MPOIIECC MOBTO-
psieTcsl, TIOKa UTOroBasl CTPYKTypa rpacda ocTaércs
HeU3MEHHO, a MOAY/ISIPHOCTb He JOCTUTAET JIO-
KaJIbHOTO MakcuMyMa. HecMoTpst Ha TO, 4TO TTOPSI-
IIOK 06X0fa BEpIINH MOKET IMOBIMSTH Ha ITPOU3-
BOJIUTEIbHOCTh, OH He OKa3blBaeT 3HAUNTEIbHOTO
BIMSIHUSI Ha (UMHAJBHBINA pe3ynbTaT. B cpemHem
meTop paboraet 3a O (n log n).
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IIpakTHMueckast 4acTb

PesynbTaThl paboThI AITOPUTMOB OLIEHMBAIVCh
IBYMS MeTpUKamMu, MOLyIsipHOCTBI0O U NMI (mepa
CXOJZICTB JIBYX pa3OueHmii).

MopnynapHocts (modularity) — 3T0 umciaoBas
MeTpyKa, KOTopast M3MepsieT, HaCKOJIbKO XOPOIIIo
rpad pas6ur Ha coobuiectBa. OHa CpaBHMBAET
IIOJTI0 pEGEp BHYTPU COOOBIIECTB C OKMUIAEMOI 10-
JIeii TakuxX pébep B caydyaifiHOM rpade Toii ke cTe-
TIeHY CBSI3HOCTU. 3HaUeHye Momy/asipHocTu Q Jie-
SKUT B AuarasoHe oT -1 1o 1 u MHTepIpeTupyeTcs
CJIeAyIOUM 06pa3oM:

e Q —1- oTanMuHoe pasbueHye: 6OIbIIMH-
CTBO pé6ep HAaXOOUTCS BHYTPU COOOIIECTB, a He
MeXAy HUMU. DTO TOBOPUT O YETKO BhIPAKEHHOI
KJIaCTEepPHOM CTPYKTYpe.

e Q=0 - HeliTpa/ibHOE (IOYTU CJIy4YaiiHOE)
pasbueHye: pébpa pacIoNoKeHbl IPUMEPHO TaK
ke, Kak B CTydaitHoM rpade, 1 cooO1IecTB Kak Ta-
KOBBIX HE BbIZIEJIIeTCS.

e Q<0 - moxoe pasbueHue: 60sbIlIe pEdep
MeXOy CoobIlecTBaMu, 4eM BHYTPM HMUX. ITO
03HAYAeT, YTO TEKYIIAs KIacTepu3aIus Xyxe, uemMm
orydaitHoe pas6ueHue. MaTeMaTUUeCKV MOIY-
JISPHOCTH rpada omnpenenseTcs Kak:

Q = =%y - 28, (@)

Ine:

m - obIee KOJuUuecTBO peébep B rpade;

Aj — smeMeHT MaTpullbl cMexxHocTu (1,eciam
ecTb pebpo Mexny i u j, uaaue 0);

ki, k; — cTerenu BepmuH i, j;

XiXj

2m
ciydaiiHom rpade;

8(¢j, ¢j) — MHAMKATOP: 1,ecin i 1 j B OGHOM KJia-
crepe, nHaue 0.

Tak Kak B MCXOIHBIX JAHHBIX OTCYTCTBOBaIa
MCTUHHAA pasMeTKa (ground truth), orpaxkaromas
TIPUHAIJIEXKHOCTD T10/Ih30BaTeNeil K KOHKPETHBIM
coo01IecTBaM, ObUIO MPUHSTO pellleHNe CO3IaTh
e€é BpyuHY10. [IJIsI 3TOro MCI0Ib30BaIach 3BPUCTH-
yeckas CTpaTerusi, OCHOBaHHas Ha IPeIooxKe-
HUM, YTO MOIH30BATEN C OOIBIINM KOJINIECTBOM
061X Apy3eit U TPYIII, CKOpee BCero, MpuHa,ie-
KaT K OJHOMY coo0611ecTBy. Ec/iu y o/ib30BaTesIst
He 6bIJI0 BbIPaKEHHOIi CBSI3U C APYTMMU (HAIMPu-
Mep, CJIMIIKOM MaJjio O6IIVX TPYII U Opy3eit), eMy
MpMCBauBagach MeTKa OGyoKaifiiero cocena — TO
€CThb TOTO IIOJIb30BATeNsI, C KOTOPbIM Y HEro
HaubOoJbIINMIT Bec cBSI3U B Tpade. UTOOBI OII€HUTD,
HAaCKOJIbKO XOPOIIO aJrOPUTMbI KIaCTepU3alumn

— OXXumgaemoe YKciIo pédep MeXmay i U j B

HaXOMSIT COOOIIEeCTBa, COIIACYIOIIMECS C 9TOM I'-
TOTe30M, UCII0Ab30Balach MeTpMUKa HOPMAalIn30-
BaHHO B3auMHOI uHpopmanyu (NMI). OHa mos-
BOJISIET CPaBHUBATH Pe3yibTaT KIacTepusanuu C
STAJIOHHOW (3BPUCTUYECKON) pa3MeTkoii. Yem
Bbillle 3HaYeHMe NMI, TeM cuibHee COBIaZeHMe
MEXIY TEeM, UTO «HAIIET» aJrOPUTM, U TEM, UTO
MBI 3a7jaJT/ BPYUYHYIO.

NMI (Hopmanm3oBaHHasA B3aMMHasi WH-
dopmaius) — 3T0 criocob CpaBHUTH IBa pasdue-
HMSI MHOXeCTBa, OCHOBaHHbBI HAa B3aMMHOI MH-
dbopmanyy (HampuMmep, IpeacKa3aHHbIe Kia-
CTEPHI ¥ BPYYHYIO Pa3MeUeHHbIe IPYMITbl «ground
truth»).B ocHoBe NMI j1e;kuT B3auMHast MHGoOpMa-
uust (MI) — oHa U3MepsieT, HACKOJIbKO 3HAHME Ofl-
HOTO pa30yueHMs] YMeHbIIaeT HeompeneleéHHOCTh
(3uTponuio) gpyroro. NMI HOpmManusyeT 3TO 3Ha-
YyeHMe, YTOObI pe3ysIbTaT BCEeraa HaxOOMUICs B Iua-
na3oHe ot 0 1o 1:

e (0 o03HauaeT TIOJHOE HECOOTBETCTBUE
MeXIy KiacTepaMu;

e 1 o3HavaeT MOJHOE COBIaZeHMe (pa3due-
HUS UIEHTUYHBI).

9rto menaet NMI ymo6HOI [Ji OLEHKYM Kade-
CTBa KjacTepusaluy, 0CO6eHHO KOTfa KIacchl U
KJIacTepbl He COBIAAAIOT 10 YMCIY UK pa3Mepy,
HO MOTYT BCE PaBHO XOPOIIO COOTBETCTBOBATH
IPYT IpPYTY IO COCTaBYy.

®opmyna NMI meTpuku:

_ 1K)
NMI(C,K) = o, (3)

I'me: C — mpenckasaHHbIe K/IaCTEPHI;

K - ground truth mMeTku (MCTMHHBIE COO0OIIIE-
CTBa);

I(C, K) — B3aumHast uupopmaius mexxay C u K;

H(C) u H(K) — sHTpOnMM KakIoro pasomeHus.

[TockoJIbKY HEKOTOpbIe aJTOPUTMbI KIacTepu-
3aluK 061afal0T CTOXAaCTUUECKO MHPUPOdOi u
MOTYT BbIIaBaTh pa3juMuHble pPe3yabTaThl IIPU T0-
BTOPHBIX 3aITyCKax (HallpuMep, 13-3a CJIy4aifHOIo
MopsiKa OOHOBJIEHMS Y3/I0B VI MHUITMATU3ATINN
METOK), [IJIsI TIOBBIIIeHUS JOCTOBEPHOCTU OIl€HKU
KaXIblii MeToH ObIJI BBIMIOJIHEH TPIOKObI. [lanee
IJI aHa/IK3a pacCMaTpPUBAINCh HaWIydllye 3Ha-
YyeHUsT METPUK IO pe3yjbTaTaM 3TUX 3aITyCKOB.
UtoroBbie 3HaUeHUST MOAYISIPHOCTU Y HOPMaJIK-
30BaHHOIi B3auMHOI1 MHpopmaiuy (NMI), memoH-
CTpUpYIOIIYEe HauIydllee Ka4yecTBO KlacTepusa-
MU AJ19 KaKIOr0 MEeTOJa, MPeCTaBIeHbl B Tab-
nuie.
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Tabnuua
IToryueHHBIE OLIEHKY METOOB
Anroputm MonynsipHOCTb NMI
Louvain 0.5751
Fastgreedy 0.4954
Label Propagation 0.4718
Edge Betweenness 0.4714

IlaHHbIe TaGAUILI TTO3BOJISIOT CAEIATh BBIBOT,
YTO C Y4ETOM OCOOEHHOCTE HAIllero COIMaTbHOTO
rpada u rmpocTaBjIeHHO HaMu pasMeTKe Louvain
IE€MOHCTPUPYET HaubOoJIbIlMe MTOKA3aTeMM KaK 10
MOIYJISIpHOCTH, Tak U 1o NMI. Fastgreedy Taxxke
TTOKa3bIBAeT XOPOIlNe pPe3yabTaThl, HO YCTYyIaeT
Louvain. Label Propagation u Edge Betweenness
MeHee 3¢ (PeKTUBHBI, 0COOEHHO 10 KPUTEPHUIO MO-
IOYASIPHOCTY, YTO MOKET ObITh CBSI3aHO C UX CIie-
unudmKoii paboTsl Ha rpacdOBbIX COLMATBHBIX Ce-
TSIX.

3axkiaoueHue

B pamkax maHHOJ pab6oThl ObII peaan30BaH
MPOrpaMMHBIVi MOAY/b, TpelHa3HAUeHHbIV [IJis
cbopa moab30BaTeIbCKMUX JAHHBIX U3 COLMATbHOM
cetu «BKoHTakTe». Ha 0cCHOBe COOpaHHbIX TaHHbBIX
661 chopMUPOBAH B3BEIIEHHbII HEOPUEHTUPO-
BaHHBIN Tpad, B KOTOPOM BepIIMHBI COOTBET-
CTBYIOT TI0JIb30BaTeJIsIM, & pEOpa OTPaKAIOT CTe-
MeHb COIMATbHO 6JIM30CTH, PACCUUTHIBAEMYIO HA
OCHOBe KOJIMYeCTBa OOIIMX APYy3eit U IepeceyeHnst
MHTepecoB (rpymm). Bec pébep popmupoBasics Kak
cymma Jaccard-cXoICTB IO 3TUM JBYM acIleKTaM,
YTO MO3BOJIMJIO YUeCThb KaK CTPYKTYpHbIe, Tak U ce-
MaHTMUUYeCKMe XapaKTepUCTUKU I[0/Ib30BaTe/lb-
CKMX CBSI3€IA.

IIyisg aHaIM3a IMOJYYeHHOro rpada OblLI MpoBe-
IEH CPaBHUTEJbHBIN 3KCIEPUMEHT C IIpUMeHe-
HMeM Hauboyiee U3BECTHBIX JITOPUTMOB JIETEK-
uuu  coobiiectB: Louvain, Fastgreedy, Label
Propagation 1 Edge Betweenness. PaccMoTpeHbI
TeopeTUUecKye ¥ BBIYMCIUTEbHbIE 0COOEHHOCTH
YKa3aHHBIX METOOB, ITPOAHAIM3YPOBAHA YCTOM-
YMBOCTb PasOMEHMT U UX UHTEPIPETUPYEMOCTbD.
KakIplil aqropuTm OLIeHMBAJICSI C MUCIIOIb30Ba-
HMEM TaKMX MeTPUK, KakK MOZIY/ISIPHOCTh
(modularity) 1 HopMaaM30BaHHAsI B3aMMHasT WH-
dbopmanyst (NMI), oTpaxkaiomias COOTBETCTBME
pa3bueHys 3aJaHHbIM METKAM.

[To pesynbTaTam 3KCIEPUMEHTOB, HaWIyJIlne
ToKasaTeay IMpPOJeMOHCTPUPOBAIN AJITOPUTMBbI
Louvain u Fastgreedy, rpuuém IepBblii ITOKa3an

60s1ee CTaOMIBHYIO ¥ MHTEPIIPETUPYEMYIO CTPYK-
TYpy coobiecTB. HecMOTpst Ha BBICOKYI0 MOMYJTb-
HOCTb, MeTof, Fastgreedy okasasicst meHee 3 dek-
TUBHBIM B OGHAPYKEHMM «€CTECTBEHHBIX» K/IaCTe-
poB. AnropuTMbI 6e3 y4éTa BecoB (Hampumep,
Label Propagation) mokasaiyu MeHbIIYIO TOUHOCTb
M BBICOKYIO BapMaTUMBHOCTb PE3y/IbTaTOB MEXKIY
3aIyCKaMM.

Takum 06pasoM, O6bUIO MPOIEMOHCTPUPOBAHO,
YTO KAYeCTBEHHBIV BbIOOP aJrOpUTMa IEeTeKIUU
COO0O0IIIEeCTB, amalTUPOBAHHOIO IO, 0COOEHHOCTY
KOHKpPEeTHOro rpada 1 BeCOBOI MO/, IB/ISIETCS
KPUTUYECKM BaKHBIM [IJIS MOJYUYEHMUs comepiKa-
TeJIbHOM CTPYKTYPbl K/IACTEPOB U U3BJIEUEHUS
3HAUYMMOJ MHDOPMAaLUM U3 COLMAIbHO CeTH.
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COMPARATIVE ANALYSIS OF SOCIAL GRAPH CLUSTERING METHODS
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Abstract. This article presents an approach to constructing a weighted undirected graph of users of the VKon-
takte social network, where edge weights are formed based on the sum of Jaccard similarities across lists of groups
and mutual friends. Particular attention is paid to comparing clustering results based on the metrics of modularity
and normalized mutual information (NMI). The data obtained demonstrate a significant discrepancy in the effi-
ciency of the algorithms and emphasize the importance of choosing the correct clustering method depending on the
structure and parameters of the graph.
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OPVIIDKOBA Cab6una Pamunu
MarucTpaHTKa, A3epbaiikaHCKIii TOCYAapCTBEHHbIV YHUBEPCUTET HEDTH U IMTPOMBIIITIEHHOCTH,
Asepb6aiimkaH, I. baky

TACAHI'VIMEBA MeTtanetr MyxaMmmapg,
IOLIeHT, A3ep6aiiIKaHCKMI1 TOCyTapCTBEHHbBIN YHUBEPCUTET HePTU ¥ TPOMBIIIEHHOCTH,
Asepb6aiimkaH, I. bBaky

AHAJIN3 BOJIBIINX JAHHBIX U CTATUCTUYECKUX IMPUMEHEHU

AHHomauus. bonvluue daHHble U UX cmamucmuieckue NPUMeHeHUs Uzparni peuarnuyo pois e maciumao-
HoOM cbope, xpaHeHuu, 06pabomxe U aHaau3e OaHHbIX 8 COBPeMEHHYI0 3N0XY. TTo0 GonbluMu OAHHBIMU NOHUMA-
fomcs 02pomHble 06BeMbl UHGDOPMAYUL, KOMOpble Xapakmepusylomcs 8bICOKOL CKOPOCMbl0 U pa3Hoobpasuem —
2mo maxue Habopsl daHHbBIX, C KOMOPbIMU MPAJUUUOHHbBIE MEXHON02UU 00pabomku 0aHHbIX He CNPAsJISIOMCs.
Amu daHHble coOUpamcs U3 Makux UCMoOUYHUKO8, KAK COYUAJIbHbIE Cemu, CEHCOpbl, ycmpolicmea HumepHema
seuleti, OusHec-onepayuu u opyaue, U OHU CMAIU YeHHbIM aKMUeom 01 KOMNAHULL, opeaHu3ayuii u 20cyoapcmeeH-
Hblx yupexcdeHuti. Cmamucmuueckue NpuioxeHust Heo06xXoouMol 0N peanu3ayuu NOAH020 AHAAUMUYECKO20 NO-
meHyuana 6oasux 0anHslx. Memodsl cmamucmuieckoz0 AHAaU3a 8KIUANM NPOYECCsl ONUCAmMensHoll cmamu-
CMUKU, AHAU3A CTYYALHBIX 8eNUUUH, KOPPENAYUOHHO20 U PezpecCUOHH020 AHANU3d, KAACmepuayuu u Kaaccu-
uxkayuu. Imu NPUIOHEHUS NO3BOJAIOM BbIABAIMb 3HAUUMBLE 3AKOHOMEPHOCMU U MeHOeHYUU 6 6ONbUUX OaH-
HblX, ONMUMU3UPOBAMb NPOYECCHl NPUHAMUS peuleHUll U paspabamoieams npozHocmuueckue modenu. B cospe-
MeHHOM Mmupe 00blulUe JaHHble U CIamuCmuyecKue NPUJOXEeHUs UCNOb3YIOMCS 8 PA3IUUHbBIX CEKMOPax, 8KJI0-
uas aHaIu3 nogedeHust KJIUeHMo8 8 OU3Hece U MapKemuHeze, NPOZHO3UPOBAHUE NPOOAXC U NEPCOHANUIUPOBAHHbLE
npeonoxceHus; 8 30pagooxpaHeHuu — O AHAAU3Aa MeQUYUHCKUX OaHHbIX, NPOZHO3UPOBAHUS 3a601e8aHUll U pas-
pabomxu nepcoHANU3UPOBAHHO20 JieUeHUsl; 8 (PUHAHCOBOM CeKmope — O/l AHANU3A PbIHKO8, 8bISA8NEHUS MOUIEH-
HUYecmea u oyeHKuU KpeOUumHslX puckos; 8 mpaxcnopme — 0Jis1 ONMUMU3AYUU MPAHCNOPMHbIX cemeli U Nosblule-
HUs 3¢ hexmusHoCMU MAPWPYMO8; a maxxce 8 HayKe U UCCIe008AHUAX — O/l AHANU3A 2eHOMHbIX OaHHbIX, U3yue-
HUS U3MeHeHUS! KIUuMama u MHoz2020 0pyzozo. C nOMOWbio CramucmuyecKux NpunoxieHull opzaHuzayuu Mozym
u3eekams yeHHoie céedeHust u3 daHHoIX, 6HeOPSMb P hekmusHsle NPOYECChl NPUHAMUS peuleHuti U noddepicu-
sams cmpamezuu 6yodywjezo passumus. Kpome mozo, cmamucmuueckuti aHanu3 60asUux 0aHHbIX, 8 COUemaHuu ¢
Maxkumu MexHoN02USIMU, KAK UCKYCCIMBEHHbILI UHMeLIEKM U MAWUHHOe 06yueHue, CNoco6Ccmeayem NoJyHeHUr ay-
OOKUX UHCALIMO08 U3 CJIOHHBIX HAOOPO8 OAHHBIX.

Knroueesle cnosa: 6onvluue aaHHble, cmamucmuvyeckue aaHHble, MawuHHsle JaHHble.

BBepenue

B coBpeMeHHYI0 310Xy 06beM U pa3sHoobpasue
IAHHbIX CTPEMUTEIbHO yBeanuuBawTcs. C passu-
THeM LMQGPOBBIX TEXHOJIOTUII ¥ MHTEPHETa exKe-
IHEBHO IO BCEMY MUPY TeHepUPYIOTCS TPUJIIU-
OHbI eIVHUI] JaHHbIX. DTU JAHHbIE COOUPAIOTCS
yepes ColLMaabHble CETH, TIaTHOPMbI STEKTPOH-
HO KOMMepIIMHA, AATYNKI, MOGUIIbHbIE ITPUTOKE-
HMSI, TOCYIapCTBEHHbIe CITYKObI U Apyrue uudpo-
Bble UCTOUHMKU. M3-3a Mx Goyblioro obbema,
OBICTPOrO M3MEHEHMSI U Pa3HOOOpPa3HbIX (popma-
TOB, TaKye JaHHbIe BBIXOASIT 3a IIPeIe/ibl BO3MOXK-
HOCTE}i TPaaMLMOHHBIX CUCTEM OOpabOTKM HaH-
HbIX. DTO SIBJIEHMEe YCWIMIO 3HaueHue OOJIbIIuX
IJAHHBIX U UX CTATUCTUUECKUX TPUTOKEHUIA.

Bosnbiine faHHbIe XapaKTepU3yIOTCS TpeMs OC-
HOBHBIMM IIpM3HaKaMu: o00beM (volume), cKo-
pocTh (velocity) u pasHoobpasue (variety). O6bem
OTpaskaeT MacIITad JaHHBIX; CKOPOCTb YKa3bIBAET
Ha TO, KaK OBICTPO JaHHbIe TeHePUPYIOTCS U 00pa-
0aThIBAIOTCS ; pa3HOOOpasye OXBAThIBAET HAINUME
CTPYKTYPUPOBAHHBIX, HECTPYKTYPUPOBAHHBIX U
MOJYCTPYKTYPUPOBAHHBIX TUIIOB HTAaHHBIX. IJTU
0COGEHHOCTY OT/IMYAIOT GOJIbININE JaHHbIe OT Tpa-
IUITMOHHBIX ¥ TPeOGYIOT HOBBIX MOIXOIOOB K UX
aHan3y.

CTraTuCTUUeCKMiI aHaaM3 OOJbIIMX JAaHHbBIX
II03BOJISIET M3BJIEKATh LleHHbIe cBegeHusd. OH I10-
MOTaeT TMOHSATb CTPYKTYPY ¥ MOBeAeHMe JaHHbIX,
BBISIBUTb 3aKOHOMEPHOCTY U TPEHbI, YCTAHOBUTh
B3aMMOCBSI3U MEXIY Pa3TMUHbIMU ITepeMeHHbIMU
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M AenaTh MPOTHO3bI Ha Oymylnee. TOT MPOIECC
BKJIIOYAEeT MpMMeHeHe pasauUuHbIX CTaTUCTUUe-
CKMX METOIOB U TeXHojoruit. OnmcaTenabHas CTa-
TUCTUKA WCIIONb3yeT TaKue Mepbl, KaK CpenHee
3HaueHue, MeauaHa 1 OUCIIePCHsI, YTOOBI OXapak-
Tepu30BaTh 00IIME CBOVCTBA JaHHBbIX. Koppers-
LIMOHHBIA U PEerpecCMOHHBIN aHaMu3 I03BOJSIOT
BBISIBUTH B3aMMOCBSI3Y MEXIY IepeMeHHbIMU U
oIpeJle/INTh UX B3auMozelicTBme. Kiacrepusaiys
U Kaccubmraums pasgensiioT JaHHble Ha pasind-
Hble KaTeropuu, GOpMUPYs I'PYIIIbI C MTOXOKUMU
MMpM3HAKaMU. AJITOPUTMBI CIy4alHBIX JIECOB U
HePOHHbIE CeTH, BXOISIIeE B chepy UCKYCCTBEH-
HOTO MHTeJIJIEKTa ¥ MallMHHOTO 00yueHus1, obec-
MeYMBaOT aHAMN3 CJIOKHBIX JTAaHHBIX U MOCTPOe-
HMe MMPOTHOCTUYECKUX MOIeIeii.

CoBMeCTHOE UCIT0/Ib30BaHMe OObIINX JAaHHbBIX
M CTAaTUCTUUYECKUX METOAOB MPUBOAUT K 3HAUM-
TeJIbHBIM pe3y/bTaTaM B PasIMUYHbIX 00/1acTsIX. B
Ou3Hece 1 MapKeTHHTe aHa/IN3 TIOBeeHMs KIMeH-
TOB, T[€PCOHAIM3UPOBAHHbIE MAapKeTUHTOBbIe
CTpaTeruy U MOBbILIEHNE TOYHOCTU ITPOTHO3UPO-
BaHMSI MPOJAX CTaauM BO3MOXHBbIMM. B 3mpaBo-
OXpaHeHUM aHaau3 MeIUIIMHCKUX NAaHHBIX CIIO-
co6GCTBYeT CBOEBpEeMeHHO JIVarHoCTuKe,

BHEIPEHMIO TTepCOHATM3MPOBAHHBIX METOMIOB Jie-
YeHMS M ONTMMM3AIINM 3aTpaT Ha 3[paBOOXpaHe-
Hue.

Ananus

AnHanu3 60JbIIMX JAHHBIX M CTATUCTUUYECKUX
TIPUIOXKEHU SIBJISIETCSI OCHOBHBIM ITOAXOAOM B
06paboTKe ¥ aHaaM3e COBPEMEHHbIX JaHHbIX. OH
OXBaTbIBAET OCHOBHBIE XapaKTEPUCTUKIU OOJIBIINUX
IaHHBIX, MPUMMEHEHME CTATUCTUUECKUX METOHOB
U CII0COGBI UX VCIIOJIb30BAaHMSI B PA3/IMUHBIX CEK-
TOpax.

s r1y6oKOro MOHMMAHMUS CTATUCTUUECKOTO
aHa/IM3a 60IbIIVX JAHHBIX HEOOXOIVIMO PACCMOT-
PeTb ero KJIroueBbie KOMIIOHEHTbI, aHATUTUIECKIE
METOZbI U MpaKTUUECKMe MPWIOKeHUs. bosbiine
IaHHbIe TPeICTaB/ISIIOT c060ii 6oJblie 06beMbl
PasHOPOIHOI U GBICTPO MOCTYMaIIel MHpopMa-
1IMKU. DTU JTaHHbIE COOMPAIOTCS U3 COLMATbHbIX Ce-
Teil, CEHCOPOB, MOOMIIBHBIX YCTPOWCTB, KIMEHT-
CKMX TpaH3aKUUIA M APYTUX MCTOYHUKOB. Ilo-
CKOJIBKY TPaAMIIMOHHbIE CUCTEMBI 0OPABOTKU
JaHHbBIX He CIIPaB/ISIOTCS C TAKMMM MaciiTabaMmiu,
06paboTKa 6OBIINX JAHHBIX TPEOYEeT CrieluaIm-
3MPOBAHHBIX NOAXONOB [9, c. 140].

Tabnuia

KnioueBbie XapaKTEPUCTUKM U 00JIACTU IIPUMMEHEHMS G0IbIINX JAHHBIX M CTATUCTUYECKOTO
aHaim3a (ucrouHuk: https://pmc.ncbi.nlm.nih.gov/articles/PMC5041595/)

XapakTrepucTuka /
006s1acTh MPUMEHEeH S

Onucaumue

06bem (Volume)

C6op 1 XpaHeHMe 60bIIMX 06bEMOB JaHHbIX. HampuMep, exkeTHEBHO ITyOIMKyeMbIe
JlaHHbIE B COIIMAIbHBIX CETSX, TaHHbIE, TeHepMpyeMble CEHCOpaMMU 1 JIp.

Ckopoctsb (Velocity)

Boicokast CKOpPOCTb reHepauuun u O6p3.6OTKI/I JaHHBbIX. Vl'[paBJ'IEHI/Ie " aHa/In3 IIOTOKOB
JAaHHBIX B peaJIbHOM BpeMeHMN.

Pasuoo6pasmue (Variety)

IaHHbIe, COGpaHHbIE B pa3IMUHBIX popMaTax (TEKCT, M300paskeHe, BUAEO, ayayo U T.
I.) ¥ Y3 MHOYKeCTBA MCTOYHMKOB (COIIMAIbHbIE CETH, CEHCOPHI, JIOT-(aii/Ibl U T. 1.).

HOocroBepHocTs (Veracity)

KauecTBO 1 HaIEXXHOCTD JAHHBIX. VCTpaHEHI/Ie OIIMOOK M HETOUHOCTEI B aHA/IM3e JaH-

HbIX.

[Tone3Hbie 3HAHUS U BBIBOABI, IMOJTYy4eHHbIE U3 CO6paHHbIX OaHHBIX. Mcrionb30BaHMe

Lenuocts (Value)

JAaHHBbIX B GusHece u rponeccax MMpuHATUA pQMEHMIZ.

OmnucarenbHast CTaTH-
CTHUKaA

Vcronb30BaHMe TaKUX MIOKa3aTesiei, Kak cpeiHee, MeqaHa U OUCIIePCHs IJisk BhIsBIIe-
HMSI OOIIMX XapaKTePUCTUK JaHHbBIX.

Koppensuus u perpeccus

BrisiBiIeHMe B3aMMOCBSI3€li U BIUSHUII MeXny OaHHbBIMUA. HaanMep, dHaJIn3 B3aMO-
CBA3UM MEXOY IMPpoAakaMM M IMOrogHbIMM YCJIOBUAMMN.

KJIHCTepMSaI.IMH " KJIaCcCH-

I'pynnupoBKa 1 KiaaccuduKaiys JaHHBIX IO CXOKMUM XapakTepucTukam. Hampumep,

duxkanusa cerMeHTaLys KIMeHTOB.
HcKyccTBEHHbBIIT MHTEJT- ABTOMaTHUYECKOE U3BJIeUEHE€ 3aKOHOMEPHOCTEN M MHCAWTOB 13 JaHHbIX. Co3maHne
JeKT u MO MIPOTHOCTMYECKIUX MOJe/Iei ¥ aBTOMAaTHU3aIlMsI IPUHSITHS peIlleHMiA.

BusHec U MapKeTUHT

AHanu3 moBeieHNsT KIIMEHTOB, TPOTHO3MPOBAHMeE TIPOAAK M pa3paboTKa MmepCcoHaInu3u-
POBAHHBIX MAPKETVHTOBBIX CTPATETMIA.

AHanmu3 MeIUIMHCKMX JaHHbIX, IPOTHO3MPOBaHMe 3a601eBaHmMii 1 pa3paboTKa mepco-

3apaBooxpaHeHUe
HaJIM3UPOBAHHBIX METOIOB JIEUEHMSI.
AHanu3 GUHAHCOBBIX PbIHKOB, BbISIBJIEH)E MOLIIEHHMYECTBA U OI[€HKA KPeIUTHBIX PUC-
duHaHCBI
KOB.
TpaHCIOpPT OnTUMu3auys JOPOKHBIX CeTeli U BbIsIBeHNe 3(PGhEeKTUBHBIX MapUIPyTOB.

Hayka u ucciegoBaHust

AHay3 reHOMHBIX TaHHBIX, M3YUYEHMe M3MEHEeHMs KIMMaTa i [IpUMeHeHMe B IPYIMX
HayYHBIX 00/1aCTSIX.
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Bospiine maHHbIE M CTATUCTUUYECKUI aHAIU3
MMEIOT OTPOMHOEe 3HaueHyue B COBPEMEHHO
cdepe ypaBiaeHUs] JAaHHBIMY ¥ aHAJUTUKA. Tab-
muia 1 MoKasbIBaeT OCHOBHbBIE XapaKTEPUCTUKMU
OOJIbIINX TaHHBIX ¥ 00/aCTH, B KOTOPBIX IpyuMe-
HSeTCsT CcTaTucTuueckuii aHanms. O6beM, CKO-
POCTb U pa3Hoo6pasue — Tpu (PpyHIaMeHTaIbHbIe
0COGEHHOCTH, KOTOPbIe OTIMYAIOT GOJIbIINe JaH-
Hble OT TPaAULIMOHHBIX METOAOB 06paboTKu. B
TabnuIe TaKKe YKa3aHo, KaK CTaTUCTUUECKME Me-
TOMbI, TaKM€e KaK OIMcaTeNbHast CTATUCTUKA, KOP-
pensius M perpeccusi, KiacTepusanus U MUCKyC-
CTBEHHbIV MHTEJUIEKT, IPUMEHSIOTCS AJIsI aHaIM3a
OOJIBIINX TaHHBIX. DTY METOIbI TIO3BOJISIIOT BbISB-
JISITh  3HAUMMble 3aKOHOMEPHOCTM B [JAaHHBIX,
OmpefeNsITh B3aMMOCBSI3U MEXIY IepeMeHHbIMMU
" IeNiaTh MPOTHO3bI Ha Oymyiee.

Tabauiia Takke ITOSICHSIET, KaK CTaTUCTHUYe-
CKMi1 aHaJIM3 MCIOAb3yeTCsS B PasaMUHbIX 006Ja-
CTSIX, TAKMX Kak OM3HeC, 3[paBOOXpaHeHne, Gpu-
HaHCBI, TPAHCIIOPT U HayKa. B 3TUX ceKTopax cTa-
TUCTUYECKUI aHaJIMU3 TTO3BOJISIET U3B/IEKaTh LeH-
Hble CBeIeHMs U3 TaHHbBIX, MOIePXKUBAET b6oee
TOYHOE MIPUHSATHE PeIIeHii M TIOMOTaeT OIMTUMMU-
3MPOBATh OMepaIU.

B 3akiioueHue, 60JbllNe JaHHbIE Y CTATUCTU-
YeCKMil aHaaM3 SIBJISIOTCS He3aMeHMMBbIMU WH-
cTpyMeHTaMy 1151 3Q(PEKTUBHOIO MPUHITUS pe-
IIeHui ¥ paspaboTKY MHHOBAIMOHHBIX pellleHuii
B Pas3JIMYHBIX cepax.

CTaTUCTUYECKMIT aHAIN3 — KJII0Y K PACKPbI-
TUIO MOJTHOTO MOTEHIMAJIa 00BIINX JAHHBIX.
OH mO03BOJISIET BBISIBJISTh 3HAUMMbIE 3aKOHOMEp-
HOCTY ¥ TEHMAEHIMM, ONPeAeNsSIiTh B3aMMOCBSI3U
MeXIy IepeMeHHbIMU U pa3pabaThIBaTh IMPOTHO-
cTuveckue Mogean. OCHOBHbIE METOMbI, MCITOJb-
3yeMble B CTAaTMUCTUUECKOM aHaIM3e OOJIbIINX
IaHHBIX, BKITIOYAIOT:

OmucarenbHasi CTaTUCTUKA: OIpeqeseHue
06IIMX XapaKTepPUCTUK JaHHBIX. BKIouaeT Takue
MEeTpPUKM, KaK cpefHee, MeauaHa, MOJa, IUCIep-
CUs ¥ CTaHJapTHOE OTK/IOHeHue. Hampumep, omnu-
caTejbHasl CTATUCTMUKA IO MPOAAKAM IT03BOJISIET
KOMITaHMSIM OTIpeIeIUThb CPeaHMIT 00beM MTPOIAK,
a Takke MMHMMAaJIbHbIE ¥ MaKCUMMaJIbHbIE 3HaUe-
HMUSL.

KoppeasiiMoHHbIii M perpecCMoOHHbI aHa-
JIN3: BbISIBJIEHVE B3aMMOCBSI3€ll MeKIy ITepeMeH-
HbIMK. Koppensiust uamepsieT cyIy M Harpasiie-
HMe CBSI3U MeKIY ABYMSI TepeMeHHbIMY, a perpec-
CUS OTIpeiesisieT, Kak OJTHA IlepeMeHHast BJusIeT Ha
Ipyryio. Hanmpumep, aHaimu3 B3aMMOCBSI3Y MEXIY
pacxomamyu KIMEHTOB U 3aTpaTaMy Ha MapKeTUHT

MOXeT TIOMOYb ONITUMU3UPOBATH MapKETUHTOBYIO
CTpaTerumo.

Knacrepusauuss n kinaccmuranms: Tpym-
MMPOBKA JAHHBIX Ha OCHOBE CXOXMX XapaKTepu-
CTUK. MeToauku, Takue Kak K-cpegHux u ciryvai-
Hble Jieca, IIMPOKO TMPUMEHSIIOTCS B 3TOM MIpO-
1iecce. Harpumep, KIMeHTOB MOXXHO CerMeHTUPO-
BaTh 10 IOKYIaTe/IbCKOMY ITOBELEHUIO )11 pa3pa-
OOTKM MEePCOHATM3MPOBAHHBIX MTPeIIOKEHMIA.

CiayuaiiHble jieca ¥ HelpOHHbIE CeTU: 3TU
METOAbl MCKYCCTBEHHOTO MHTEJIEKTa M MalluH-
HOTO OOyYeHMs aBTOMATU3UPYIOT CTaTUCTHUUe-
CKMi1 aHaIN3 OONBIINX JaHHBIX. OHM MOTYT BbISIB-
JIATh CJIO)KHbIE 3aKOHOMEPHOCTU M B3aMMOCBSI3U
MyTeM aHaau3a OOoJbIIMX HAOOPOB JaHHBIX.
Harnpumep, HeiipOHHbIE CETU UCITOIb3YIOTCS B Me-
IUIIMHCKOV aHJIMTUKE [t TPOTHO3MPOBAHMS 3a-
6oneBaHmit [5, c. 3].

CTaTUCTUYECKUI aHAIN3 GOIBIINX JAHHbBIX
IIMPOKO IPUMEHSIETCSI B Pa3/IMYHbBIX 00/IaCTIX
¥ IIPUHOCUT 3HAUMTEIbHYIO IIeHHOCTh. Huke
TIIPUBEEHBI KITI0YeBble 00/IaCTV MPUMEHEHMS :

e bBusHec M MapKeTMHI: CTATUCTUUYECKUIA
aHaM3 GOJBIINX TAHHBIX ITO3BOJISIET AHATU3UPO-
BaThb NOBeJleHE KIIMEHTOB, IPOTHO3MPOBATh MPO-
Iasku M pa3pabaThIBaTh MePCOHATM3MPOBAHHbBIE
MapKeTMHTOBble KaMmaHuu. KommaHuu, Takue
Kak Amazon u Netflix, uCIOMB3YIOT CTATUCTUKY
IIJIST BBIJAYM MHAMBUIYATbHBIX PEKOMEeHIalIIA.

e 3apaBooxpaHeHHUe: CTaTUCTUYECKUE Me-
TOABI HEOOXOOMMBI /ISl aHAAM3a MEeTUIIVMHCKUX
IaHHBIX, TPOTHO3MPOBAHMS 3ab0eBaHMit U pas-
paboTKM  TEPCOHATM3UPOBAHHOTO  JIEUEHMUSI.
Hampumep, Bo Bpemsa mangemunu COVID-19 pac-
MpocTpaHeHue 3a60IeBaHMs TPOrHO3MPOBAIOCH C
MOMOILbIO CTATUCTUYECKOTO aHA/IN3A.

e  OUHAHCHI: aHAN3 HDMHAHCOBBIX PHIHKOB,
BbISIBJIEHME MOIIEHHMYeCTBa U OIleHKa KpeauT-
HbIX PYCKOB BO3MOKHbBI O61arofapst aHaam3y 60J1b-
IIUX JaHHBIX. @MHAHCOBbIE YUpeXAeHUs aHa/IM-
3UPYIOT TIOBeJleHMe KIMEHTOB [JI ONTUMU3ALUU
pelieHni 0 KpeaUTOBAHUNA.

e TpaHcmopr: ONTMMM3ALUS TPAHCIOPT-
HBIX CeTell, OTCAeXMBaHNe TPAHCIIOPTa U ompese-
jieHre 3(PGeKTUBHBIX MapUIPYTOB OCYIIECTBIIS-
€TCSl C TIOMOIIbI0 AHATUTUKM OONBIINX TaHHBIX.
ITnatdopmsl, Takme Kak Uber m Google Maps,
MpeIoCTaB/ISIIOT MapUIPYThl B pea/ibHOM BpeMeHMU
Ha OCHOBE GOJIbIINX TaHHBIX.

e Hayka M ucciaemoBaHMSI: CTaTUCTUYe-
CKMIT aHanu3 OOJBIIMX MAaHHBIX CIIOCOOCTBYET
HayYHBIM IOCTMKEHUSIM B TaKMX 00JIACTSIX, Kak
reHOMMKa, M3yueHue KaumaTra 1 KoOCMUIecKue uc-
clemoBaHMS. Hanpumep, C TMOMOIIbIO
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CTATUCTUUECKUX METOHOB UCCAEAYIOTCS TTPUUMHDI
reHeTMYeCKuX 3a60/IeBaHMiI HAa OCHOBE aHajm3a
TeHOMOB.

IIpeumyimecTBa MCIIOIb30BaHUS OOJIBIINX
IDAHHBIX M CTATUCTUYECKUX TEeXHOJOTUIl IJIf
opraHu3aIuii BKIIOYAIOT:

e Bosee 6bICTpOe ¥ TOUHOE TMPUHSTHE Pe-
IIeHM Ha OCHOBE JaHHBIX.

e Jlyuilee MOHMMAaHME TIOBEHEHUS KIMEH-
TOB M MpemoCTaBjeHMe IepCOHATN3UPOBAHHBIX
YCJTYT.

e  CHMXeHME PUCKOB M MAKCUMM3ALIVST TIPU-
OBLIM 3@ CUET MPOTHOCTUYECKUX MOIeIe.

e  OmTuMMM3alMs OIEepPalMOHHBIX IPOIEeC-
COB M COKpallleHue 3aTpar.

e  JloCTVUKeHMe HOBBIX OTKPBITUIT ¥ MHHOBA-
M1 B HAYYHBIX UCCIIeIOBAHMSIX.

HecMmoTpsi Ha mnpeMMyllecTBa, OO0JIbIINE
JaHHbIE ¥ CTAaTUCTUYECKUIT aHAJIN3 CTATKMBA-
IOTCSI C PSAOM BBI30BOB. DTO oOecreveHye KOH-
dbumeHIMaNTbHOCTY 1 6€30MaCHOCTM JTaHHBIX, ITO]I-
Iep>kaHue KauecTBa AAHHBIX U CO3/IaHMe He06X0-
IVMOJ TEeXHOJOTUUECKOM MHQPACTPYKTYPhI MOJIS
XpaHeHUss 1 06paboOTKM GONbIINMX 06HEMOB MH-
dbopmaruu. [ToaToMy OpraHu3aIusIM HeO6X0AUMO
yIoensaTh 0coboe BHMMAaHMe HaaesKHOCTH, KOH(M-
JEHIMAIbHOCTY ¥ 06e30MacHOCTM [OaHHBIX IIpU
BHEIPEHUM  TEXHOJIOTMII  OONbIIMUX  JTaHHBIX
3, c. 215].

3axkaoueHue

Bonbiline maHHbIE M CTATUCTUUYECKUII aHAINU3
UT'PAIOT PENaloNIyIo POJIb B COBPEMEHHOM YITpaB-
JIeHUY JaHHBIMU U aHATUTHKE. TIOCTOSIHHO pacTy-
muit 06beM AAHHBIX JeJIaeT TPaJUIVOHHbIE Me-
TOAbI 0OPAOOTKM HeLOCTaTOUHbIMU. OOBEM, CKO-
POCTb U pasHoo6pasye 60IbIINX TaHHbIX TPEOYIOT
HOBBIX AHAIUTUYECKUX MomxomoB. CraTtucTude-
CKMi1 aHaIM3 — caMblii 3¢ HEeKTUBHBIN MHCTPYMEHT
IJIST peanu3anuy aHaJIUTUUYECKOTO IOTeHIMasa
GOJIbIINX JaHHBIX.

Bnarogapst TakMM MeTOIaM, Kak omyucaTeIbHast
CTATMUCTUKA, KOPPEJSLus, perpeccus, KiacTepu-
3alMs ¥ UCKYCCTBEHHbBIN MHTEJIEKT, CTAHOBUTCS
BO3MOXHbBIM 3(deKTuBHOe u3BIeueHne uHdop-
Malyy U3 JAaHHBIX. IIpMMeHeHNe OOJbIINX JaH-
HbIX ¥ CTATUCTUKU B pPasHbIX cdepax IMO3BOJSIET
OpraHM3alysIM IOJy4YaTh LieHHbIe 3HAHMS.

B 6u3Hece 1 MapKeTHHTe 3TO ITIOMOTaeT aHaJM -
3MPOBATh [TOBeJIeHNE KIIMEHTOB U CTPOUTD CTpaTe-
UM TIPOAAK. B 3mpaBooXpaHeHUN — YIIyUIIaTh K-
arHOCTMKY M TepCOHaNM3aluio jedyeHus. B ¢u-
HaHCaX — BBISIB/ISITh MOIIEHHUYECTBO U OLIEHMBATh
PBIHKM. B HayKe — TpoiBUTaTh MCCIeA0BAHMS B re-
HOMMKE U KITMMAaTOJIOTUN.

OnHaKo 3TOT Mmpolecc TpeGyeT MpeomoIeHust
BBI30BOB, TaKMX KaK o0eclieueHue KauecTna JaH-
HbIX, KOHQUIEHIMATbHOCTh M TEXHOJOTMYEeCKast
TOTOBHOCTh. OpraHusanuy MOJKHBI TapaHTUPO-
BaTh HAZIEXKHOCTH U 6€30TIaCHOCTH JAHHBIX BO BCEX
chepax mpUMEHEHMSI.

Bosbline JaHHBIE M CTATUCTUYECKUII aHa-
JIN3 — 3TO MOIIHBbIE MHCTPYMEHTBI, KOTOpbIe
06ecITeuMBalOT OpPraHM3aLUsIM KOHKYPEHTHOE
npeumyiiecTBo. OHM MMO3BOJISIIOT M3BJIEKATh 3HA-
HUSI, CTPYKTYPMPOBATh IPUHSITHE PELIEHNIT U pa3-
pabaThiBaTh MHHOBALMOHHbIE pelieHus. [Io mepe
pa3sBUTUS 1IUPPOBOIT SKOHOMUKM U MHPOPMAIIK-
OHHOTO 0O0IlIeCTBa 3HAUEHME 3TUX MHCTPYMEHTOB
OyZIeT TOJBKO BO3PACTATh.
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ANALYSIS OF BIG DATA AND STATISTICAL APPLICATIONS

Abstract. Big Data and its statistical applications play a vital role in the modern process of large-scale data
collection, storage, processing, and analysis. Big Data refers to datasets that are large in volume, rapidly changing,
and diverse in format—making them difficult to handle using traditional data processing technologies. These data
are collected from sources such as social media, sensors, Internet of Things (IoT) devices, business operations, and
others, and have become a valuable resource for companies, organizations, and government institutions. Statistical
applications are essential for fully realizing the analytical potential of Big Data. Methods of statistical analysis
include processes such as data description, random variable analysis, correlation and regression analysis, cluster-
ing, and classification. Statistical applications in the context of Big Data allow for the discovery of meaningful pat-
terns and trends, optimization of decision-making processes, and the creation of predictive models. Today, Big Data
and statistical applications are used across many fields, including customer behavior analysis in business and mar-
keting, sales forecasting, and personalized offers; medical data analysis in healthcare, disease prediction, and the
development of personalized treatments; financial market analysis in the finance sector, fraud detection, and credit
risk assessment; optimization of road networks and identification of efficient transport routes in the transportation
industry; genomic data analysis in science and research, climate change studies, and more. Through the statistical
use of Big Data, businesses and organizations can extract valuable insights, create effective decision-making pro-
cesses, and support future development strategies. Moreover, the statistical analysis of Big Data enables the ex-
traction of deep insights when combined with technologies such as artificial intelligence and machine learning.

Keywords: big data, statistical data, machine data.
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COKOJIOB VBaH AHapeeBuUY
MarucTpaHTt, Bonoronckuit rocyapCTBeHHbIN YyHUBepcuTeT, Poccus, r. Bonorna

HayuHnbslii pykosodumeb — doueHm Kagedpvl asmomamuku U 8bI4UCTUMEILHOT MeXHUKU
Bo/10200ck020 20cydapcmeeHH020 yHUgepcumema,
kaHdudam mexHuueckux Hayk CopokuH Apcenuii Hukonaesuu

APXUTEKTYPHBIE ITIOJAXOIbI K OBECIIEUEHUIO OTKA30YCTOMUNBOCTU
U MACIITABUPYEMOCTU B OPEN-SOURCE CUCTEMAX KOHTPO/JISI
BEPCUI1: CPABHUTEJIBHBIN AHAJIN3 GITLAB CE, GITEA U FORGEJO

AHHOmMauus. B cmamuve nposodumcs cpagHumensbHblii aHAIU3 apxumekmypHbix peuleHull cospemeHHblX open-
source cucmem koumpoas eepcuti (CKB) — GitLab CE, Gitea u Forgejo — 8 Konmekcme ux cnocobHocmu obecneuu-
8amb 0MKA30yCMOUUUBOCMb, MACIMAOGUPYeMOCMb U UHMe2payuio ¢ KiacmepHsimu cpedamu. Paccmampuesaromcst
KOMNOHEHMHAs. CmpyKkmypa kaxcooti niamgopmol, Memoosl peanudayu 20pu3oHmManIbH020 MacuimaduposaHus,
noddepxika zeopenaukayuu u 6anarcuposku Hazpysku. Ocob6oe 8HUMAHUE YOeNeHO NPAKMUYECKUM CYUeHapusM Uc-
Nob308aHUS: OM 2100AbHBIX KOPROPAMUBHBIX NPOEKMO8 00 cmapmanos u deyeHmpanu308aHHsIX open-source
coobuecms. Pe3ynomamol uccnedosanus demoHcmpupywom, umo evi6op onmumansHoti CKB 3asucum om mac-
wmaba npoekma, mpe6osaHuli K uHppacmpykmype u docmynHoix pecypcos. GitLab CE evidensemcst 6CmpoeHHOL
Kkaacmepusayueti u unmezpayueti ¢ DevOps-uncmpymenmamu, mozda kak Gitea u Forgejo npednazarom siezkogec-
Hble peweHust 01 Manblx Komand. Ha ocHoée aHanu3a cpopmynuposaHsl pekoMeHoayuu no 6HeOpeHuIo cucmem 6
pacnpedenieHHble cpedsl, 8K0OUAsT coemecmumocme ¢ Kubernetes u cmpamezuu MuHumMu3ayuu 3ampam.

Knroueewle cnosa: cucmemot konmposs eepcuti, GitLab CE, Gitea, Forgejo, knacmepHsle apxumexkmypol, Mac-
wmaobupyemocms, 0MKa30ycmoiiuusocms, 2e0peniuKkauus, 20pu3oHmansHoe macumaouposarue, DevOps, CI/CD,

open-source.

BBenenmne

CoBpeMeHHass pa3paboTKa IMPOrpaMMHOIO
obecrieueHnsT TPeOyeT He TOIbKO 3(PEPEKTUBHOIO
yIpaBJIeHMsI UCXOAHBIM KOOM, HO ¥ 06eCcTieueHust
BBICOKO#1 JOCTYITHOCTM, MacCIITaOUPyeMOCTU U OT-
Ka30yCTOUMBOCTY CUCTEM KOHTPOJIS BepCuii
(CKB). Open-source pernieHus, Takue kKak GitLab
CE, Gitea u Forgejo, mpejiaraiotr pas3jinyHbie ap-
XUTEKTYPHbIE TOIXOIbI K peaan3alyy STUX Tpebo-
BaHMI. B cTaTbe aHAIM3UPYIOTCS UX apXUTEKTYP-
Hble 0COOEHHOCTM, IIPeuMYIeCcTBa ¥ OrpaHuye-
HMUSI, @ TAKKE METOJIbI MHTETpaluy B KJIacTepHbIE
Cpenbl IJ1s TIOAAEPSKKY pacIipeie/IeHHbIX KOMaH,
M KPYITHBIX TTPOEKTOB:

1. GitLab CE: MuorodyHKIMOHAIbHAS
miaTdopma ¢ BCTPOEHHO KIacTepusanmeit

ApxuUTeKTypHasi MOZEeTb

GitLab CE (Community Edition) - ato xom-
TJIeKcHas TiaTdopMa, 06beAMHSIONas yrpasiie-
Hue pernosutopusimu, CI/CD, MOHUTOPUHT U aHa-
muTuky. Ero MomynbHasi apXUTeKTypa pasieneHa
Ha HECKOJIBKO K/TFOUEBbIX KOMITOHEHTOB:

1) GitLab Rails:

e  OcHOBHOe BeG-ipwiokeHMe Ha Ruby on
Rails, o6pabarsiBatoniee HTTP-3amnpock 1 API;

e  VmpaBisieT Moab30BaTeISIMU, ITPOEKTaMMU
¥ HaCTPOVKaMMU.

2) Gitaly:

. Bricokompou3sBoauTenbHbli cepBuc Ha Go,
OoTBeuaroIuii 3a onepaiiuu ¢ Git-pernosutopusimu,

e  OTnesieH OT OCHOBHOTO MPWIOXKEHUS [JIst
VIIPOLIEHNUST MAacCIITabUpOBaHUSI U CHIVDKEHUS
Harpy3ku Ha CPU.

3) Sidekiq: ¢oHOBBINi 06pabOTUMK 3amady Ha
Ruby, ucronb3yeMsblii 1151 aCMHXPOHHOTO BBITION-
HeHus1 Cl/CD-najiinnaiHOB, yBeLOMJIEHUI U APY-
TUX Omeparuii.

4) PostgreSQL u Redis: ocHoBHast 6a3a JaHHBIX
(PostgreSQL) xpaHuUT MeTaJaHHbIE IMPOEKTOB, a
Redis mcronb3yeTcst Ajisi KOIMIMPOBAHUS U OUepe-
neii 3agad.

KitacrepHbie BO3MOKHOCTH:

TopusoHTaIbHOE MacHITabMpOBaHME: KOMIIO-
HeHThl GitLab Rails, Sidekiq u Gitaly moryT 6bITh
pa3BepHYTHI HA OTHEIbHBIX y3ax. Harpumep, He-
ckonbko Gitaly-cepBepoB pacripefesisiioT Harpy3Ky
MeX]y perlo3UTOPUSIMMU.

Wurerpanus ¢ Kubernetes:

e  GitLab Runner aBTOMaTMyecKu MacIiTa-
6upyer CI/CD-3amaun B Kubernetes-kiacrepe.
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e Tlogmepskka GitLab Operator mjis ympasie-
HMS KMU3HEHHBIM IVKJIOM B 00JIAUHBIX Cpefax.

leopermkanus (GitLab Geo): cosmaHue BTO-
PUUHBIX Y3JIOB B pPa3HbIX PETMOHAX JJIs1 CHYDKEHUS
3a7epikek 1 o6ecrieueHnst 0TKa30yCTOMUMBOCTH.

[Tpeumyiecrtsa:

e  T[loMHOPYHKIMOHATBHOCTh (BCTPOEHHbIE
DevOps-MHCTPYMEHTHI).

e ToroBasg mommepskKa KJIacTepoB U 00ay-
HBIX MUHQPACTPYKTYP.

HepmocraTku:

e  Bricokue TpeboBaHMUS K pecypcam (peKo-
meHpayetcst oT 8 'b RAM f/1s1 cpegHUX Harpy3oK).

e CrnoxHoctp Hactpoyiku HA-kmacrepa
(TpebyeT r;Ty00KOTo 3HAHMSI KOMIIOHEHTOB).

2. Gitea: JlerkoBecHast ¥ MMHMMAaJIUCTUY-
Has aJbTepHATUBaA

ApxuTekTypHasi MO elb

Gitea — 3TO yIpoIlleHHas CUcTeMa yIpaBaeHus
Git-pertosutopusiMu, paspaboTaHHas IJIT MaJbIX
kKoMmaH/. Ee apxuTekTypa OpMeHTMpOBaHa HA MU-
HMMAaJIM3M U HU3KO0e oTpeb/eHre pecypcoB:

1. MononutHoe sapo Ha Go: BeG-MHTep-
(evic, API u Git-onepaiiuy BBIIIOJHSIIOTCS B OMHOM
npoiiecce, UTO YIPOIIAeT pa3BepThIBAHNKE.

2. ba3za ganHbpIx: nogmepkuBaet SQLite (mist
TecTOBbIX cpen), MySQL m PostgreSQL.

3. OTCyTCTBME 3aBUCMMOCTEN: s paboThl
He TpebyoTcs Redis mim oTaenbHbIe CEPBUCHI IS
(boHOBBIX 3a7aY.

KnacrepHble BO3MOXHOCTMU:

e  Permkaiius 6asbl JaHHBIX: HACTPOIiKa
MacTrep-cieiiB peruinkauym PostgreSQL nns mo-
BBIIIEHUST AOCTYITHOCTH.

e  BanaHcupoBKa Harpy3Ku: UCIOIb30BaHMe
obpartHoro mmpokcu (Nginx, HAProxy) mjist pacrmpe-
JefeHys 3alpoCOB MeXAY HECKOJIbKMMM MHCTaH-
camu Gitea.

. NuTterpauus ¢ BHemHuMu CI/CD: mog-
nepskka Drone, Jenkins ¥ OpyrMx MHCTPYMEHTOB
yepe3 Webhooks.

e  Hwuskme cucremubie Tpe6oBaHusi (pabo-
TaeT Ha 512 MB RAM).

e IIpocToTa yCTaHOBKM U OOCTYKMBAHMSL.

HenmocraTku:

e  OTcyTCcTBME BCTPOEHHOI KJIaCTePU3aLIUN.

e  OrpaHuueHHbIN GYHKIMOHAT (HET BCTPO-
eHHoro Cl/CD, MOHUTOpUHTA).

3. Forgejo: [demeHTpanmu3oBaHHbII (OpK
Gitea

ApxuTtekTypHasi MOZenb

Forgejo — ato ¢opk Gitea, cosmaHHBI s
obecrieueHMs] TPO3PAYHOCTM YIIPABIEHUST U aK-
I[eHTa Ha 6e30macHOCTH. APXMUTEKTYPHO OH Hac/le-
nyeT yepThl Gitea, HO BK/IIOUAET Y/IydllIeHUS :

1. eueHTpann30BaHHOEe YIIpaBJ€HME: pas-
paboTKka BemeTcsl COOOIIEeCTBOM 6e3 KOHTPOJS
eMHOI OpraHu3aIum.

2. VYcuneHHas 6e30TacHOCTb: peryIsipHbIe
ayIuThl KOMa WM TIPMOPUTU3ALIMST MCIIPaBIeHUI
YS3BUMOCTEIA.

3. OJKcOepMMeHTajbHble (YHKIMU: TOMI-
mepskka Federation uepes ActivityPub (B paspa-
00TKe) IJISI CO3IaHMs pacIpeaeeHHOM CeTH pero-
3UTOPUEB.

KitacrepHbie BO3SMOKHOCTHU:

Perutukariiust u 6alaHCUPOBKa:

e  AnanoruuHo Gitea, Forgejo nmonaraetcs Ha
BHellTHMe MHCTpyMeHThI (Patroni fijis PostgreSQL,
HAProxy).

l'eopacnpenenenne:

e  BO3MOXHOCTb PYYHOI HACTPOMKU PEIUIUK
B Pa3HbIX perMoHax yepes MPOKCHU.

[Ipeumymiecrsa:

e  Coo0b11ecTBO-OpUEHTUPOBAHHAS
60TKa.

e AKIIEHT Ha JielleHTpaaM3alnio 1 6e3orac-
HOCTb.

HenmocraTkn:

e MeHbIlas MOMYASIPHOCTb 10 CPABHEHUIO C
Gitea.

e  OrpaHuyeHHasl JOKyMeHTalusl MO Kia-

paspa-

IIpeumyiiecTsa: CTePHBIM CIIeHAPUSIM.
Tabnuia
CpaBHUTEIbHBI aHAIN3 APXUTEKTYP
Kpurepwnii GitLab CE Gitea Forgejo
SI3BIK pa3paboTKu Ruby (Rails), Go (Gitaly) | Go Go
. SQLite, MySQL, | SQLite, MySQL,
Ba3bl JaHHBIX PostgreSQL, Redis PostgreSOL PostgreSOL
BcTpoeHHasi  Kiacre- ,Hg (Gitaly  Cluster, Her Her
pusanus GitLab Geo)
CI/CD BerpoenHbiii (GitLab CI) CropoHHue wuHTerpa- | CTOpOHHME WMHTerpa-
1107071 082078
Huskmne (or 512 MB | Huskme (or 512 MB
Pecypcoi Bricokue (ot 4 I'b RAM) RAM) RAM)
LleneBas aymuropus Kpymubie npennpusitus, | He6onmbimme kKomauzbl, | Open-source coobie-
DevOps-KoOMaHIbl SHTY3MACThI CTBA, aKTUBVCTbI
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4, TIpakTUueckKue ClieHapuM MCIO/JIb30Ba-
HUSA

Cuenapuii 1: KpynHasg KommaHusi C IJ10-
6aJIbHOI KOMaHA0M

Wucrpymenr: GitLab CE; apxutekTypa:

e  Knacrep Gitaly gjist pacripeneneHus pero-
3UTOPUEB.

e  GitLab Geo c y3namu B EC, CIIIA 1 A3un.

e Kubernetes mist aBrockeinnuara Runner-
OB.

PesynbraTr: 0TKa30yCTOMYMBOCTL 99.99%, cHU-
JKeHMe 3a/iepskek JJ1s1 yoaleHHbIX KOMaHJ,

Cuenapuii 2: Crapranm ¢ orpaHMYeHHBIM
GI0IKeTOM

NuctpymeHT: Gitea; apxuTekTypa:

e  Perumkauus PostgreSQL mexny aByMS
VPS.

e  banaHcupoBka
Cloudflare.

Pesynbratr: romoBasi CTOMMOCTb MHGPaCTPyK-
Typbl — MeHee $200.

Cuenapuii 3: Open-source IPOEKT C aKLEeH-
TOM Ha 6€30IaCHOCTh

WHcTpymeHT: Forgejo; apxuTeKkTypa:

e PasBepThiBaHMe Ha pacOpefeneHHbIX cep-
Bepax ¢ ucnonab3oBaHueM Tor-cereit.

. WNHuTterpauus ¢ Matrix a1 gereHTpaan3o-
BaHHOJ KOMMYHMKAIUN.

PesynbTat: mosiHasi HE3aBUCUMOCTb OT KOPIIO-
paTUBHBIX IIATHOPM.

5. PekoMeHZAIMU 10 BBIOOPY:

1. GitLab CE: mogxomuT aJisi OpraHM3aLuii,
TOTOBBIX MHBECTUPOBATh B MOIIHYIO MHPPACTPYK-
TYPY ¥ Hy>KIaoumxcsi B nomHom DevOps-creke.

2. Gitea: uzmeasneH 1j11 MajIbIX KOMaH/I, CTap-
TaIlOB ¥ TPOEKTOB C OTpaHMUYEHHbIMU pecypcaMu.

HarpysKu yepes

3. Forgejo: pekoMeHI0BaH [IJIsl COOOIIECTB,
LHEeHSIIUX JelleHTpaJin3aluio, IpMBaTHOCTb U He-
3aBUCUMOCTb.

3axioueHue

GitLab CE, Gitea n Forgejo mpencTaBisoT Tpu
pa3HbIX MOIX0/a K ITIOCTPOEHMIO CUCTEeM KOHTPOJIS
Bepcuii. GitLab CE BbizensieTcs BCTpOeHHOI MOf-
Iep>KKO¥ KyacTepu3alum M MHTerpalmei c obiau-
HBIMM 3KOCHCTeMaMM, Torma Kak Gitea u Forgejo
Mpe[yIaraloT MPOCTOTY M MMHUMAaIN3M. Bbioop
MEXIY HUMM 3aBMCUT OT MacluTaba IIpoeKTa, Tpe-
60BaHMIT K OTKa30yCTONUMBOCTY U JOCTYITHBIX pe-
cypcoB. st a¢ddekTMBHOrO pa3BepThiBaHMS Kila-
crepa CKB KpUTHMUECKM BaXKHO YUYUTHIBATb apXu-
TEKTYpHbIE OCOOEHHOCTM Kask[OTrO pelieHwus, Ux
COBMECTMMOCTb ¢ opkecTpaTopamu (Kubernetes,
Docker Swarm) ¥ BO3MOXHOCTM KacTOMM3aLUU
O]l KOHKPETHbIE GU3HEeC-3aauM.
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ARCHITECTURAL APPROACHES TO ENSURING FAULT TOLERANCE
AND SCALABILITY IN OPEN SOURCE VERSION CONTROL SYSTEMS:
A COMPARATIVE ANALYSIS OF GITLAB CE, GITEA AND FORGEJO

Abstract. The article provides a comparative analysis of architectural solutions of modern open-source version
control systems (VCS) — GitLab CE, Gitea, and Forgejo — in the context of their ability to ensure fault tolerance,
scalability, and integration with cluster environments. The component structure of each platform, methods for im-
plementing horizontal scaling, support for geo-replication, and load balancing are considered. Particular attention
is paid to practical use cases: from global corporate projects to startups and decentralized open-source communi-
ties. The results of the study demonstrate that the choice of the optimal VCS depends on the scale of the project,
infrastructure requirements, and available resources. GitLab CE stands out for its built-in clustering and integration
with DevOps tools, while Gitea and Forgejo offer lightweight solutions for small teams. Based on the analysis, rec-
ommendations are formulated for implementing systems in distributed environments, including compatibility with
Kubernetes and cost minimization strategies.

Keywords: version control systems, GitLab CE, Gitea, Forgejo, cluster architectures, scalability, fault tolerance,
geo-replication, horizontal scaling, DevOps, CI/CD, open-source.
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IIBAJIEB Urops EBrenbeBuu
CTYJIEeHT, BbICIIas 1Kojia KOMITbIOTEPHBIX HAYK M UCKYCCTBEHHOTO MHTEJIEKTA,
Bantuiickuit bemepanbHbIii yHuBepcuTeT uMenu Mimmanymia Kanra, Poccust, r. KanymauHrpan

Hayunetii pykosodumens — doyeHm Boicuieli WKObl KOMNbIOMEPHBIX HAYK U UCKYCCMBEHHO20
unmennekma Banmutickozo pedepansHozo ynusepcumema umenu Mmmawnyuna Kanma,
Kanoudam mexHuueckux Hayk 3eneHura Jlapuca HeanoeHa

TEHEPAIIVIS JKECTUKVYJIALINA C IPUMEHEHUEM NCKYCCTBEHHOTI'O
NHTEJVIEKTA HA OCHOBE TEKCTOBOI'O BBOJA

AHHOmauus. I'eHepayus ecmecmeeHHOL #eCMUKyAayuu Ha 0CHO8e MeKCmogozo 8600a ocmaemcs akmyais-
Holl 3adaueti 8 cghepe UCKYCCMBEHH020 UHMeLIEKMA, 0CO6eHHO /1Sl CO30aHUsl peanucmuyHbslX 8UPMYANbHbBIX A8A-
mapoe, aHumayuu u po6omomexHuku. B dannoli cmamee npedcmasnen nodxod K agsmomamusayuu CUHmMe3a xe-
CMo8 ¢ Ucnonb3osanuem Hetipocemesoli Modenu, o06yueHHOl Ha damaceme u3 7 uacos 8udeo, 06pabomMaHHbIX 8
CapCut. [Ins uzeneueHuss 0aHHbIX npumeHeHsl uHcmpymernmot Whisper (mpanckpunyus ayoduo) u MediaPipe (aHa-
Ju3 dsuxceHuil mena), a npednoxieHHas Modeb 00sedutsem mekcmossie IMOe00UH2U C KUHEMamuueckumu no-

c1edo8amenbHOCMAMU.

Kniouegble cno6a: uckyccmeeHMbIli UHMENEKN, 2eHePAYUs HeCMUKYAAUUU, TEeKCIN 8 eCMUKYAAUUI0, AHAIU3
dsuxceHuli mena, MediaPipe, Whisper, mpaekmopuu dgueHuti.

COBpemeHHbIe TEXHOJIOIMM UeJIOBEKO-MaIlliH-
HOTO B3aMMOJENCTBYMS BCE yalle TpebGyIoT co-
30AHUSI CUCTEM, CIIOCOOHBIX BOCIPOU3BOOUTH He
TOJILKO PeUb, HO U HeBepOabHbIe 3IeMeHThI KOM-
MYHMKAIIUM, TAKME KaK KeCTUKYISust. JKecTsl ur-
paloT KJIIOUEBYIO POJIb B Iepeiaue 3MOLINIL, aKIleH-
TOB ¥ CMBIC/JIOBBIX HIOQHCOB, YTO 0COOEHHO BasKHO
I7IT BUPTYaJIbHBIX aCCUCTEHTOB, aHMMAIMOHHBIX
TIepCOHaXKel MM COLMaNbHBIX PO60TOB. OmHAKO
aBTOMAaTHuecKkas reHepalys eCTeCTBeHHBIX ¥ KOH-
TeKCTHO-3aBUCUMBIX JIBIKEHUII Tejla Ha OCHOBe
TeKCTa OCTaeTCsI CJIOKHOM 3a7aueii.

[Iporiecc cb6opa OaHHBIX BK/IOUAT HECKOJIBKO
9TamnoB, OObeOMHEHHBIX B II0C/IeIOBATEIbHbIA
nanIvianH.

Ha mnepBom aTame WMCXooHble BUIE03aIMUCU
IJATEJIbHOCTBIO 7 YacoB OblIM HapesaHbl B CapCut
Ha (parMeHTHI, GOKYCUPYSICh Ha CIIEHAX C BbIpa-
SKeHHOI1 KeCTUKYJISIIMe, CMHXPOHU3UPOBAHHOI C
peublo; 9TO TO3BOJAMIO MCKIIOUUTL TI1ay3bl,

(boHOBBIE NBVMKEHMSI U IITYMbI, COXPAHUB TOJBKO
penieBaHTHbIE 1)1 00yUeHUS TaHHbIe.

Hanee mys1 KaKOOTO BUaeodparMeHTa ¢ OMO-
mbio Whisper BeIIOTHSIIACH TPAHCKPUTIIVS ayIaV0
B TEKCT C TOYHBIMM BpeMeHHbIMM MeTKaMy Hauasia
M KOHIA KaKIOM DPerviMKu, BKIIOUast 06paboTKy
nay3, MHTOHalMii ¥ 4YacTMYHOEe paclio3HaBaHMe
SMOIIMOHAJILHOM OKPAaCKy peun.

[MapanmnenbHo uepe3 MediaPipe (momyu Pose u
Holistic) u3Bmekanuch KlOueBble TOYKM Tejia B
dbopmare 3D-koopaMHAT: 8 TOUKY CKejleTa (TOTbKO
TYJIOBUILE U MIpearieube), 21 Touka pyK (CyCTaBbl
MajablieB), YTO A0 JeTalbHOe IpeJCTaBleHN e O
OVHaMMKe IBVDKeHUA.

IIJisi CMHXPOHM3ALMM TEKCTOBBIX TPAHCKPUII-
Uit ¥ KUHEMaTUUeCKUX JaHHbIX UCIOIb30BaICh
BpeMeHHble METKM U3 TeKCTOBBIX TaHHBIX U JTaH-
HbIx MediaPipe.

ABTOMaTM3anusa 06ecreunBagach CKPUIITOM
Ha Python, roe uKII mocaenoBaTenbHO 06pabaThI-
BaJT KaKIblii Buaeodarii.
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text Type Landmark_ID X Y z Frame
[py3bs, Pose 0 X1 Y1 71 0
[o6pbli Beyep

[py3bs, Left_Hand 0 X2 Y2 72 0
[o6pblii Bevep

Opy3ba, Right_Hand 0 X3 Y3 Z3 0
[06pbli Beyep

[py3bs, Pose 1 X4 Y4 4 1
[o6pblit Beyep

[py3bs, Left_Hand 1 X5 Y5 75 1
[o6pblii Bevep

Lpysbs, Right Hand 1 X6 Y6 26 1
[o6pbli Beyep

Puc. 1. Cmpykmypa nonyueHHo20 damacema

Ha pucynke 1 m3ob6paxkeHa CTPYKTypa ITONy-
YEHHOTO JlaTaceTa, B KOTOPOM OObeIMHEHBI TEeK-
CTOBbIE U KeCTOBbIe JaHHbIe. [Ie text — TeKCT, U3-
BJIeUeHHbI U3 Buaeo. Type — OOMH U3 TUTIOB HO3bI
Media Pipe. Landmark Id - id cycraBa, cooTBeT-
CTBYIOILETO CBOEMY TUITY M03bI. X, Y, Z — Koopau-
HaTbhl TOYEK CyCcTaBOB, Frame — Homep Kajapa B
aHMMaIum.

ApXUTeKTypa HeIpOHHOM CeTy AJI1s1 TeHepaLuumn
SKECTUKY/ISILUU MMEET BU[, MPEeLCTaBIEHHbI Ha
PUCYHKe 2.

TeKkcT ITomaeTcs Ha BXOJ, B TPe0OyIEeHHYIO MO-
nmenb BERT, roe oH rpeo6pasyeTrcs B SMOeIIUHIY U
€ro pa3MepHOCTb KOppeKTupyeTcs mo 512D, mis
BO3MOKHOCTHU €ro JajibHeiileir 06paboTKu C Io-
MOIIIbIO MeXaHM3Ma BHUMaHMS.

C Ipyroi CTOpPOHBI, JAaHHbIE O >KECTax Moja-
forcs B Frame Encoder, rme oHM KomgupyloTcs B
CKPBITOE ITPOCTPAHCTBO U UX Pa3MEPHOCTh TaK Ke
MIPUBOOUTCS K 512D 1171 Tex ke 1eeii.

CreHepupoBaHHble

TekcT
BERT ¢
Cross-Attention
Frame Encoder T
XKecThl

» Frame Decoder ——>» KecCTbl

Puc. 2. Apxumexkmypa HelipoHHOTI cemu 0151 2eHepayuu HecmuKyaayuu

Ila"uble nomaioTcd B 6110k Cross-Attention, roe
MEXIy HUMM YCTaHABIMBAIOTCS CBSI3U C TIOMOIIbIO
MexaHM3Ma BHMMAaHMS [IJis TOTO, YTOObI MOJEe/b
MOTJIa JIyYIlle YJIOBUTb ¥ OOYUUTHCST 3aBUCUMOCTHU
MesKIy TeKCTOBBIMMU U 3KeCTOBBIMU MTPU3HAKAMMU.

IMocne 06pabOTKM JaHHBIE TTOMAmaoT B Frame
Decoder, rae u3 HUX B 06paTHOM IOPSIIKE MOTyYa-
IOTCSI JAHHBIE O KeCTax.
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Obuwwne notepu

0.25 A

0.20 1
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0 10 20

T T T

30 40 50
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Puc. 3. Pesynomamst 06yueHus modenu

Ha pucyHKe 3 npezcTaBieHbl pe3yJlbTaThbl 06Y-
YeHUs MOfeu. BUIHO, uTo 061111ie TOTePU MO ENN
CTabWJIbHO YMEHBINAIOTCS, YTO YKa3bIBaeT Ha TO,
YTO MOZEb 00yJaeTCs yIaBIMBaTh 3aBUCUMOCTH.

Ha pucyHke 4 n3o6paskeH rpadmKk HaKOTUIEHUS
ommbku MAE. Bugno, uro Kk 150 3HaueHue

omMoOKM MpakTuuecku crabuabHo. Ha 150 u 200
KaJapax HabII0IaloTCsT CKauKy, YTO TOBOPUT O TOM,
YTO MOJE/Ib XY)Ke CIIPaB/sSeTCs C AJMHHBIMMU Ke-
cramu. ITocre 250 kagpa HaGMIOOAeTCsl pe3Kuii
POCT OIIMOKM, YTO 3HAUUT, YTO MOZE/Ib He CIIpaB-
JISIeTCsI C TeHepalieli ;KeCTOB TaKOii IJIMHBI.

CpeaHuia MAE no KaapaM Ha BannaaunoHHoi ssibopke

MAE no kagpam
0.050 + —— Ckonb3Awee cpeaHee (5 kagpos)

0.045 A

0.040 +

0.035 -

MAE

0.030 -

0.025 -

0.020 4

0.015 ~

T
0 50 100

T T T T
150 200 250 300

Homep kaapa

Puc. 4. Hakonnenue owubxu MAE



AKTyaJIbHBIE UCCIIEIOBAHUSA * 2025. N221 (256)

MHGOPMAaLMOHHbBIE TEXHOJIOTUH | 101

JIutepaTtypa

1. Vaswani A., et al. (2017). Attention Is All
You Need. NeurIPS. arXiv:1706.03762

2. Devlin J., et al. (2018). BERT: Pre-training
of Deep Bidirectional Transformers for Language
Understanding. NAACL. arXiv:1810.04805.

3. Goodfellow, 1., et al. (2014). Generative Ad-
versarial Networks. NeurIPS. arXiv:1406.2661.

4. bBenrdopt B., Bunbpo P., Oxema T. B46
[puknagHOV aHaJIM3 TEKCTOBbIX MOAHHBIX Ha
Python. MammHHOe 06yueHye U CO3TaHme MPUIo-
SKeHMit 06paboTKM eCcTeCTBeHHOro s13bika. — CIIO6.:
ITurep, 2019. - 368 c.: un. — (Cepus «becTcennepsl
O’Reilly»).

SHVALEYV Igor Evgenievich
Student, Graduate School of Computer Science and Artificial Intelligence,
Immanuel Kant Baltic Federal University, Russia, Kaliningrad

Scientific Advisor — Associate Professor of the Higher School of Computer Science
and Artificial Intelligence of the Inmanuel Kant Baltic Federal University,
Candidate of Technical Sciences Zelenina Larisa Ivanovna
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Abstract. Generating natural gestures based on text input remains an urgent task in the field of artificial intel-
ligence, especially for creating realistic virtual avatars, animations, and robotics. This article presents an approach
to automating gesture synthesis using a neural network model trained on a dataset of 7 hours of video processed in
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used, and the proposed model combines text embeddings with mathematical sequences.
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